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Preface

The EGOV conference series intends to assess the state of the art in e-Government
and to provide guidance for research and development in this fast-moving field. Thus
EGOV 2004 in Zaragoza built on the achievements of the previous EGOV confer-
ences in Aix-en-Provence and Prague. This year the interest increased once more;
thus the EGOV conference series has become a reunion for professionals from all
over the globe.

EGOV 2004 brought some changes in the outline and structure of the conference: i.e.,
centralizing the reviewing process through the support of an ensemble of Area Chairs,
and incorporating a workshop aimed at regional developments. Defining areas has
extended the coverage of topics: examples are strategies and policies, public-private
partnerships, change management, interoperability and semantic standards, G2G co-
operation, public information, teaching and empowering staff, and voting. Several
issues already well covered in last year’s conference have preserved their topicality:
governance and democracy, research methods, services and processes, knowledge
management, security and identity management, legal issues. An annual conference
bears a message as well: “e-Government: the Challenges Ahead”. This issue is
treated as an introduction statement by the editor.

Rich was the set of themes covered in several streams. The following list of issues
covered by the 3rd EGOV Conference gives an illustration:

- Frameworks and guidelines for e-Government and e-Governance

- e-Government policies, strategies and implementation

- Methods and tools for e-Government research

- e-Democracy and e-Voting

- One-stop government, electronic service delivery, mobile services

- International and regional projects, case studies and best practice

- Sustaining administrative processes, G2G cooperation

- Identity management and security: provisions and instruments, citizen cards, digi-
tal signatures

- Knowledge management, public information, GIS (geographical information sys-
tems)

- Interoperability and standards, semantic standardization

- Change management and new organizational arrangements: public-private partner-
ships, virtual teams

- Legal, societal and cultural aspects of e-Government

- International dimensions: cooperation, comparisons, networks

- Teaching e-Government

Networking is crucial, and thus to EGOV 2004 additional events were adjoined and in
some way interlinked: the annual conference of “LEFIS” (Legal Framework for the
Information Society), a workshop “Observatory on Interoperable e-Government Ser-
vices”, and a workshop “Metadata for Accessibility”.



VI  Preface

Several persons worked to form the conference and to prepare the program and the
proceedings. The significance of the work of the Area Chairs is to be acknowledged;
special recognition has to go to them as well as to the members of the Program Com-
mittee and some additional referees. The work of Gabriela Wagner, the scientific
event manager in charge of the DEXA organization, deserves acknowledgment. In
particular I thank Vera Himmelbauer, the coordinator for the program and of the pro-
ceedings of EGOV 2004, the editor expresses high appreciation for her extraordinary
engagement.

Linz, August 2004 Roland Traunmiiller
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e-Government: The Challenges Ahead

Roland Traunmiiller and Maria Wimmer

Institute of Informatics in Business and Government, University of Linz,
Altenbergerstr. 69, 4040 Linz, Austria
{traunmwi mrer} @fs.uni-linz.ac. at

Drastic Change and High Expectations

Change has become ubiquitous with globalisation and competition as dominant driv-
ers. A common “quest for growth” exists paired with economic imbalances, finan-cial
instabilities, societal and political unrest. Affluences and deprivation occur as well as
an increased stratification of societies. Technology has become pervasive with no
pause of evolution in sight. Economic necessity and lifestyle promote mobility and a
round the clock economy. With a broad advancement in embedded computing, open
systems interconnection and ambient intelligence technology reach all areas.

Likewise, expectations on government have grown. Living under good governance
is a common goal calling for democratisation, coherence, accountability, efficiency,
transparency and effectiveness. Such ideals have to be mirrored in the way govern-
ment is working. The idea of good governance embodies four key marks:

— citizen-centric in attitude,

— cooperative in nature,

— seamless and joined up seen from the clients,
— multilevel and polycentric in composition.

Concepts have changed on the subject of government and IT. First awareness
emerged three decades ago - e.g. in the German speaking countries starting in 1974
with the foundation of the discipline of governmental informatics (Verwaltungs-
informatik). Later labels oscillated between administrative and technological focal
points: for the former, New Public Management is an example; for the later, “infor-
mation systems in public administration” has become the key. Now, e-government is
forerunner with e-governance tightly following. Some focus on the “e” in e-
government and want to replace it with “m” (mobile) or “k” (knowledge), others - in a
radical view - tend to drop it. Let us take this merry-go-round of names as a sign of
vitality with the implication of high expectations, and not as a dogmatic question.

Where Are We Standing

The state-of-affairs study of the European Commission’s eGovernment 2003 Award
represents a good point of departure. In the competition, 29 Countries participated
with 357 cases of good practice submitted. The report was presented at Como in July
2003 demonstrating both, statistics and analyses of good practice, and a programmatic
part. For more detailed information see EIPA website http://www.eipa.nl and www.e-
europeawards.org. The programmatic part drew conclusions from the study and can
be regarded quasi as a Vademecum providing powerful guiding visions for moderni-

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 1-6, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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sation. So, it gives in many ways concrete advice for strategies, implementation and
managing change. There is an unequivocal message from the study and prime insights
can be outlined as follows (cf. [1]):

— e-government is the key to good governance in the information society.
e-government is impossible without having a vision.
e-government is not just about technology but a change in culture.
e-government is not just about service delivery but a way of life.

Thus, e-government surpasses the administrative reform policies inspired by New
Public Management (NPM, see e.g. [3]) and goes further than earlier approaches to
modernisation. It aims at fundamentally transforming the production processes of
public services (not only managing them as in NPM). Thereby it transforms the entire
range of relationships towards public bodies. Thus e-government is both, a vision and
the construction site we live in.

Building e-Government Is No Easy Task

Another outcome from the Como study [1] results in the reflection that building e-
government is a challenging and strenuous task which has to overcome many hin-
drances. For example, leadership and commitment at the political level have to be
convincing. This is particularly important where one has “to sell” the investment in
infrastructures and qualification of staff. The problems may result from several inher-
ent obstacles that will not vanish [2]: the goal structure of government has an extraor-
dinary complexity; public agencies are not spurred by competition and there is a
heavy dominance of legal norms. Just to mention the consequence for the latter:
norms may restrict the possibility of process re-engineering by protecting the rights of
citizens or safeguarding legal validity. A heavy obstacle is the high fragmentation of
the public sector, where several actors get involved (in contrary to the private sector).
Also administrative culture and historically grown structures may impede change.
Finally, inertial forces are reinforced by bureaucratic attitudes.

Mixed Signs and Challenges Ahead

Various obstacles have become apparent, yet encouraging marks can be found. First
to cite a growing awareness in politics and media. Governments have intensified co-
operation at the international level; e-government legislation and master plans have
become common. Examples are the eEurope 2005' strategy, the UK e-envoy initia-
tive’ or the “E-Government Act 2002” of the USA®. Not to forget the many projects
on the national and international level leading to a number of best practice examples.
Last but not least, e-government has evolved into a mature scientific discipline with a
series of competitions and awards, conferences, networks, transfer events, delegations
and learning journeys.

! See http://europa.eu.int/information_society/eeurope/news_library/documents/eeurope2005/
eeurope2005_en.pdf

2 See http://e-government.cabinetoffice.gov.uk/

3 See http://www.whitehouse.gov/omb/egov/
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Accompanied by auspicious and warning signs likewise, we face the challenges
ahead, which are briefly discussed in the following sections:

— Service Portal Creation

— Usability and Empowerment

— Process Improvement and Back-Office Integration
— Interoperability and Standards

— Security and Identity Management

— Collaboration via Multi Media

— Knowledge Enhancement

— Change Management.

Challenge 1: Portals for Service Provision

Without doubt, services are in focus. Many applications run — yet the picture is
equivocal as there is a low take-up of electronic public services. Generally, citizens
are not aware of economic and individual benefits. Also the level of service integra-
tion is not convincing. Access and usability are a prime concern with various requests.
A main demand is a single-window access for all services regardless of government
level and agency and the establishment of a high level of service integration. Other
demands include a multi-channel access mix with a diversity of contact points: home
and mobile as main choice, in addition kiosk, citizen office as well as multifunctional
service shops. Also customisation and personalisation is on the agenda. Design for
such service portals has to consider the entire interaction process accompanying any
service delivery.

Challenge 2: Usability and Empowerment

According to challenge 1, usability is a major concern. Usability is the result of good
design which means a holistic approach (see e.g. [4]) and meeting high standards of
quality. There are prime criteria for usability: functionality, self-description of soft-
ware, a conformity of the system to user expectations and the robustness of handling.
Other demands call for more intelligent modules that provide customized help func-
tions. One has to be aware that improving usability is only one side of the coin; the
other one is empowerment. Training of staff by qualification activities and raising the
general level of computer literacy are urgent objectives.

In any case, digital inclusion is searched after. It starts with possibility of access:
some initiatives install free internet access in public buildings. Examples of good
practice are post offices in France, parish churches in Portugal and tobacco shops in
Austria. Policies have to address two directions, counterbalancing deficiencies and
starting promotions for special groups concentrating on individual groups of address-
ees such as rural areas, traditionally under-served communities, the young in disad-
vantaged districts, ethnic minorities, persons with special needs.



4 Roland Traunmiiller and Maria Wimmer

Challenge 3: Improving Processes and Back Office Integration

Most applications cut across different government levels — local, regional or national
— and different types of agencies. Cooperation joining up different branches and levels
is needed to enable close and pertinent contact among all actors involved. The need is
enforced by a general trend towards outsourcing and devolution with decision-making
shifted to the lower administrative levels. Further on public administrations work via
a complex tissue of cooperation involving quite many acting entities.

To say it in a bold way: administration means cooperation. The solution is back of-
fice integration and the first step is redefining of processes. It starts with understan-
ding the nature of administrative work, rethinking the processes and then suggesting
changes. Reengineering processes means to integrate diverse demands from citizens,
businesses and public authorities (holistic and service-oriented view, see [4]). In addi-
tion, a restructuring of the business processes calls for a broad perspective including
vertical and horizontal cooperation between public bodies as well as with external
partners. As mentioned before, BPR has some strong limitations, as in the public
sector, several boundaries are defined on purpose bearing a particular meaning.

Challenge 4: Interoperability and Standards

Interconnectivity is a huge task and has to be seen in a wider sense. Taking the con-
ceptual level first: progress starts establishing a common understanding of administra-
tive concepts and processes. It is followed by ensuring interoperable platforms on the
technical level and by defining formats for data interchange. Interoperability and
back-office integration are closely connected. It is interopera-bility that will bring
tangible increases in effectiveness. The necessary condition for EDI (electronic data
interchange) in the broad is the establishment of semantic standards. Currently, strong
focus is put on this issue (e.g. the EC launched the Interchange of Data between Ad-
ministrations (IDA) programme”.

Legal and administrative semantics of data need to be represented carefully, to al-
low global use of local data. Otherwise the correctness of procedures cannot be
granted. Further, it must be recognised that the EU cross border data interchange
becomes the rule; so problems of semantic standards have to be solved. This is not
easy and some examples may illustrate it: finding adequate meaning of terms (taking
licenses, certificates and academic degrees); different connotations of terms may
occur (such as boundaries of professions as in the case of lawyer and barrister); non-
existence of counterparts may occur: public honours, awards, and titles and different
categories.

Challenge 5: Identity Management and Security
Running administrative systems implies high demands on security. Especially for

online service provision, a unique and trustful e-identity is needed in most transac-
tions. Currently, many activities are going in this direction. To name a few examples:

4 http://europa.eu.int/ISPO/ida/jsps/index.jsp
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research projects in the 6% framework programme of the EC’. Several countries have
successfully implemented the citizen cards and digital signature cards such as Austria,
Belgium, Estonia, Finland.

As a broad deployment of digital signatures will take time, provisional solutions
are important as well. They are promising as a strategy to break a common deadlock:
few applications exist because there are only few citizen cards available; vs. deploy-
ment of such cards is weak, because too few applications are running. It is important
to come out from this vicious circle. A possible way is an identification of users done
in service points such as the nearest citizen office or multifunctional service centres.
There is an additional advantage as local officials or bank staff might also provide
assistance in case of emerging problems of ICT illiterates using online services. From
the side of banks it is an interesting public-private partnership that may help building
the image in showing care for their clientele. Furthermore, banks may be considered
trustworthy to their clients and so, synergies could be exploited.

Challenge 6: Collaboration via Multimedia

Today, a pronounced attention is put on operational systems such as workflow. At the
same time, multimedia collaboration is underrated. At higher ranks, the type of work
is mainly collaborative and of knowledge-rich style. Multimedia collaboration may be
used for negotiation, consensus finding, planning and policy formulation. Examples
are plentiful such as meeting via video techniques, scenarios of policy implemen-
tation, discussion with remote experts. Also the level of service provision comprises
collaborative steps such as giving advice or settling claims. In a future scenario, me-
diators and experts may be accessed via multi media links.

Challenge 7: Knowledge Enhancement

Government has to keep up with the knowledge society and needs self-reflection as
intelligence organisation. There are many facets to make government a whole be-
comes more knowledge enhanced. The scope of managing knowledge is broad. Fa-
vouring democratic deliberation, sustaining political decisions, and drafting legisla-
tion is only part; others are building repositories, learning lessons, and enhancing
processes. Especially, knowledge enhanced processes is a chance. So attention gradu-
ally shifts from structures and processes towards issues of content thereby reaching
the very heart of administrative work: making decisions.

One example may be the creation of repositories for process knowledge for novices
in work; another example is matching automatically an incoming demand with inter-
nal administrative structures. A big issue in service provision is often translating from
legal and administrative jargon into real world language and vice versa. Technically,
multiple means are possible: conventional databases, more advanced forms of reposi-
tories using knowledge ontology, software agents, semantic net technology or estab-
lishing a knowledge cartography. Also expert knowledge and its access is part of it,
such as multimedia access to remote persons and building learning communities (see
section before).

3 http://europa.eu.int/information_society/programmes/egov_rd/fp6/fp6_projects/index_en.htm
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Challenge 8: Change Management Is Crucial

The factors influencing success are numerous. At higher level, a favourable environ-
ment has to be created: the commitment of the management for strategic planning and
master plans, adequate funding and public-private partnerships, an adequate legal and
regulatory frame. Involving staff is important. For staff members that means getting
more responsibility and taking part in a qualification initiative. Steering change of
administrative culture is key and various activities have to be spurred. An exchange of
experiences, spotting good practice and an openness for lessons learnt are crucial.

To conclude: addressing these eight challenges is next action to take to reach the
goals and vision of e-government. The EGOV 2004 proceedings shall give insights
and clues of how to address these challenges by some means or other in an effective
way.
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Abstract. The paper discusses, mainly on a principal and general level, answers
to the question: To what questions about democracy is Information Technology
(IT) the answer? Parliamentary-centred democratic procedures, in a newsmedia-
saturated society, generate less and less enthusiasm among citizens. There’s no
evidence that people are turning anti-democratic, but opinion polls in both
western Europe and North America show that in practically all countries, citi-
zens feel gradually more detached from the established political process. Politi-
cal reality seems to be moving further and further away from the ideals of de-
mocracy as described in political science textbooks. Although IT could be
designed to support democratic procedures by which citizens could regain the
political power they obviously feel they have lost, this is not happening. Elec-
tronic Democracy is very little about electronics, and very much about democ-
ratic reform — about power.

Introduction

Current, parliamentory-centred democratic procedures generate less and less
enthusiasm among citizens. This is well documented and in most western countries,
politicans as well as political scientists have laboured with the problem for 20 years or
more. Noumerous “fixes” for the malfunctioning parliamentory democracy have been
tried and they have virtually all failed.

But now there’s the Internet. Although “only” a technical platform for
communication it has also become the platform for a wave of new efforts to
strengthen democracy. Having wrestled with these issues for about a year, in a report
to a swedish, government-appointed committé on democracy, I conclude:

IT is the answer to quite a few of our troubled questions about democracy, at least
if so called strong — or participatory — democracy is what we are hoping for. The pos-
sibilities to support “wired” citizens as co-actors in decisionmaking processes seem
apparent. The major obstacle to political reform in this direction is that the institutions
& interests dominating the political scene won’t like it. As allways in the history of
mankind, powerful groups are likely to oppose any societal reform that may under-
mine their influence. The most important challenge is not technical. It’s social.

Framing the Questions

In 1993, president Clinton and his even more enthusiastic vicepresident Gore
announced that the United States would race into the future on Information
Superhighways. (1) The following year, the European Union declared that it was

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 7-14, 2004.
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transforming into an “Information Society” (2) and ever since, an endless row of
politicians, scientists, journalists and cyber-gurus have argued about the consequenses
for democracy. By now, the amount of books and articles on the subject “Information
Technology and Democracy” is overwhelming.

After having worked with these issues — as author and scientist — for six years I
conclude that, of the people who actually try to answer the question — Is IT a good
thing for democracy? — practically all can be put in one of two categories:

o FEither they answer that, YES, Information Technology can be used to strengthen

democracy in many different ways (3), or

e they answer NO, there are no signs of healthier democracies as all those

millions of citizens are getting on-line (4).

Please note that these answers are not contradictory. Even though many partici-
pants in this debate seem either wildly utopian or despairingly dystopian, when they
are categorized this way in YES and NO - they actually both make sense. YES, In-
formation Technology can be used to strengthen democracy, and NO - so far, it
hasn’t been used that way.

Let me state early on that in arguing that “stronger” democracy can be realized by
use of [T-applications, I’'m not talking about instant, push-button democracy. There
are no indications supporting the idea that frequent referendums on the Internet — as
the major component in democratic reform — would solve current problems.

My focus is on political reform that would empower citizens to order effective
investigations into matters were there’s an obvious need for more or better facts, and
to allow them to make crucial policy-decisions in key areas. Not instant, direct
democracy, but an empowered citizenry.

The heart of the problem is obviously not technical. It’s not about encryption-
applications or agent-software that will do miracles for the citizen. No move by a
computer scientist or programmer, however brilliant, will ever save democracy. The
heart of the problem is power. Who controls what resources of information or
finance? There’s no technical answer to that question.

With the issue of power as the starting-point, I must embark on a detour in modern
political theory & practice before I come back to the issue of Information
Technology.

Democracy Today — Three Troubling Circumstances

As T indicated, traditional, western-style parliamentory democracy is in a state of
decline. The trend is quite clear from opinion polls in both western Europe and North
America. (4) In practically all countries, citizens feel gradually more detached from
the established political process and view it with growing cynicism. Political reality
seems to be moving further and further away from the ideals of democracy as
described in political science textbooks. Citizens view the political system as more
distorted than ever.

According to some critics, politics is turning into a powergame that citizens can
watch but not in a meaningful way take part in. According to others this is not new —
it’s just that the realities of political life is becoming more evident to more people. As
political scientists continously have showed (5), our democratic system has allways
been more or less distorted or corrupt — and now people are seing it, they argue. In
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1999, they pointed to the members of the European Commission, forced out of office
on allegations of nepotism, greed and incompetence. In 2000, they likely refer to the
revelations about former german Chanceller Helmuth Kohl and his party CDU.

There’s no evidence that people are turning anti-democratic, but opinionpolls from
virtually every country in the rich part of the world show that politicians are viewed
with a growing sense of suspicion and distrust. The general notion seems to be that if
You are not rich or well connected, it rarely matters what you say, know or do.

This is rather a dark view. [ won’t try to analyse exactly to what extent this gloomy
picture of current parliamentory democracy is supported by facts. I'll just summarize
what so many political scientists have found in recent years, namely that a number of
factors actually do distort our democratic processes. Usually these factors are
interconnected, although weighed differently by political analysts. Just to mention
three factors, all very difficult to tackle:

Firstly, no one seriously denies that money talks, and most find that it talks loudly,
in politics. Exactly in what ways and how effectively Big Business excercise politic
influence may be subject to debate, but that political strength comes with financial
strength is really not a controversial statement. (6)

Secondly, journalism has become far too dominating among the sources — for
citizens — of politically relevant information. In many instances, it seems to be the
only source. But journalism, and particularly news reporting, is much more about
“selling” sensations and personalities than providing citizens with the kind of
information they need to take part in their own governance. (7)

Thirdly, we have the process of globalization. It’s forcing more and more
politically important decisions to places/levels where there’s no democratic control,
no real possibilities for citizens to hold political, beaurocratic or financial elites
accountable for their decisions. (9) Who can be made responsible for what the EU
does, or NATO, the World Bank, the World Trade Organization, General Motors or a
media-empire like Bertelsmann?

The Bad Circle

I should stress that I don’t think there’s any conspiracy among elites to deprive
citizens of political influence. As I understand them, most politicians and civil
servants are democrats at heart. If they could detect a clear, well-informed public
opinion on the issues at hand, they would in most cases — maybe not all — respect it.
But they don’t see any competent citizenry manifesting its will, and therefore they see
no other way of “doing politics” than the one at hand.

One might ask if this is so bad? Shouldn’t we accept that in our extremely
complicated society, a lot of power must be handed over to experts?

Well, I won’t go deeply into the choice between “thin” democracy and “strong”
democracy — between a democracy where people basically just vote and a democracy
where well informed citizens actively take part in and influence all important political
decisions. (10) I'll just conclude that “thin” democracy is what we are getting more
and more of.

In fact, “thin” democracy these days seem to force political life into a bad circle.
The less influence citizens can have in the daily political process, the less they will
bother to learn about and deliberate on political issues. And the less they learn and
deliberate — the less suited they will be to excercize influence. Which means that the
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influence they do have should be minimized. Ignorance can’t rule, can it? We know
how dangerous that can be.

“Thin” democracy seems, at least these days, to equal a less and less trusted
democracy. This trend is obvious in many countries, not least in Sweden. Noumerous
studies by swedish political scientists show that voter distrust of parties and
politicians have increased steadily over the years. Just to to pick one piece of statistic
evidence:

-~ From 1968 to 1991, the part of the electorate that agreed with the statement,
“decision makers in parliament do not care much what ordinary people think”
went upp from 46 to 70 percent. (11)

Although many countries would be quite satisfied with 79% voter turnout in a
parliamentory election, this number for Sweden in 2002 was a significant drop. It was
8% down from 1994 and 2% down from 1998, in a country that for five straight
elections (1973-85) had over 90%. In the 1995 elections for swedish delegates to the
EU Parliament, the voter turnout was just above 40%, and then dropped to 38% in the
1999 elections.

Once huge — membershipwise — popular movements and political parties in Swe-
den have for a long time been loosing members. As in so many other countries, this
has sparkled the political establishment — including quite a few political scientists —
into debates about possible ways of renewing political procedures and institutions.
Many solutions have been tried during the last 15 years. Several of these have been
based on the idea that politics must be “modernized” to better suit the massmedia,
primarily television. The tempo of parliamentory debating have been raised and hear-
ings in parliamentory committées have been broadcast live. Sweden have had “cam-
paigns for democracy” in the schools and in 1998 prime minister Goéran Persson
started appointing a “minister for democracy” as a member of his cabinet.

Two relevant issues though, has allmost entirely been kept off the political agenda.
Firstly, the alternative to move, even if only a few cautious steps, towards more direct
empowering of citizens has not been seriously considered.

Secondly, IT-applications has not been a substantial issue in the debate on renewal
of democratic processes. Communications technology has by most influential people
— leading politicians, leading political scientists — been dealt with as a societal force in
its own right, as something that is “coming” and “changing” the lives of everyone. It’s
doing something to us, we are not doing something with it.

This is remarkable, not least if one considers that Sweden in most aspects have
been quick to adapt to new technologies and very much part of the Internet-boom. A
couple of years ago the electronic journal NetPulse reported that Sweden is actually
No 1:

“Sweden now tops the U.S. as the world’s leading IT and Internet nation, according
to the 2000 IDC/World Times Information Society Index released by International
Data Corp. Sweden received 5.06 index points, compared to the United States’ 5.04
points. Third was Finland with 4.58 points.” (12)

Swedes seem able to do a lot of things using the net, but modernizing democratic
processes is so far not one of them.
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The Cost and Value of Democracy

If we take for granted the current prerequisites for democracy, we seem to be stuck
with precisely the all-representative system that citizens trust less and less. But what
if we change the prerequisites? If citizens were allowed the time & resources
necessary to learn and deliberate, and guaranteed some influence on the political
process and the decisions?

Is this possible, from a practical point of view?

One might argue that even if a lot of decision-making-support for citizens — high-
quality information, frameworks for deliberation — can be provided with IT, it would
cost too much.

It would certainly cost something to develop the software to support citizens in
their capacity to make political decisions, and it would cost a lot more to guarantee all
citizens both access to the Net and the training to use it. And that’s not all. The
deliberative part of such new democratic procedures would most likely — if successful
— include discussions in thousands of groups with hundreds or thousands of
participants each, which would require extensive, professional moderation, costing
more money. And because time is money it would also cost a lot to have citizens take
time from their ordinary work — which might prove necessary — to do what might be
called “democratic work”.

Democracy isn’t free.

Neither is any other system of governance, though. When the citizen’s distrust of the
current democratic institutions gets deep enough, when they no longer see decisions
made by parliaments and authorities as really legitimate — societal conditions usually
develop that are not only unpleasent for most people to live with but also very costly.
We would, most likely, see a reduced acceptance of societal obligations, like paying
taxes and generally abiding by the law. When citizens start looking for alternative
ways of protecting themselfes or making sure that justice is done, ways that have no
connection to democratic institutions, society is in trouble.

I’'m not predicting that this will happen, large-scale, in the near future. But the
longtime trend is obviously that citizens loose trust in the political system. It could be
that the general frustration among citizens with a growing sense of powerlessness will
create, in a not too distant future, a political climate that is very unpleasent — for all.

Engagement

But citizen’s aren’t really interested, are they? How do we know that they will engage
in learning, deliberating and decision-making the day they are provided the
possibility?

All citizens certainly won’t. Obviously, we won’t know how many until we have
done some serious practical experimenting. However, there are at least a couple of
reasons for optimism. One is already mentioned: that the costs for a bad-functioning,
all-representative democracy will be paid by the vast majority of citizens. The
incentive to do “democratic work” is there for everyone who wants to live in a decent
society, where the sources of power are generally concieved as legitimate.

Another reason for optimism is the findings by political scientists when
experimenting with alternative democratic processes.
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James Fishkin, american professor of Political Science, and creator of the so called
Deliberative Poll is probably the most famous of these scientists. He has shown quite
convincingly in both Britain and the US that when citizen’s are placed in a situation
where they 1) are provided the relevant information, 2) can seriously deliberate with
others, and 3) have reason to believe that they will be listened to — they function very
well as responsible decisionmakers/voters. (13) This capacity of ordinary citizen’s is
also demonstrated in several other experiments with alternative democratic
procedures — labelled Televote, Citizen’s Jury and the german Plannungszelle to name
a few. (Of course, the swiss tradition of direct democracy also prove that citizens can
handle decisionmaking authority without messing up.) (14)

If we, as most democrats would have to, accept the idea that ordinary citizens
under favorable conditions can take responsability for their own society, the crucial
question is: can we establish those conditions for everyone? Here’s where Information
Technology offers a whole new set of possibilities.

The Technological Challenge

Today, enormous sums are invested in R&D in the broad field of decision-making
support. In business and in the public sector, as well as in academic environments,
new software is developed to help people reach better decisions quicker. Executives
of every variety, lawyers, stock brokers, salesmen, journalists, geologists, medical
experts, etc etc — they are for each year provided better and better tools to gather and
analyze exactly the information they need to do a more qualified job.

Virtually nothing, though, is invested in developing this kind of knowledge-
management-systems to support citizens. Here’s one of several crucial challenges for
those who set out to restore faith in democracy. Training in the retrieval and
management of politically relevant information must be compulsary at all levels of
the educational system and available to all grown-up citizens.

The quantity, quality and accessibility of this kind of information is crucial. It must
be presented in the most comprehensible way possible. By “information” I mean facts,
different enterpretations of facts and the varying explanations of how these
enterpretations relate to fundamental values and to society as a whole.

Citizens also need access to experts, in a wide sense of this term. If the issue is,
say, poverty, the beggar and the bag-lady are experts in there own right, as well as the
social worker, the policeman and the professor of sociology. Using the new,
interactive technologies, new possibilities for communication between citizens and
experts must be explored. Depending on the subject, the situation and number of
citizens involved we could be talking about unmoderated, moderated or heavily
moderated exchanges of questions and answers, of proposals and reactions to them.

These and other ways of supporting citizens about to take more responsability for
their own governance are all technically feasible today. Although technology certainly
will become more powerful and sofisticated in the future, the real bottleneck in
developing new resources for education and deliberation is in the human mind.
Citizens as well as political elites must not only understand the opportunities inherent
in new technologies, they must also dare think of radically different ways of creating
dialogue and reaching decisions.
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The Political Challenge

IT neither saves nor destroys political democracy. It’s a tool, a formiddably forceful
and flexible one, but as every other tool the effects of it are up to the users. Several
experts of political science have pointed out that, in the words of famous american
scientist Robert Dahl: “the democracy of our successors will not and cannot be the
democracy of our predecessors. Nor should it be.” (15)

Former prime minister of Sweden, Ingvar Carlsson, put it simply (in translation):

“No one would dream of putting clothes made for a three-year-old on a thirteen-year-
old and ask why they don'’t fit as they did ten years ago. A living democracy, that
grows and matures, must also get new clothes, that fit.” (16)

Our future society will to a great extent be based on functions of IT. This society is
not “coming”. We are building it. Democracy is not “happening”. If we want
democratic procedures to be an integrated part of our society, we must design them
too.
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Abstract. Research originally suggested that new technologies, particularly the
Internet, provided a useful mechanism for engaging young people - an other-
wise largely disenfranchised group. Subsequent to the evaluation of a number
of pioneering projects in this field it has become apparent that merely providing
online tools is not sufficient to engage young people democratically. In order to
begin to resolve some of the underlying issues a number of interviews with
youth consultation coordinators in Scotland have been conducted and youth
consultation best practice documents have been researched. This has resulted in
the development of four high-level stages, which situate online youth dialogues
in a much broader, supporting scheme. Evaluation research is planned through
the development and field-testing of further youth consultations. Our work will
continue to research ways of developing online youth consultation tools that are
both used and useful. At present, as this paper details, it appears that the only
way this will occur is if ‘traditional’ offline techniques are implemented to help
alter a cultural view of young people in opposition to what it means to be a citi-
zen.

1 Introduction

This paper is based on research regarding young people’s online engagement in pol-
icy-making in Scotland conducted over the past four years. This research had sug-
gested that new technologies, particularly the Internet, provide a useful situation for
engaging an otherwise largely disenfranchised group [1]. Subsequent to the evaluation
of a number of pioneering projects in this field it has become apparent that merely
providing online tools is not sufficient to engage young people democratically. New
research, however, suggests that by re-focusing on offline methods of consultation,
and using this as a foundation from which to build useful online consultation tools for
young people, some success in this area might be gained. Following this introduction,
the first section of this paper examines the need to consult young people. The reasons
behind online youth consultation and the problems that underlie this are then exam-
ined. A third section details a number of stages and principles that, through our re-
search, have become apparent for successful youth consultation. Finally our future
research and evaluation of the precepts detailed here are outlined. Throughout this
paper a practical example of an online youth consultation mechanism, Young Scot’s
Ur’Say will be used for clarification. Young Scot is an information, rights and dis-
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counts organisation for young people in Scotland'. Young Scot has been keen to use
its portal to facilitate young people’s involvement in decision-making. Therefore, the
‘Ur’Say’ discussion forum was added to the site, where a variety of debates have been
held. The Ur’Say pages provide background information for young people to read,
including ‘expert witness’ statements to encourage informed debate [1].

2 Background to Youth Participation

The drive to consult and increase citizen participation, or to ‘reinvigorate democracy’,
in the UK has been an ongoing issue for a number of years now. One of the reasons
for this concern is the increasingly low level of voter turnout. In the 2001 UK general
election the official turnout was 59.4%, which is the lowest since 1918 and the lowest
ever under the full democratic franchise. Young people are amongst the least likely to
participate, with only an estimated 39% of 18-24 year olds having voted [2]. More
recent research amongst young people in Scotland shows that; ‘fewer than one in five
young people (17% of 11-16 year olds and 16% of 17-25 year olds) believe voting in
elections is important in making someone a good citizen and less than half (41% and
48%) agree that it is important to vote’ [3]. Clearly this does not bode well for the
future of British democracy. The Electoral Commission voices the concern that:
‘Unless this generation of young people becomes more civic-minded as they age, the
nature of British democracy is likely to become increasingly passive’ [2]. Recent
legislation requires some levels of government to talk to young people on issues that
have significant impact on their lives in accordance with Article 12 of the UN Con-
vention on the Rights of the Child. This recognition that young people are citizens too
and thus entitled to be heard is compiled with a host of factors that indicate the bene-
fits of involving citizens in decision-making. For instance, the realisation that this can
lead to greater trust in government through visibility and transparency and that there
can be more effective implementation of policy through informing and involving
citizens [4].

The above outlines the main reasons for involving young people in decision-
making, yet do they wish to be involved? Studies of young peoples’ attitudes to po-
litical practice have shown widespread disregard for conventional politics, but also
widespread dissatisfaction with their lack of involvement [4,5,6]. Thus, current in-
vestment in consulting and involving young people stems from the view that their
rejection of politics reflects feelings of exclusion and disenfranchisement from the
public sphere. Therefore, by giving them the opportunity to participate and have their
say on issues that affect them, young people may feel listened to and thus become
engaged and responsible citizens [4],

3 Young People and Technology: Opportunities and Challenges

Increasingly, information and communication technologies (ICT’s) are seen as one
way in which citizens may be engaged in the democratic process. It is believed that
innovative use of ICT’s might enable young people to engage with political issues,
the processes of public decision-making and wider civil society. ICT’s are pervasive

1 www.youngscot.org
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in many young peoples lives in a way that other mainstream mechanisms simply are
not. Statistics show that 81% of households in the UK have access to a personal or
laptop computer in the home and that nearly all young people aged 5-18 (98%) use
computers at home, at school or elsewhere [7]. Further, it has been argued that whilst
young people wish to be engaged, they cannot relate to the traditional means political
institutions use to communicate with the electorate [8]. In this case, ICT’s, particu-
larly the Internet, provide a modern means of communication, and arguably one that
young people resonate with. Perhaps the most important opportunity provided by the
Internet is the ability to practice democracy and this is a key factor in engaging young
people:

As parties have declined, and young people in particular have tended to resist

joining them, there are few obvious places to go and learn how to ‘be political’,

or ‘act democratically’. Creating online spaces, such as discussion forums, in

which young and old can experience communities of democratic practice, is

likely to be of more use then many hours of citizenship teaching in the class-

room. Young people need opportunities to practice democracy, not simply

watch or read about it as outsiders [9].

The Internet offers an opportunity for young people to get information, debate is-
sues of public policy with each other and with decision-makers, to have these views
considered and any outcomes fed back to them. In other words, people and situations
that young people would not normally have access to could become within easy reach
and there is the potential to have an influence [6].

Despite the potential for active involvement through the Internet, participation by
young people in online consultation projects that the authors have undertaken has
proved to be disappointing. It is clear that merely providing online mechanisms is not
enough to encourage active citizenship. It has thus become necessary to examine the
notion of online youth consultation and a number of basic assumptions have become
apparent. These assumptions and the issues they expose need to be considered in
order to move forward and produce useful techniques for involving young people in
decision-making.

The most immediate stereotype that should be addressed is that young people are
somehow inherently good at and at home with technology. As Neil Selwyn has de-
scribed:

The portrayal of children and ICT has proved an enduring and multifaceted as-
pect of the social construction of the ‘information age’ over the past two dec-
ades. [...] Given such pervasiveness, it is unsurprising that many people concur
with the over-riding idea that younger generations are inherently more skilled
and adept at using IT [10].

The fact is that the present generation of young people have had a great deal of in-
volvement with ICT’s in their early years, yet they still learn how to operate technol-
ogy just like everyone else, and just like everyone else some of them will be adept at
it and others will not. Despite pressures to become ‘techno-savvy’, many young peo-
ple choose not to participate and remain ‘technophobic’ [11]. Research conducted by
the Hansard Society revealed similarly that the common view of young people being
effortlessly at home with ICT’s is unfounded, when many, in fact, find even simple
navigation and communication problematic [9]. This is the first stumbling block to
focusing entirely on ICT’s for youth engagement, and like a weak foundation it can-
not support what is built upon it: the view that young people will suddenly want to be
involved with politics and decision-making because the Internet makes it ‘trendy’.



18  Zo€ Masters, Ann Macintosh, and Ella Smith

Even when transmitted by the most sophisticated and cutting-edge multi-media
technologies, dull political messages are still dull political messages and grey
politicians are still just as miserably grey [12].

A further aspect of such assumptions regarding young people and technology is the
erroneous view that they are a homogenous group. Many texts on youth consultation
mention this in a token-like way, but fail to give this important point any real weight.
Young people are gendered, classed and ethnic subjects and this will influence their
perspective on life in general, and on technology in particular. To see them in any
other way results in a ‘one-size fits all’ product, which may detract from efforts made
for their full involvement [13].

Another reason for the lack of success in involving young people in consultations,
both on and offline is the lack of tangible outcomes from such initiatives [6,14]. If
outcomes are not fed back to young people, or if there are no impacts, then their in-
volvement will merely seem tokenistic and will not contribute to creating a culture of
participation. These lack of outcomes point to a deeper, underlying issue that needs to
be addressed in order for us to come to some productive conclusions about how to
consult and involve young people and to make full use of the opportunities offered
through ICT’s. It is generally accepted that the category ‘child’ or ‘young person’,
just like that of ‘adult’, is socially constructed. This is evident from the changing
societal attitude towards childhood and what it means to be a young person over the
centuries, and in different cultures [e.g. 15,16,17,18] David Buckingham argues that
in most ‘Western’ countries children are seen to be ‘pre-social individuals’ (i.e. they
are not fully part of society) and young people are in somewhat of a liminal phase. He
states that this notion of pre-sociality effectively excludes young people from being
citizens [19]. In fact, he believes that young people are effectively defined as all
things opposite to the traditional definition of a citizen.

Citizenship is predominantly perceived to be a function of rationality: it re-
quires a fundamental distinction between public and private, a free flow of un-
distorted communication and a dutiful subjection to the public good. In these
respects, enfranchisement, political rights and citizenship are defined in opposi-
tion to all the things that children and young people are traditionally seen to
represent [19].

If this is the case then a whole cultural attitude about young people must be altered
before any real change can take place. This means that merely providing online con-
sultation mechanisms is not enough, and, as we and others [20] have discovered, will
not work alone.

4 A Possible Way Forward

In order to begin to resolve some of these underlying issues a number of interviews
with youth consultation coordinators in Scotland have been conducted and youth
consultation best practice documents have been researched [e.g. 21,22,23,24,25].
What has become apparent is that there is not a quick fix to elicit any lasting shift in
attitudes towards and by young people regarding active citizenship; a habit of partici-
pation needs be built. ICT’s could provide very useful tools to aid this process, but
they need to be seen as just that, tools; not as the solution itself. The OECD has con-
cluded similarly that technology can be an enabler, but interest in technology is not
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sufficient in itself to address the democratic deficit [26]. Our research has thus led us
to develop four high-level stages, which situate online youth dialogues in this broader,
supporting scheme.

Offline Principles are the first stage in a youth consultation. For any person, includ-
ing young people, a desire and ability to engage in informed debate is a necessary
prerequisite to actively taking part. In the current climate of disengagement from the
political sphere, encouragement may be required for participation in each consulta-
tion. Likewise, ongoing education in the skills and issues necessary for online en-
gagement may be necessary to make such a tool effective. Without the various pre-
requisites pertinent to this stage, young people will be without the impetus and
grounding that the conditions of personal interaction provide.

Online Engagement has a number of potential key advantages in youth participation
already outlined above. Importantly, they provide a potential option for active partici-
pation, which can transcend a number of limitations (e.g. time and location).

Analysis and Evaluation are necessary following (and perhaps during) any on and
offline initiatives. Firstly, there are the results of consultations to be analysed; sec-
ondly, there must be an evaluation of the ways the consultation was carried out and its
relative success. Finally, results from consultations need to be presented to those with
the decision-making power.

Feedback and Ongoing Involvement is the final stage, as outcomes from consulta-
tions, i.e. the effect they had on policy, need to be fed back to those young people
who took the time to participate. Young people must be kept in the loop and indeed be
part of any ongoing evaluation themselves.

In recognition of the need for a supporting base for their online consultations,
Young Scot’s Ur’Say is being re-developed. This involves a shift of focus, both from
online consultation to holistic dialogue, and from national consultations to local ones.
Ur’Say will reflect and support the new ‘Dialogue Youth (DY) Units’; part of the
local government youth consultation system in Scotland. Each local authority has set
up a DY unit in partnership with Young Scot and they are responsible for engaging
young people in decision-making. The new ‘Ur’Say toolkit’ being developed is in-
tended to provide DY units with a range of options for developing on and offline
consultation mechanisms, which will support and feed onto each other. For instance,
there are online options to advertise and sign up to offline events. Whilst online tools
will be used as an addendum to any offline conferences etc. It is felt that DY Units
could provide the necessary means of grounding any online discussions in ‘tradi-
tional’ youth consultation techniques, and fulfilling each of the four high-level stages.
In addition to this, another advantage of this localised forum, as Edwards [27] notes,
is that young people tend to engage with issues that are ‘close to home’. She therefore
notes that local authorities are in a unique position to engage young people in deci-
sion-making processes by facilitating their involvement in issues that they may see as
immediately relevant.

The current development and future success of Ur’Say is thus hinged on building a
deeper system of participation by utilising all mechanisms of youth consultation and
by focusing on local and more ‘relevant’ issues. However, a third important facet of
the re-design has been the diversification of the online tools provided. Having a range
of online tools recognises the need for a diverse choice of participatory mechanisms
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in order to ensure inclusion. This also allows DY Units the option of which tools to
use depending on the particular consultation, the desired outcomes and practical is-
sues such as staff time and skills. Finally, it is important to find new and fun ways of
engaging young people in order to maintain their interest. These online tools are cur-
rently under development, but the following are anticipated:

Discussion Boards are an area for debate on specific topics allowing for the expres-
sion of deliberative comments. The main advantages are that they support interaction,
thought, deliberation, debate and allow for a full discussion. They are, therefore, po-
tentially useful for the development of active citizenship skills. However, since they
do potentially allow for such a broad and deep debate, staff time and skills are re-
quired to moderate, support and facilitate such discussion, as well as the skills to
analyse contributions to produce reports.

Group to Group Chat utilises the same format as discussion boards, but is time-
specific and limited. Young people could be given the opportunity to chat to those
with decision-making power at pre-arranged times. This would be a fun element, yet
also increase transparency in decision-making as questions and opinions can be di-
rectly corresponded. Some of the challenges of live chat are that it could be somewhat
difficult to arrange; timing things to suit all concerned, and ensuring that young peo-
ple are aware of the opportunity. It would also, again, require a moderator, necessitat-
ing staff time and skills.

e-Petitioning can be used as a ‘bottom-up’ tool for young people to lobby opinion.
Links through to discussion boards would also allow them to expand on their view.

Surveys can be utilised to canvass the views of young people by using a variety of
different question-types to collect fairly broad ranging data. Advantages of surveys
are that they collect quantifiable data that is easy to analyse and understand, they
require a minimum of staff time and skills, and they are also a good option for some
young people with specific computer literacy issues. On the other hand, being par-
tially closed questions, they do not allow young people to fully express or expand
upon their views; young people might not feel able to have their true say, nor can they
see each other’s views, detracting from deliberation. Aside from concerns over the
representativeness of statistical information, direct and active involvement is limited,
and citizenship skills not fully built on.

e-Voting is a fun element, easy to use and gives instant gratification, as current results
could be instantly viewable. Again, this requires minimum staff time and skills, and
provides simple statistical information. Yet, equally they limit involvement as well as
the development of deliberative thought and understanding around a topic.

5 Evaluation and Future Research

The development of the above high level stages of instigating a ‘culture of participa-
tion’ which involves both on and offline youth dialogue mechanisms is the result of
research to date. Further evaluation research is planned through the development and
field-testing of tangible mechanisms such as Dialogue Youth consultations. It is ex-
pected that this evaluation will dictate the best course for further research. Evaluation
will involve the application of ethnographic techniques to discuss with young people
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how such new mechanisms effect them, and how they would like to see these mecha-
nisms take shape. This work will continue to research ways of developing online
youth consultation tools that are both used and useful. At present, as this paper has
detailed, it appears that the only way this will occur is if ‘traditional’ offline tech-
niques are implemented to help alter a cultural view of young people in opposition to
what it means to be a citizen.
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Abstract. Different initiatives are initiated to utilize ICT to maintain and de-
velop democracy. Democracy models are developed to explain differences be-
tween different democracies. This paper reports from a case study where a web-
based discussion board is developed and implemented. The findings indicate
that politicians and citizens add support to different democracy models by their
contributions to the web-based discussion board. Contributions from the citi-
zens add stronger support for the neo-republican model where as politicians
mainly support the demo-elitist model. These differences might become obsta-
cles to the utilization of the technology. Identifying potential differences early
on in a project may increase the opportunity to develop services capable of han-
dling requests from different stakeholders.

1 Introduction

The importance of changes in democracy towards more focus on citizens arose in
western democracies at the end of the 1980’s [1]. ICT became seen as an opportunity
to renew democracy in the face of decreased voter participation and falling interest in
political issues. There is a challenge for democracies to engage people in important
community issues and to try to involve citizens in political and democratic processes
[2]. New technology has changed the conditions for communication and coordination
between individuals and businesses [3]. This has led to an increased interest in how to
utilize new technology to increase participation and involvement in democratic proc-
esses.

Increased focus on E-Democracy projects implies a need for a better understanding
of how IT can relate to different democracy models [3]. Different ICT-artefacts may
support different democracy models, but the relationships need to be investigated [4].

Bellamy [5] presents four different democracy models; consumer-, demo-elitist-,
neo-republican- and Cyber-Democracy. The models have different characteristics
related to democratic value, role of the citizens, form of political participation, politi-
cal intermediary, objectives for the use of ICT and dominant political issues. The
models are summarized in table 1 and will be used to investigate the fit between dif-
ferent democracy models and the use of a web-based discussion forum.
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Table 1. Emerging models of democracy for the information age [4].

Characteristics | Consumer Demo-Elitist Neo-republican Cyber
Democracy
Dominant Freedom of choice Effectiveness Deliberation and Communi-
democratic participation tarian/radical
value democratic
Citizen’s role Choose their Choose their electives, Active citizen, also Active citizens
electives, less active less active between between elections. are decision
between elections elections makers

Central form Choice of public Consensus, creation, Public debate, Virtual debate,
of political services lobbying associations virtual and real
participation actions
Political nexus | Producer/consumer Expert discourse Public sphere, media Electronic
relation discussion
(Internet}
Main political Service declarations, Negotiation and Public debate, Electronic
intermediary consumption data campaign institutions associations networks and
communities
Typical ICT Voter compasses, Websites, mail, Geographically located Self-organised
application websites, citizen information systems, and moderated discussion
cards, databases voter compasses discussion groups groups
Main objec- High quality on the Support relations, Quality on discussion Strengthen the
tives for the information to the transparency and bi-directional essential
use of ICT citizens information network
Dominant Data security, Relegitimating and Increasing participation, | Increasing
political issues privacy, service reorientation of improving the quality of | political
delivery governance. discussions reflexivity,
competences

and autonomy

2 Case Results and Discussion

The project was initiated by one city and two regional municipalities in southern
Norway early spring 2003. The motivation was to increase the availability to informa-
tion, increase openness and contact between citizens and politicians and the citizen’s
involvement in political processes by using ICT and web-technology. The forthcom-
ing local election was an important milestone in the project.

The target groups of the project were citizens, especially young people, and politi-
cians. None of these groups were represented in the development of the discussion
board. The goals were determined without any investigation of the requests from
these stakeholders.

The discussion board was pre-organized with different sub-categories. The debates
focusing on local and specific themes were most popular, followed by debates on how
web-technology can add value to democracy.

Discussions focusing on the use of technology and the influence on the democracy
have been investigated to illuminate what kind of democracy the use of the discussion
board supports. The contributions are evaluated by the use of content analysis which
is a much applied method for textual investigation [6]. The contributions are catego-
rized (based on the democracy models) and counted.

Classifications into the categories are not possible without some self-judgement
made by the researchers. The data-material is available for everyone at the discussion
board (www.Demokratitorget.no) and the conclusions made in this paper can be
evaluated towards the discussions made by the end of January 2004.
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In table 2 the contributions are sorted based on Bellamy’s [5] models of democ-
racy. Out of the 70 contributions, we were able to categorize 66 by democracy mod-
els. The remaining four were rejected due to their unserious character.

Table 2. Contributions at the discussion board classified by models of democracy.

Democracy models — Consumer Demo-Elitist Neo-republican Cyber-
Characteristics | Democracy
P= Politicians, C= Citizens P Cc P C b C P C
Dominant democratic value

Citizen's role 1 2

Form political participation 2 2 1

Political nexus 3

Main political intermediary 1 4 1 1

Typical ICT application 3 2

Main objectives use of ICT 4 1 3 8

Dominant political issues 3 22 2
Sum contributions 4 2 11 5 7 35 0 2

The support for a Demo-Elitist democracy is strongest among the politicians. The
model emphasizes the growth of influence by experts and networks. The model also
considers citizens to be less active and focused on their need for service. In light of
this, it is interesting to see that the politicians add stronger support to this model than
the citizens. The specialists (politicians) support a democracy which implies a
strengthening of their power.

Neo-Republican democracies aim to change the public spheres where the experts,
bureaucrats and politicians, loose power in advantage of the citizens. The citizens
should be active, interested and share social consciousness [5]. New technology can
reactivate the citizens. This model has strong support in the contributions from citi-
zens.

Consumer Democracy, which implies that more or less passive citizens consume
services by the public, is not strongly supported. Participation on a discussion board
requires some kind of engagement which is not the main objective in the consumer
democracy model.

The use of this discussion board did not support the model of Cyber-Democracy.
The contributions do not focus on a radical shift in the power balance and shape of
democracy. Cyber-Democracy may be seen as the last step in an alteration and con-
secutive steps following minor changes in the past [5]. Further investigations may
reveal to what extent the use of discussion boards may result in a stronger support for
Cyber-Democracy when the users increase their experiences and the services become
more mature.

3 Conclusion and Future Research

The use of the discussion board show stronger support to some models of democracy
than others. There are dissimilarities in which democracy models the citizens versus
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the politicians contributes to. These two groups have different expectations to the
influence participation in the discussions may cause. The project did not investigate in
advance different stakeholder’s interest in the project.

The results indicate a connection between the choice of ICT-artefact and different
support to the models of democracy. By investigating the overall objective in an ini-
tial phase of the projects, the choice of technology can be founded on the objectives.
The possibility to achieve the objectives by using ICT-artefact will increase if the
artefacts are chosen for their ability to support the objectives.

The results are collected from one case study using one ICT-artefact. The indicated
connection between models of democracy and choice of technology raises several
questions for future research. What are the connections between other ICT-artefacts
and different democracy models? To what degree does the design and implementation
of technology influence the support for different democracy models? Does the pre-
organizing of the discussion-threads act as an enabler or inhibitor to the discussions
going on? An investigation should be conducted concerning what the major argu-
ments for the choice of technology really are.
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Abstract. This paper addresses the framework of e-Democracy, which is pre-
sented in the generic sustainable e-Democracy form, such as management and
stakeholder, business driver, technology driver and development methodology.
The related contents of creating e-Democracy applications are also discussed.
Furthermore, this paper presents the model of Thai e-Democracy. The survey of
Thai citizens’ opinion about government services through electronic media by
the National Statistical Office is illustrated. Some examples of e-Democracy in
Thailand are also discussed. To promote the efficiency of Thai e-Democracy,
the broadcast of cabinet meeting via television is commenced.

1 Introduction

The era of globalization or digital world has created a new kind of information society
and knowledge-based economy, which change our human behavior. This has effects
on many aspects such as politics, economic, and society. Information and Communi-
cation Technology (ICT) is claimed as the powerful tool which plays an important
role on those changes. It provides an alternative channel for government and citizens’
communication of new services, e.g. providing information source, collaboration
between stakeholders. Such e-Services could lead to transparency of government
administration in democracy world. It is true that country development must be man-
aged by citizens, and for citizens which is the major principle for serving real citizens’
needs. Furthermore, citizens have their right to receive sufficient information as well
as to give their opinions to government. The citizens’ opinions are claimed to be a
valuable asset for country development. The employment of ICT for e-Democracy
applications is to provide an alternative channel for citizens to more easily participate
their local government processes for better services. It also gives a better collabora-
tion for public monitoring and evaluating in any government project.

2 The e-Democracy Development

The pattern of e-Democracy development must combine ICT with the process of
democratization. The citizens can involve in the process of democratization easily by
embedding the transparency and openness concepts into e-Government. Furthermore,
the e-Democracy should be identified by both technical and non-technical aspects.
Hence, e-Democracy is a form of democracy that combines ICT tools with the proc-
ess of democratization. e-Democracy can be viewed as building an open communica-
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tion system among stakeholders such as government and citizens, government and
public sectors, government and NGOs, and inter-agencies. Those stakeholders should
receive useful information and services required from the government at anytime in a
more efficient way. The experiences of e-Democracy development in some countries,
such as the Minnesota e-Democracy in United States [1], the e-democracy.gov.uk site
in United Kingdom [2] and the e-Democracy pattern in Japan [3] address a similar
goal for improving citizens’ participation in democracies and communities. This can
be achieved by employing the power of ICT and competitive strategies in the forms of
e-Forum or e-Participation.

3 The e-Democracy Framework

The e-Democracy framework consists of the generic sustainable e-Democracy and e-
Democracy applications. Such a generic sustainable e-Democracy composes of 4
external components as shown in figure 1.

Business Driver

== —

—

Management

& e-Democracy Methodology
Stakeholder

..ﬁ—-"‘““-F._

Technology Driver

Fig. 1. A Generic Sustainable e-Democracy.

1) Management and stakeholder. This aspect contains:

o c-Citizen: e-Citizen is the person that acquire self services from the govern-
ment website which are 24 hours a day, 7 days a week.

e e¢-Government: e-Government provides extensive access to government in-
formation and interacts electronically with citizens and political parties.

e Political party: political party is the organizations that seek to gain political
power for the purpose of country development.

e Private sector: private sector means institutions that support small and me-
dium sized enterprises.

e NGO: Nongovernmental Organization (NGO) is an organization that is not a
part of the local or state or federal government.

2) Business Driver. Business Driver is the part of trend or expectation. The busi-
ness drivers of e-Democracy are to a) raise the value of citizen lives, b) reduce
the gap between government and citizens, c) increase the efficiency of parlia-
ments, d) reduce the difference of citizens, and e) support the development of
making Thailand equivalent to other developed countries.

3) Methodology. The efficiency of e-Democracy must establish citizens’ participa-
tion to take part of government policy making. The methodology is one of the
key factors that identify activities for citizens’ participation. The e-Democracy
development cycle, which contains 5 stages, is given in figure 2.
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Problem Identification |
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Fig. 2. The e-Democracy Development Cycle.

o Problem Identification. The government identifies the true problem or ques-
tions from citizens through electronic media in the form of e-Petitions or e-
Referenda.

e Policy Analysis. The Prime Minister (PM) or cabinet analyses the problem
and extracts useful ideas from citizens via electronic media in order to build
the requirements.

e Decision Making. The government discusses the problem with related citi-
zens such as discussion forum, or e-Referenda.

e Implementation. The government publishes the policy through the electronic
media such as e-mail distribution, or discussion forums.

o Evaluation. The government monitors the feedback from citizens using elec-
tronic media such as online feedback, or online discussion.

At the present, the Thai government creates a bill of citizens’ opinion. The objec-
tive is to support the transparency and to create the participation from citizens’ [4].
This would promote the efficient e-Democracy development in Thailand.

4) Technology Driver. Technology driver is to increase the efficiency of providing
online information and communication from each government sector. They can
use the electronic media such as e-mail, video conferencing, private discussion
rooms, online polling and survey, online chat, and SMS messaging.

Some e-Democracy applications are a) e-Voting for electing member of parliament
through electronic media, b) e-Information as a provision of information or forms
through website, e-mail or short message, c) e-Forum for the problems discussion
related to politics through electronic media, d) e-Services as a provision of govern-
mental services through electronic media, and e) e-Complaint for filing complaint
through electronic media.

4 The Model of Thai e-Democracy

The policies of Thai government at present states every governmental unit must have
its own web site that can provide information to the public and submission of citizens’
opinion. This helps to support the transparency and openness concepts and to create
an e-Democracy environment. The report of the Thai National Statistical Office sur-
veying the use of computer and internet in Bangkok by 1,560 populations shows that
most citizens want to contact the government via online service or e-Service. For
example, they want to pay tax and public utilities directly through the Internet. The
citizens suggest that using ICT should do the increase of public relations and informa-
tion and knowledge exchange. For example, a discussion on “the culture of students’
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participation in educational institution” is to promote the democracy at the school
level. The objective of this discussion shows an awareness of schools on building a
suitable environment for students’ participatory process in decision-making. The main
point of this seminar is based on the culture of participation, which should be begun at
the schools. Hence, this trial project promotes the participatory democratic mecha-
nisms and values at school-level. Another example is the Thai government broadcasts
the cabinet meeting through television. The objective is to let citizens know the gov-
ernment administration and the way of Member of Parliament administrates the coun-
try development. The survey of the Thai National Statistical Office concerning 5,800
citizens’ awareness on the meeting shows that only 44.4% of the respondents are
aware of the meeting broadcast. The main reasons of those agree on this broadcast
method are the acknowledgement of government work progress and their up-to-date
political aspect. In Addition, citizens want to partly participate on national policy
decision. Consequently, the government should support the citizens by building the
efficient online democracy or e-Democracy in order to employ as a tool to provide
useful information to the citizens in an easy way. The experiences from the above
examples show that the citizens and government can get benefits from e-Democracy
development as follows. First, e-Democracy can reduce the gap between citizens and
government, and the rich and the poor. Second, citizens realized that they get involve
to the democratic process. Finally, politicians have a chance to listen to what people
think and to know what the people want.

5 Conclusions and Further Work

The Thai e-Democracy has employed the ICT as a tool to support democracy, e-
Democracy is considered as a medium to gain the competitive advantage among the
government, citizens, and private sectors for political matter. The contemporary
communication among stakeholders on government information is by using Internet
or e-mail. The e-Democracy and e-Service should be developed to provide as an al-
ternative approach for citizens to participate the politics and country development.
The framework of e-Democracy development consisting of management and stake-
holder, business driver, technology driver, and methodology is described. The exam-
ples of promoting the Thai e-Democracy are also discussed.
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Abstract. Democracy is an evolving normative project with lots of facets. Us-
ing and shaping networked ICT to enhance democracy is a challenging task. It
needs action research as well as theoretical considerations. It needs societal pull
and technological push. It needs research funding and self-organised grass-root
activities. It needs both an administration oriented approach of development and
an autonomous citizen-oriented approach. This has to be balanced.

1 e-Government Does Not Automatically Include e-Democracy

There are different visions of e-democracy: The utopian vision promises that ICT
solutions will reinstall Athenian conditions of direct democracy. The dystopian vision
announces for the digital future a new information autocracy, a widening digital gap
between have and have-nots, the exclusion of large amount of citizens, surveillance,
and manipulation. Beside of these theoretical discussions empirical experiments take
place, funded by national governments and the EC for example. Under the topic of
eGovernment NGO’s, R&D - institutes, private companies and universities experi-
ment with networked ICT. Technology driven field trials try to find new ways of
public discourse, voting, deliberation, and participation. New networked media offer
chances of being shaped according to assist the democratisation of societal and politi-
cal processes. And they offer the chance of a new stratification of societal elites, so-
cietal transparency and control. In Germany current approaches of eGovernment and
eDemocracy are technology driven and not guided by democratic values first. The
introduction of ICT and reorganization of institutions and processes aim at efficiency
and effectiveness within the public administration, towards business and finally citi-
zens (information, communication, transaction). This will establish a technological
regime of use and relations where citizens are objects of the public administration. In
my opinion eDemocracy should be a societal driven normative approach to assist the
citizens autonomously. Today this is regarded as a minor often negligible aspect of
eGovernment approaches. Networked ICT should be a key opener of new forms of
knowledge spaces, deliberation, and public participation for and by citizens.

2 New Networked ICT for e-Democracy:
Take Existing Experiences into Account

The experiences made in the domain computers and work and especially in the field
of Computer Supported Cooperative Work over the last thirty years give us several
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hints for the application and use of networked ICT for societal and political purposes.
Very much in general one can state that:

1. A techno centric perspective only applying new technology does not solve prob-
lems: application first then technology;

2. The idea of one best way, one best practice, the idea of “one size fits all” is a
myth, considering the local political cultures and practices;

3. Contexts and situations determine the usefulness of technology;

4. Invest in learning and education: the introduction of new socio-informatic infra-
structures for eDemocracy has to go together with political education;

5. Technology is not neutral, it establishes a regime of practice which imposes
ways to act;

6. Technological innovations and their applications are often unprecedented.

In exploring and shaping new networked media for democratisation we should take
these experiences into account. If one reviews the long list of literature it becomes
clear that the impact of new networked media on democratisation is judged ambiva-
lently. The re-invention of politics and polity through new networked media in a
Knowledge or Information Society was a popular topic in the USA [Gr95; Fi95;
Ra97] and still is: “Instead of the government watching people, people could be
watching their government” [Ca01:115]. The socio-romantic societal visions of How-
ard Rheingold [Rh95] of networked communities are now replaced by more analytical
visions of Community Networks. Networked groups of shared interests are to be seen
as a new, translocal and transnational societal form of organisation for civic engage-
ment within a civil society [Ca01:155]. Civic engagement and civil society came into
interest of parliaments as a solution to shift the (financial) burdens from a protective
regulating government to more self-responsibility and self-governance of civil groups
and citizens [En02].

The discussion about concepts, tools and applications of networked media to sup-
port direct democracy was full of hype about the reach, usefulness and practicability:
Scientists and activists promised the advent of a Cyber Democracy. In Germany this
led to a critique especially from scientists analysing the relation between mass com-
munication and political behaviour and those being active in the field of political
education. From their point of view the assumptions concerning man as a homo poli-
ticus are way to naive and to positive: The discourse oriented citizen unlimited open
for electronic deliberation and participation is a fiction and far away from the existing
political reality [Sa98]. Some critical scientists go even farther. They do not only state
the unwillingness to participate of most of the citizens in political affairs. They fear
that the new socio-technical applications (discourse systems, deliberation systems,
opinion polling systems etc.) will even widen the gap between the possibilities to
influence political processes and decisions by the citizens and their capacity of under-
standing the problems and solutions. Their participatory claims are not corresponding
to their political understanding (education) [Sa98]. These critical positions which are
status-quo oriented and inhibit exploration and innovation are often shared by those
active for years in the empirical research about mass communication (TV, the press,
Radio). But one should question if the results of their findings are transferable to
networked new media. How can one transfer experiences made with one-way com-
munication and fixed roles (journalists — the public) with a network based structure of
communication where social roles are not prescribed but are flexible? In his PhD
Thesis Bonchek analysed the new flow of political information in the Internet [Bo97].
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Extrapolations and equations do not take the social adoption, learning and re-
development (shaping) of technologies into account and neglect the unpredictability
of the results of enculturation processes. 1895 there had been 15 telephones in the
German Reichstag for all; today technical communication applications are an exten-
sion of each person there.

3 More Direct Democracy?

Modern political theory in Germany sees the representative system as the basic struc-
ture of nations in Europe [Lu97]: Because of the complexity of the political problems
elites govern which follow the principles of division of labour and specialisation.
These elites correspond to the citizen by an interrelationship which is established by
general elections and mass media. New technical applications which assist direct
democracy are in conflict with these basic principles. This can explain why e-voting
is supported by all governments in contrary to other applications e.g. discourse sys-
tems, virtual parliaments, polling systems etc. which often only play symbolic roles in
niches projects of the political system.

Beyond the pragmatic approach of “just doing it” one must admit that new socio-
technical approaches to foster direct democracy raise new questions towards the pro-
cedural and organisational principles of democratic legitimate representation and
delegation: Persons in favour of participatory approaches of electronic democracy
view networked ICT as a medium of discourse to develop or detect the common good
under the assumptions of equal participation for all and horizontal communication.
The Internet serves as means to strengthen common sense, to develop shared interests
and social capital. Persons in favour of a more elitist perception of democracy con-
sider the Internet as a market place of competing ideas where the articulation and
aggregation of interests take place. Both directions claim more direct participation of
citizens in governmental and administrative affairs and more transparency of proce-
dures and decisions. Those claims and new approaches of socio-technical applications
will challenge the responsiveness and adaptivity of the political and administrative
system.

4 Slow Moves: Different Goals, Disappointing Results of Action
Research, and the Persistent Political Culture Are Hindering

The development and application of new digital assisted ways to improve democracy
remained a minor aspect within the informatisation of the political system itself. Since
the 70s parliaments and political parties use more and more heavily new media for
pushing efficiency and effectiveness of their administration and for pursuing their
strategic political goals. Especially national parliaments play a leading role [MVW91;
CTD97]. Most of these applications are designed to consider the citizen as the object,
the recipient of services and not as an active part in the interplay between public ad-
ministration and government. E-Democracy in Germany is a sub part of the e-
Government activities on state, federal and municipal level. The main goal is to re-
duce costs and deliver better services to citizen. The research and development pro-
jects of the European Commission are comparable to this [EC03]. In Germany on
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municipal and state level there is not much interest in fostering experiments to en-
hance direct democracy. There are several reasons for this: The first reason is the
shortage of resources: service delivery with fewer personnel is the main goal of intro-
ducing and experimenting with networked ICT in the public administration and not
democratisation. The second reason to be so reluctant is the partially frustrating ex-
periences of the experiments made in this sector in Germany, which contradicts the
euphoric visions [Te02]. Experiences made in government funded projects like Me-
dia@ kom show, that the number of participants who were interested in exploring
these new technologies is very small. Citizen and politicians do at present time not
widely accept new socio-technical applications to foster democracy (chat with politi-
cians; online-discussions, networked mediation, virtual party conferences etc.). Well
known political procedures, rites and means to persuade persist. These new networked
media require a new political culture, new norms and conventions to be successful.
The third reason is founded in the experiences made in the Third Reich, when the
radio was used by Nazis for fraud and propaganda reasons. But there is not only the
threat of being manipulated and misinformed but also the threat caused by the ten-
dency to visualize and easily explain complex problems (Mickey-Mousation of in-
formation).

5 Outlook

There are different perspectives of the role networked ICT will play for the political
systems in our societies: a) it will assist direct and representative democracy b) it will
lead to a replication of existing power structures and a petrifaction of the systems c) it
will enhance the existing power structures and lead to a deeper divide between domi-
nant and marginalised groups in society. I believe, that democracy is a normative
dynamically evolving project and has to be shaped for and by citizens. Based on exist-
ing knowledge about the use of ICT in organisations action research as well as theo-
retical discourses could fuel the innovation of socio-technical infrastructures. They
could provide interactive platforms for e.g. large-scale discussions and polling to give
citizens a voice between elections.
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Abstract. Interoperability has been identified as a major issue to be addressed
by all e-government agencies. In the first stage of this awareness, interoperabil-
ity deals with applications and semantics concepts, which will enable the seam-
less information flow between organizations. However, it will not be enough for
enabling the sort of interoperability required for a true seamless service delivery
to citizens and business, which is the vision of the e-government strategies. A
second stage in interoperability shows up which deals with the building of an
enterprise architecture. In the article the main initiatives in interoperability are
presented and the degree of fulfillment of the above two-stage roadmap is
evaluated.

Introduction

During late 90s, most Administrations in OECD countries released their e-
government strategies. Each e-government strategy is supported by its own frame-
work policies. One of such policies is the interoperability framework (CEC, 2002a,
10; OECD, 2003, 62 & 99).

The interoperability framework aims at providing the basic standards that all the
agencies which are relevant for the e-government strategy implementation should
adopt. This interoperability framework will allow, at least, the interoperability be-
tween information systems from different agencies in order to provide services to
citizens and businesses in an integrated way.

In the paper the main initiatives in interoperability frameworks development are
presented. A methodology for discussion is then provided and applied to the analysis
of the above frameworks. Finally, the main conclusions of the conducted analysis are
pointed out.

This work follows up previous work conducted by the author within the E-Forum
Association!. From January until September 2003, the Shared Infrastructures Working
Group carried out an study of the interoperability issues of the shared infrastructures
that support the delivery of e-government services.

There have been attempts to build analysis frameworks similar to the one presented
in this article. One of the attempts was the IDEAS network (Interoperability Devel-

! Visit http://www.eu-forum.org
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opment for Enterprise Application and Software), which is a FP5 project (IST 2001-
37368). It aimed to deliver a roadmap for achieving the interoperability of e-business
applications, which would eventually assist the design of large scale actions for the
FP6. The IDEAS project has produced an Interoperability Framework to structure,
scope and rationale the consortium work.

We have chosen five of the main initiatives being carried out by e-government
agencies in the interoperability arena, which have produced corresponding interop-
erability frameworks. The Office of the e-Envoy in the UK has based its technical
guidance in the e-Government Interoperability Framework (e-GIF), which was issued
in 2000, and updated to its version 6 for public consultation in March 2004 (e-Envoy,
2004). The French ADAE (“Agence pour le Développement de 1’ Administration Elec-
tronique”), formerly known as ATICA, published the second version (2.1) of “Le
Cadre Commun d’Intéroperabilité” (CCI) in September 2003. The German Ministry
of Interior published the version 1.1 of the Standards and Architectures for e-
Government Applications (SAGA) in February 2003 (BSI, 2003). The European
Commission Enterprise DG, through the Interchange of Data between Administration
(IDA) Program, issued its Architecture Guidelines (version 6.1) in June 2002 (CEC,
2002b). Finally, the Federal Chief Information Officers (CIO) Council, in the USA,
issued the Federal Enterprise Architecture Framework (FEAF) in September 1999,
and published its second version of the E-Gov Enterprise Architecture Guidance
(CIOC EAG) in July 2002 (CIOC, 2002).

Application and Semantics Interoperability

The interoperability in e-government has been identified as a major issue to be ad-
dressed by all e-government agencies. In the first stage of this awareness, the interop-
erability concept is defined according to the software discipline, that is, interoperabil-
ity is agreed to be understood as the “ability to exchange functionality and
interpretable data between to software entities” (Mowbray, 1995). Issues covered by
this concept are usually grouped in two fields:

s Application interoperability, which includes the communications issues, both
at the telecommunications network access level and at the network interconnec-
tion level; and the distributed applications issues, regarding the remote proce-
dure call/ method invocation mechanisms and the public interface exporta-
tion/binding.

o Semantics interoperability, which includes both the data interpretation, by
means of XML schemas, and the knowledge representation and exploitation, by
means of ontologies and agents

Each one of the five e-government agencies agrees on mandating a full set of stan-
dards, which address the areas that are relevant to the interoperability, according to
the above definition. Such areas are, for instance, interconnection, data integration,
content management metadata, telecommunication network access, workflow man-
agement, group working, security, document archiving, and so on.

The five interoperability frameworks show a common feature: Internet and WWW
technologies build their core. However, two different approaches can be identified in
the enumeration of standards: e-GIF and CCI follow an OSI-centric approach, which
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organises the standards in a layer-like manner; SAGA, IDA AG and CIOC EAG fol-
low a POSIX-centric approach, which organises the standards around services.

Enterprise Architecture Role in Interoperability

The consensus around the standard profile in each Administration is essential for e-
government implementation success, since it will enable the seamless information
flow between institutions. However, it will not be enough for enabling the sort of
interoperability required for a true seamless service delivery to citizens and business,
which is the vision of the e-government strategies. Some initiatives have shown a
need, then, for a second stage in interoperability which deals with the building of an
enterprise architecture. Enterprise architecture refers to a comprehensive description
of all the key elements and relationships that make up an organization. It aims to align
the business processes and goals of an enterprise and the applications and systems that
build up its technical infrastructure. There are many different approaches to describ-
ing the elements of an enterprise architecture. One approach that has grown in popu-
larity in the past few years is based on a framework developed by John Zachman
(1987).

Not all the agencies under study have addressed this second stage, and when hav-
ing done it, their achievement degree is not homogeneous. Some agencies have only
identified that business requirement are an issue to address, whereas others have al-
ready succeed in providing the models and tools for the description of the enterprise,
and in founding the technical architecture in this description.

e-Envoy has included e-GIF in the e-Services Development Framework (e-SDF).
The e-SDF is a framework for guiding and supporting the development process of e-
services in e-government. Requirements, design and implementation are the three
phases of the development process, and the e-SDF provides sets of reusable elements
(patterns, components, and resources) for improving the consistency and reducing
costs in the development at the different phases, and a High Level Architecture, which
provides a single set of top-level specifications and standards to be used for develop-
ing government e-Services. The High Level Architecture is composed of the Common
Information Model, the Data Standards Catalogue, the Message Reference Model, and
the e-GIF. The High Level Architecture is actually an enterprise architecture frame-
work.

Both CCI and SAGA are still focused on the specification of sets of standards for
guiding the implementation of interoperable applications for the provision of e-gov
services, but they have not provided yet a framework for enterprise architecture de-
scription.

As regards the work of the European Commission, IDA has shown efforts in pro-
gressing towards the provision of a enterprise architecture. Apart from issuing sets of
relevant standards for each service profile, IDA AG regards two dimensions for guid-
ing the implementation of interoperable e-services: the business requirements, involv-
ing the definition of a suitable implementation approach, and the security manage-
ment, involving a security policy that meets the security requirements and a set of
security mechanisms that enforce the policy on the trans-European network.

Following a different approach from the other initiatives, the CIO Council man-
dates one target enterprise architecture for Presidential E-Gov initiatives, but selects
the applicable standards only for consideration in those initiatives. The CIO Council
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adopts the FEAF 4-layer structure as the framework for E-Gov initiatives, which
includes (CIOC, 1999) a business architecture, a data architecture, an application
architecture, and a technology architecture. Within each one of the four layers in the
FEAG, the CIO Council has defined one or more models which will guide the devel-
opment of e-government solutions.

In our opinion, this approach has reached the most in the path towards a true inter-
operability.

Conclusions

Based on the research of the interoperability-related initiatives undergone by the
agencies in charge of the e-government agenda in the most advanced countries, we
have conceptualised a two-phase interoperability roadmap. A first phase, which con-
sists of enabling the interoperability, that is, providing the basic technical standards
and policies for allowing the seamless flow of information between different Admini-
strations in the delivery of e-services. And a second phase, which consists of leverag-
ing this enabled interoperability to align the processes between the Administrations.
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Abstract. Metadata are “data about data” or “information about information”.
In the public sector, metadata may be used amongst others for the discovery and
retrieval of governmental information. An increasing number of governments
worldwide recognize the role of establishing a metadata standard as an integral
ingredient of their interoperability framework towards realizing their eGovern-
ment strategy. This paper presents an overview and comparison of eGovern-
ment metadata initiatives throughout the world. Most metadata initiatives
worldwide are currently based on Dublin Core (DC) thus in this study only
standards based on Dublin Core are considered. We start by reviewing Dublin
Core and the work within the Dublin Core - Government Working Group. We
thereafter review national metadata standards and compare them with Dublin
Core. We finally present a metadata element set that has been proposed by the
European Committee for Standardization (CEN).

1 Introduction

Metadata are most commonly defined as “data about data” or “information about
information”. The use of metadata is common in areas, such as libraries, where the
discovery and retrieval of resources is essential. In the case of libraries, metadata
provide information such as title, author, publisher etc. that facilitate readers in locat-
ing the required items. One of the most influencing, domain-independent initiatives in
the area of metadata is the Dublin Core Metadata Initiative [1]. Dublin Core (DC) has
been used as a basis from a number of diverse communities in their efforts to establish
a suitable metadata standard for their needs.

More recently, governments all over the world realize that “within the exercise of
its public tasks, the public sector collects, processes and disseminates huge quantities
of information” [2]. In Europe it has been recognized that “public bodies are by far the
largest producers of information”[3]. The European Commission has recently pre-
sented a Directive of the European Parliament and the Council on the re-use and
commercial exploitation of public documents [2].

An increasing number of governments are now concerned with establishing Meta-
data Frameworks for standardizing and promoting the use of metadata in the public
sector. These frameworks are usually based on DC and are integral parts of Interop-
erability Frameworks, which in turn are essential parts of implementing the national
eGovernment Strategies. We anticipate that in the years to come the use of metadata
by governments will continue to expand.

R.Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 4047, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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At the next level, initiatives have already emerged trying to formulate and promote
a European or even universal standard on the use of metadata in eGovernment. Ex-
amples include the Dublin Core Government (DC-Gov) initiative[4], the IST eGOV
project[5], the IDA MIReG project and the project “A Dublin Core eGovernment
profile and model” by the MMI-DC Workshop [6] within the European Committee
for Standardization (CEN)[7].

The main objective of this paper is to review national and international initiatives
and standards that are based on DC. This will allow decision makers, policy makers,
domain experts but also researchers, analysts and technicians to appreciate the efforts
that are taking place simultaneously in different countries as well as the standardiza-
tion efforts that are taking place at the European and international level.

2 Definitions

In this study, the following definitions have been used:

Element: An Element is a property of a resource. Furthermore, “properties” are at-
tributes of resources, i.e. characteristics that a resource may “have”, such as a Title,
Publisher, or Subject.

Element Refinements: An Element Refinement is a property of a resource that
shares the meaning of a particular Element but with narrower semantics. In DC
practice, an Element Refinement refines just one parent DC property.

Application Profile (AP): An Application Profile is a declaration of which metadata
terms an organization, information resource, application, or user community uses
in its metadata [8].

3 Dublin Core

The Dublin Core Metadata Initiative has proposed a set of 16 elements as shown in
the following table.

Element Definition

Title A name given to the resource

Creator An entity primarily responsible for making the content of the resource

Subject The topic of the content of the resource

Description An account of the content of the resource

Publisher An entity responsible for making the resource available

Contributor An entity responsible for making contributions to the content of the
resource

Date A date associated with an event in the life cycle of the resource

Type The nature or genre of the content of the resource

Format The physical or digital manifestation of the resource

Identifier An unambiguous reference to the resource within a given context

Source A Reference to a resource from which the present resource is derived

Language A language of the intellectual content of the resource

Relation A reference to a related resource

Coverage The extent or scope of the content of the resource

Rights Information about rights held in and over the resource

Audience A class of entity for whom the resource is intended or useful
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4 National Metadata Standards

This study revealed the following DC-based national standards:

= UK e-Government Metadata Standard ver. 2.0, April 2003. From
http://www.e-envoy.gov.uk/Resources/Guidelines/fs/en

v [rish Public Service Metadata Standard. ver. 1.0, August 2001. From
http://www.gov.ie/webstandards/metastandards/index.html

» The Danish Government Metadata Standard (data derived from a study con-
ducted by the MIReG project)

v The Finnish Government Metadata Standard (data derived from a study con-
ducted by the MIReG project and the Web site
http://www.intermin.fi/juhta/suositukset/jhs143.htm)

» The Iceland Government Metadata Standard (data derived from a study con-
ducted by the MIReG project)

» The Australian Government Locater Service (AGLS). From
http://www.naa.gov.au/recordkeeping/gov_online/agls/summary.html

®= The New Zealand Government Locater Service (NZGLS). From
http://www.e-government.govt.nz/nzgls/index.asp

» The Canadian Government On-Line Metadata Standard. From
http://www.cio-dpi.gc.ca/im-gi/meta/clf-nsi-meta/clf-nsi-meta_e.asp

The additional metadata elements that are used in the investigated national stan-
dards and are not included in DC are summarized in the following table.

It should be noted that two elements of the Icelandic standard (namely Quality and
Standards) are not included in this table. This is due to the fact that the Icelandic stan-

Element National Standard
Accessibility UK
Disposal UK
Location UK
Preservation UK

Status UK
Addressee UK
Aggregation UK

Digital signature UK
Mandate UK
Receiver DK,FI
Process DK
DocumentType FI
Publicity FI

Version FI, IC
Environment FI
Mandator FI
Availability FI, AU, NZ
Metadata IC
Function AU, NZ
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dard was mainly focused on educational purposes and the relevance of these elements
to eGovernment is not adequately documented. Despite this fact, there are still nine-
teen elements in use by various governments that are not included in DC.

5 Towards a Universal e-Government Metadata Standard

This study revealed the following DC-based international initiatives and projects:

= DC-Government (DC-Gov) Working Group. From
http://dublincore.org/groups/government/profile-200202.shtml

= MIReG project funded by the IDA initiative. From
http://dublincore.org/groups/government/mireg-metadata-20010828.shtml

= [ST eGOV RTD project co-funded by the European Commission. From
http://www.egov-project.org

* CEN MMI-DC Workshop project entitled “A Dublin Core eGovernment profile
and model”. From http://www.cenorm.be/sh/mmi-dc

The first two projects are ongoing and have not yet finalized their work. The third
project presented an eGovernment Metadata Application Profile for the purposes of a
research project aiming to develop an one-stop government platform. As a result, the
project’s aim was narrower than proposing a viable universal standard. Thus, in the
rest of this section we concentrate on the last project.

The last project was conducted within the MultiMedia Information — Dublin Core
(MMI-DC) Workshop of the European Committee of Standardization (CEN). The
project started on September 2002, ended on September 2003, and resulted in two
CEN Working Agreements (CWA), namely CWA 14860 “Dublin Core eGovernment
Application Profiles” [9] and CWA 14859 “Guidance on the Use of Metadata in
eGovernment” [10].

This section only presents the work relevant to the establishment of a DC-based
eGovernment Application Profile by harmonizing existing national initiatives, mainly
in Member States.

It should be noted that a follow up project is currently running by CEN MMI-DC
Workshop. The project started on January 2004, will finish on January 2005 and is
entitled “Further development, guidance and promotion related to the EU eGovern-
ment Metadata Framework™. This project will culminate in two more CWA, namely
“EU eGovernment Metadata Framework™ and “Guidance for the deployment of the
EU eGovernment Metadata Framework”.

5.1 General Rules

The establishment and maintenance of a metadata Application Profile (AP) for eGov-
ernment should be based on a set of rule. The proposed rules are [9]:

1. General Rules
1.1. The application profile will be based on Dublin Core.
1.2. Additions to Dublin Core will be only considered if they
=  have clear purpose
*  provide clear value and
= do not significantly overlap with existing terms
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2.

1.3.

14.

The application profile should allow harmonisation by allowing Member
States to use their own labels for metadata terms (i.e. elements and refine-
ments) but always using the centrally agreed name

All metadata terms in the application profile are considered as optional thus
allowing Member States to determine the obligation of each metadata term
according to their needs.

First version and Updates

2.1.

2.2.
2.3.

The first version of the eGovernment Application Profile will be based on
the metadata standards in Member States that are based on Dublin Core (i.e.
UK, Denmark, Finland, Iceland and Ireland) while other relevant standards
and initiatives will be also taken into account.

All official changes of Dublin Core should be adopted immediately

For considering a new term, suitable documentation should be provided to
indicate its purpose and value. For example, the documentation could be
provided in the form proposed by the methodology reported in CWA
“Guidance on the Use of Metadata in eGovernment”.

5.2 CEN Application Profile v.1.0

The following namespaces are assumed:

= dc: this contains version 1.1 of the Dublin Core Element Set
uk: this contains version 2.0 of the e-GMS
(http://www.govtalk.gov.uk/terms/)
dk: this contains the Danish metadata standard
fi: this contains the Finnish metadata standard
ic: this contains the Icelandic metadata standard
cen: this contains new terms of version 1.0
(http://www.cenorm.be/metadata/egov/terms)

The proposed CEN eGovernment metadata AP consists of the following terms (be-
sides those element refinements already in DC and national standards):

Element Element Refinement(s)

dc:

Title

dc:

Creator

dc:

Subject

dc:

Description

dc:

Publisher

dc:

Contributor

dc:

Date

dc:

Type CEN: Aggregation, DocumentType

dc:

Format

dc:

Identifier

dc:

Source

dc:

Language

dc:

Relation

dc:

Coverage

dc:

Rights CEN: Publicity

dc:

Audience CEN: Receiver
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UK: Accessibility

UK: Disposal

UK:Location

UK: Preservation

UK: Status

CEN: Version

UK: Mandate

CEN: Mandator

CEN: MetaMetadata

CEN: Creator, dateCreated, dateModified

Compared to DC, this AP includes only seven new elements: Accessibility, Dis-
posal, Location, Preservation, Status, Mandate and MetaMetadata.

Is summary, from the initial 19 extra elements in use in national standards, 2 are
currently eliminated, 7 are retained as elements while the remaining 10 are either
included as refinements or mapped to those elements retained.

It should be noted that no new metadata term has been included in this AP. The
work included only reviewing national metadata standards and harmonizing them
towards a common metadata standard.

5.3 Mapping to Existing Standards

The following table presents the mapping of existing standards to the proposed CEN
eGovernment Application Profile (AP) version 1.0. The standards considered are
those of UK, Denmark, Finland, Iceland, Ireland, Canada, Australia, New Zealand
and the one proposed by the IDA MIREG project. This table only contains elements
that do not map obviously i.e. elements with a name and definition that is not identical
to the name and definition in the CEN eGovernment AP version 1.0.

Standard Metadata Term CEN Metadata Term

UK Addressee Audience.Receiver

UK Aggregation Type.Aggregation

UK Digital Signature -

DK, FI Receiver Audience.Receiver

DK Process Status

FI DocumentType Type.DocumentType

FI Publicity Rights.Publicity

FI Publicity.securityClass Rights.RightsSecurityClass
i/lllllk(e:G Version Status. Version

FI Environment Preservation.Environment
FI Mandator Mandate.Mandator

FI, AU, NZ Availability Rights.Publicity, Rights.Price
1C Metadata MetaMetadata

AU,NZ Function -

MIReG Circulation List Audience.Receiver
MIReG Electronic Signature Certificate -

There are two issues to be noted. Firstly, although nine different standards were in-
cluded in this mapping exercise, only 16 elements needed to be mapped. This sug-
gests that although the proposed CEN eGovernment AP is relatively small (only the
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standard DC terms plus seven new) it still includes the vast majority of terms in the
national standards.

Secondly, for the 12 out of 16 elements the mapping is one to one thus, at least
from a technological point of view, “bridges” between national and the proposed
standards could be implemented to enable cross-border interoperability. From the
remaining 4 elements, the 3 are not mapped while 1 is mapped into two refinements.
It is noted that 2 out of the 3 elements that were not mapped are referring to Digital
Signatures; an indication that these should be examined in a next version of the AP.
The remaining element, namely “Function”, refers to the “business function of the
agency to which the resource or service relates”. This seems a valuable element in the
content of public sector resources. Indeed citizens are often concerned on the author-
ity that owns the resource they access since this is related to their trust and confidence
on the use of that resource. Thus, this element could be also considered in a next ver-
sion of the proposed AP.

6 Conclusions and Future Work

Metadata may be used amongst others for the discovery and retrieval of governmental
resources. As a result, an increasing number of governments worldwide establishes
and promotes the use of metadata standards as an essential part of their eGovernment
strategies. Many of these standards are based on Dublin Core (DC) metadata initia-
tive.

This paper presented a number of metadata standards worldwide that are based on
Dublin Core. The survey revealed that usually governments adopt DC and further
extent it according to their needs and requirements. As the needs and requirements
across these governments are similar, it comes as no surprise that these standards are
similar. Despite the similarities however, there are still differences between standards
that in the future may harm cross-border interoperability. For this purpose, a number
of initiatives and project are working towards establishing and promoting a universal
metadata standard. In this paper, we briefly presented the work conducted within one
such project initiated by the European Center for Standardization. Although this work
seems promising there is still a long way to be walked before a universal metadata
standard is agreed and used by all governments worldwide.
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Abstract. We discuss the role of Enterprise Architecture as a prerequisite to
e-Government implementation, and underscore how simply taking an IT per-
spective is a serious mistake. We discuss the influence of the Federal Enterprise
Architecture Framework (FEAF) guidance on E-Government and the holistic
perspectives respectively to better assess their viability. We argue that those
who take an IT-centric narrow view confuse the new Office of Management
and Budget (OMB) mandated Federal Enterprise Architecture (FEA) Reference
Models as providing a methodology for satisfying government legislation and
as a replacement for the FEAF. This confusion is often the result of agencies’
zeal to satisfy whatever OMB issues as guidance and their over reliance on ex-
ternal contractors who are charged with building their EA and in so doing em-
phasize selling their products. With such an emphasis they cannot demonstrate
the business value of the EA they deliver and instead are primarily product fo-
cused.

United States e-Government Mandates

Since the late 90s E-Government has been a priority at the federal, state and local
levels across the United States. In July 2002 Congress passed the E-Government Act
of 2002 (H.R. 2458) that provides for a comprehensive framework for information
security standards and programs, and uniform safeguards to protect the confidentiality
of information provided by the public for statistical purposes, and to expand the use of
the Internet and computer resources in order to deliver Government services for a
citizen-centered, results-oriented, and market-based Government. Those responsible
for implementing E-Government are split according to their interpretation of how to
accomplish this mandate. There are those who take a narrow view that EA is primar-
ily an IT matter that involves optimizing an agency’s IT assets and deciding upon
what applications and technologies to purchase in order to implement E-Government
and other agency specific initiatives. Others recognize E-Government entails enter-
prise and cross-agency perspectives, and in doing so take a long view or holistic per-
spective. They argue that to only treat E-Government as an IT matter inevitably leads
to continuance of IT centric practice and inefficient and less than effective programs.
What is required is a thorough understanding of the business of an organization, the
processes and activities involved, the types of information flows (internal and interac-
tion with the public) that each entails and the applications and technologies that sup-
port them. With this understanding the objectives for implementing E-Government
can be clearly defined to fully support the business process and activity changes en-
tailed in making the transition. In addition having a well defined scope will conse-
quentially lower the cost and risks of such an eGovernment business reengineering
effort.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 48-56, 2004.
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In this paper we discuss the role and significance of Enterprise Architecture as a
prerequisite to E-Government implementation, and underscore how simply taking an
IT perspective is a serious mistake. We discuss the lasting influence of the Federal
Enterprise Architecture Framework (FEAF) guidance on E-Government and how the
holistic perspective leads to viable projects. We argue that those who take a narrow
view confuse the new Federal Enterprise Architecture (FEA) Reference Models as
providing a methodology for satisfying government legislation and even as a re-
placement for the FEAF. We maintain that this confusion is often the result of agen-
cies’ zeal to satisfy whatever OMB issues as guidance and their over reliance on ex-
ternal contractors (mostly IT integrators) who are charged with building their EA and
in so doing emphasize selling their products. With such an emphasis they are unable
to demonstrate the business value of the EA they deliver and instead are primarily end
result and product focused.

e-Government and Enterprise Architecture

Enterprise architectures are ‘blueprints’ for systematically defining an organization’s
current (baseline) and/or desired (target) environment. Enterprise architectures are
essential for evolving information systems and developing new systems that optimize
their mission value. This is accomplished in logical or business terms (e.g., mission,
business functions, information flows, and systems environments) and technical terms
(e.g., software, hardware, communications), and includes a sequencing plan for transi-
tioning from the baseline environment to the targeted e-government environment. In
the United States, enterprise architecture is mandated by Congress for all federal
agencies, including the Department of Defense, through the 1996 Clinger-Cohen Act.
The Clinger-Cohen Act requires all federal agencies to establish an architecture pro-
gram that integrates a process to select, control, and evaluate their IT investments. It
calls for “an integrated framework for evolving or maintaining existing information
technology and acquiring new information technology to achieve the agency’s strate-
gic goals and information resources management goals” (Clinger/Cohen Act — 1996).
Furthermore, the United States Office of Management and Budget (OMB) budget
process requires that agencies indicate the compliance of IT initiatives with their
agency architecture on Exhibit 300B, budget request form. Recently, the OMB has
clarified its position by requiring Enterprise rather than IT architectures from all
Agencies as a mandate to receive their appropriations. In support of this the CIO
Council’s Practical Guide to Enterprise Architecture (2001) defines EA as an
“agency-wide roadmap to achieve an agency’s mission through optimal performance
of its core business processes within an efficient information technology (IT) envi-
ronment”. Those advocating the short view IT architecture-centric perspective liter-
ally interpret the language of Clinger-Cohen calling for a “...sound and integrated
information technology architecture” and ignore what this implies for high level busi-
ness processes. They interpret the Office of Management and Budget (OMB) re-
quirement that agencies indicate “...the compliance of IT initiatives with an agency
architecture” on the yearly budget request form (Exhibit 300B) as a reporting task
rather than an opportunity to fully develop a to-be business and IT strategy that in
addition to optimizing technology takes into account the possible optimization of
business activities and work processes of government. The quality of architectures are
solely evaluated in terms of IT projects without direct reference to how those projects
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support current and re-engineered business activity for E-Government. Many of those
who take such an IT centric perspective advocate a change in terminology for those
doing architecture from enterprise architect to solutions architect. This seems to be
just another name for point to point technical solutions and Enterprise Application
Integration (EAI) solutions.

This past year the Office of Management and Budget published a new architecture
construct called the Federal Enterprise Architecture (FEA), consisting of five refer-
ence models. OMB requires alignment of all Departments and cross agency architec-
tures with the FEA Reference Models. The expressed purpose of the FEA reference
models is to enable analysis across the Federal Government Departments to locate
duplicative investments, gaps, and opportunities within and across agencies. The FEA
models are constructed specifically for the submittal of Exhibit 300 budget requests to
the OMB in the spring of each year. This has led to confusion as the OMB has redi-
rected the CIO Council’s efforts away from modifying and improving the FEAF, and
greatly publicized the reference models in its publications and discussions. As a result
a number of people have mistakenly assumed that the FEAF is no longer viable and
has been replaced by the FEA models.

The Zachman Framework and the Development of the FEAF

Almost every major architectural framework draws from John Zachman’s original
formulation (1987), which defined a five-level hierarchy based on design factors. An
earlier collaborator of Zachman, John Sowa (2000) describes the upper three levels as
epistemological and the bottom two as heuristic or implementative. The top level is
the scope or what Melissa Cook (1999) calls the “ball park™ view lists the relevant
components in the architecture without specific attention to their systemic structure. It
is the planner’s view of the enterprise, essentially “an executive summary characteriz-
ing the purpose of the system, its scope, its cost and what it would do” (Sowa, p. 189).
The second level is the enterprise model; it addresses the system user’s view without
reference to how the systems are represented on the computer. This is the operational
perspective, the view of those involved in the day-to-day functioning of the business,
and it entails people, resources, products and tasks. The third level is the system
model. Although it is implementation-independent, it is the domain for the systems
analyst who works on the border between the computer and the outside world. This
level covers the information system designed by the systems analyst who determines
the data elements and functions representing business entities and processes. It entails
the data structures representing physical entities at the enterprise level. This level
basically integrates the top two levels with the bottom two (technical) levels. The
fourth level addresses the technology used to implement information elements of the
systems model. It is the province of programmers who map the system analyst’s view
to programming languages, I/O devices and other components of computer systems.
The bottom or fifth level is the component model. It entails detailed specifications of
programmers who code modules without concern for the global context and purpose
of the enterprise.

Zachman provides a grid of columns across each of the five rows of his framework
based on the Aristotelian questions “what, how, where, who, when and why.” Each
column addresses pairs of concepts that are differentially relevant for each of the
rows. The “what” involves an entity/relationship or data perspective and lists the
entity types at each level. Each entity is in a relationship to others and their sum con-
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stitutes the total data of the entire working system. The “how” is a function/argument
relationship that lists the functions the system performs. Each function has one or
more entity types as arguments, and the totality is the overall system function. The
“where” involves location/link listing significant locations from physical rooms,
buildings to cities and logical sites internally in a computer. The sum of locations
defines the network. The “who” is an agent/work relationship listing all agents that
have some role in the system. These include both human and computerized agents
with their respective associated activities, tasks, processes, and work. The sum of all
agents and their work constitutes the “organization” of the enterprise. The “when” is
the time/cycle listing when significant events occur and their location within a cycle
or irregular mode of occurrence. The sum of all times and cycles is the “schedule” of
the enterprise. The “why” entails ends and means. It is a list of the ends or purposes
for each entity, function, location, agency or time. Each end has a means whereby it is
accomplished, and the totality of all ends and means at each level constitutes the en-
terprise strategy. At the very bottom of the Zachman framework is the working sys-
tem layer, with answers to the what, how, where, who, when and why respectively as
data, function, network, organization, schedule and strategy.

In 1999, the Federal CIO Council developed the FEAF to provide architecture
guidance for federal cross-agency or “segment” architectures. The assumption is that
full federal enterprise architecture is so complex that it must be built of segment ar-
chitectures, where segments represent government business areas needed by multiple
agencies coordinate activities or share resources. This thinking probably gave rise to
the Quicksilver initiatives by OMB to root out duplication of effort for what became
eGovernment programs. The FEAF is based on the Zachman framework but ad-
dresses only the first three columns of Zachman (using slightly different column
names) and focuses on the top three rows. There is no work products specified in the
FEAF. However, there was a major initiative organized by the MITRE Institute, a
Federally Funded Research Development Center (FFRDC), to develop such products
based on the Department of Defense Architecture Framework (DoDAF), which has
specified products for each of its three views — operational, systems and technical.
However, the initiative was never completed as the emphasis shifted towards the
development of the FEA reference models for the OMB. By default the FEAF fo-
cused more on introducing EA concepts and references Steve Spewak’s Enterprise
Architecture planning methodology. The FEAF guidance document was planned to
undergo revision to provide guidance on architecture work products, EA governance,
Technical Reference Model and standards, use by small agencies, criteria for selecting
EA tools and repositories, and security aspects to be included. The updated FEAF was
expected to expand its scope to all six columns of Zachman and contain more guid-
ance oriented toward agencies in addition to its current focus on segments. This effort
was placed on hiatus when the emphasis shifted to developing a set of reference mod-
els with the pragmatic motive of helping agencies comply with Exhibit 300 budget
request form requirements.

Federal Enterprise Architecture (FEA) Reference Models
The Office of Management and Budget (OMB) established a Federal Enterprise Ar-

chitecture Program Management Office (FEA-PMO) to define how to implement
architecture concepts for the public sector to be in compliance with Clinger-Cohen,
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and it established the FEA or Federal Enterprise Architecture as “a business-based
framework for cross-agency, government-wide improvement.” However rather than
being a framework the OMB reference models are sets of categories that comprise

models for defining business, performance, data, service component, and technical
reference.
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Fig. 1. Zachman Framework Federal Enterprise Architecture Framework.

The Business_Reference Model (BRM) describes a standard set of Federal Lines of
Business to which all federal Agencies are to map their business missions. The model
sets standard business functions that allow agencies to facilitate their own process of
achieving program goals and objectives, and that identify potential opportunities for
cross-agency collaboration. What is lacking in the BRM is any specification regarding
the modeling of business activities and processes, and how these are linked to each of
the other reference models. The Performance_Reference Model (PRM) provides
scorecard measures for gauging how well these lines of business function. A low
performance score would be interpreted from each of the other reference model per-
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spectives. The Data and Information Reference Model (DRM) defines aggregate data
and information categories to support business line operations. It advocates a common
data model to facilitate information exchange processes within government and exter-
nal stakeholders. The data model differentiates types and their interrelationships. As
information and data are often poorly organized or classified within an enterprise
there are often conflicts regarding stewardship. Consequently, the specification of
data and information reference models very often entails a reengineering of informa-
tion systems but itself does not provide clear links to the business to facilitate this.
The Service Component Reference Model (SRM) classifies horizontal and vertical IT
service components supporting federal agencies, recommends service capabilities
supporting the re-use of business components and services across government. This
involves the integration and coordination of capabilities to ensure consistent opera-
tions with respect to agency business objectives. The SCRM necessitates viable busi-
ness process models along with information and integration infrastructures for infor-
mation exchange and resource utilization management. However there is no
requirement for such process models within the BRM. Lastly, the Technical_Refer-
ence Model (TRM) describes how technology supports the delivery of service com-
ponents. The TRM classifies technologies, components, and functions supporting the
re-use of business services; defines existing products that can be leveraged outside of
agency boundaries; and aligns existing guidance and architecture recommendations.
The TRM identifies information services used across an enterprise to promote inter-
operability and includes standards and principles that support them. These include
applications, data/message interchange, hardware, management, network, operating
systems, programming and security. The FEA purpose is to primarily deal with ex-
tracting financial decision support information for the highest levels of Government
cross agencies and eGov projects. This is the mechanism for the US OMB to deter-
mine duplications and overlaps in project spending and take action during the appro-
priations process in streamlining certain operations.
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Department of Defense Architecture Framework (DODAF)

The Department of Defense developed its own unique architecture framework ini-
tially called the Department of Defense Architecture Framework (DODAF). The
DODAF defines three views of any given architecture: the operational, the systems,
and the technical. The operational view visually presents and describes tasks and
activities, operational elements, and information flows required to accomplish or
support an operation. The systems view describes systems and interconnections that
support the activities of interest. And the technical view is the minimal set of rules
governing the arrangement, interaction, and interdependence of system parts or ele-
ments. To be consistent and integrated, the architecture must provide explicit linkages
among its views. Such linkages provide a cohesive audit trail from integrated mission
operational requirements and measures of effectiveness to the supporting systems and
their characteristics, and to the specific technical criteria governing the acquisition/
development of the supporting systems. The following figure illustrates the interrela-
tionships among the three views in terms of interoperability:
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As shown in the figure, the operational view describes information exchanges in
detail sufficient to determine the degree of information-exchange interoperability
required. The systems view identifies which systems support the requirement, trans-
late the required degree of interoperability into a set of system capabilities needed,
and compare current/postulated implementations with the needed capabilities. The
technical view articulates the rules and criteria that govern the compliant implementa-
tion of each required system capability. A High-Level Process is provided for using
the framework in building the architecture. This is a six-step process intended as gen-
eral guidance and is designed for tailoring to the needs of each architecture develop-
ment project. While the DODAF was not intentionally based on Zachman, its descrip-
tive products are mapped to the cells of the Zachman Framework and the FEAF,
which link all parts of the enterprise together making all components address and be
responsive to the business or operational views.

Meeting e-Government Objectives

When the OMB focused on the FEA over FEAF there was a general confusion in
many agencies about what they wanted out of enterprise architectures. This was exas-
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perated by their not updating the FEAF while the Department of Defense continued to
develop the DODAF. Additionally the eGovernment projects were not required di-
rectly to do an EA first before anything else. Concomitantly, many agencies outsource
major portions of their EA to external contractors who promote the selling of IT
products and, consequently, concentrate on the 4* and 5" Zachman rows to the exclu-
sion of others. This IT-centric perspective led some to conclude that the FEA is a
replacement for the FEAF. However, to the contrary the FEA is not a framework or a
methodology. It is only set of reference models comprised of categories that, although
relevant to constructing an EA so that OMB can exercise its management function, is
intended specifically to support the annual budget process of the Executive branch of
Government. It neither maps against the Zachman Framework nor provides a mecha-
nism for integrating the enterprise. Without taking a holistic, integrated EA perspec-
tive the implementation of E-Government becomes overwhelmed by technical possi-
bilities without understanding how different alternatives respectively impact business
activities. As a consequence, often after a great deal of money is spent building the
IT-centric architecture, its business value cannot be demonstrated.

This was the case with the USDA’s US Forest Service (FS) when it undertook its
first pass at constructing an EA in support of its E-Government initiatives. They out-
sourced to one of the large contractors that also is a major technology vendor. The
immediate focus was on developing logical and physical models of its technical and
application architectures. There was no attention paid to business activities and proc-
esses, except for noting that there are different lines of business within the service.
This recognition of lines of business could be interpreted as satisfying requirements
for a BRM in filling out the Exhibit 300 for the OMB budget process, but it did little
to provide for an integrated view of the enterprise. Much of the effort was placed on
categorizing technology and applications. This was done by organizing large focus
groups, bringing to Washington IT staff from the different FS regions around the
country. These meetings were chaired by the contractors, where they asked those
attending to fill out elaborate spreadsheets regarding the technologies and applications
they utilized. When the final architecture data was assembled and placed into a model,
the FS chief architect asked the contractor to now demonstrate the architecture’s busi-
ness value. The FS architect presented several business use cases and asked how the
architecture would address the problems they posed. Not only was the contractor
unable to show how the architecture addressed these business case examples, in the
review it was evident that the building block data they elicited was unreliable. When
the data was collected many in the focus group became upset by the monotonous
procedure of filling out forms and often filled them in without any quality control just
to complete the process. Their behavior was not only the result of the methodology of
having groups fill out long forms, but also from a lack of demonstrating to those at-
tending that this work was related to improving business processes and satisfying E-
Government objectives. As a result the FS EA project began anew. They brought in a
new team of consultants who seriously took an integrated, holistic view in building
their EA. This produced a viable EA that is today exemplary for other agencies. An-
other example of a major project in the DoD to build a financial and administrative
architecture in support of E-Government without concern for integrating with and
linking to business processes and activities involved has had even more serious con-
sequences. Although the DoDAF requires both architectural and operational views
that visualize DoD business processes, the financial DoDAF focused was so IT cen-
tric that these processes were disconnected from the final deliverables. Over 100 mil-
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lion dollars have been spent resulting in a barely usable data architecture centric sys-
tem. These examples support the requirement for taking the long view or holistic
perspective. The guidance offered by the FEAF involves understanding the business
and not just the technology and applications layers of an agency’s architecture. It is
important, nevertheless, for the United States CIO Council to continue developing the
FEAF to provide continual guidance and framework components. Only in this way
can government fully meet the goals of E-Government to deliver Government ser-
vices for a citizen-centered, results-oriented, and market-based Government.
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Abstract. IT managers in administration must decide how to contribute to
cross-organisational integration and what strategy and means to choose for
achieving interoperability. Comparing the frameworks and guidelines provided
by central European and U.S. governmental units, we find information integra-
tion and process integration as prominent concepts to guide interoperability ef-
forts, but they seem to point to different directions. This paper aims at con-
trasting the different characteristics of both approaches and concludes with
recommendations according to the intended organisational scope of integration.
To be successful in these efforts it is important to understand that (a) inter-
operability requires a guiding vision of integration, (b) each type of integration
points to a different set of interrelated ideas, assumptions and technical means,
and (c) integration implies a strategic commitment to explicit forms of cross-
organisational cooperation and their implementation.

1 Introduction

To fulfil the many promises of e-government, organisational and technical performan-
ces of different administrative units need to be interrelated. This requires cooperation,
pointing to a common cross-organisational strategy and its implementation, as well as
interoperability, pointing to the technical means which enable IT systems to exchange
messages in order to realise machine performance across system borders. Given these
two enablers, integration is the result of both cooperation and interoperability be-
tween administrations and their partners. Within this article, integration denotes a
state of readiness (or the effort to reach this state) to provide services (information,
transactions, production etc.) which are only possible through successful incorpora-
tion of informational or functional elements which had been isolated before.

Within the e-government discussion, integration is related to several concepts —
each of these meant to put in the foreground the main objective of integration. One of
these is the concept of life-event, i.e. an integrated way of dealing with concerns re-
lated to a certain situation in the life of a citizen (e.g. marriage, moving home) or a
business (e.g. start up). This vision of integration has sparked many projects and re-
search on how to realise e-government websites based on “life-events” or “one-stop-
government” (cf. [17]). But it soon became clear that prospects for this kind of inte-
gration are very limited unless the different providers contributing to the overall per-
formance are able to achieve a higher level of integration than is given today (cf.
[24]). Another stream of discussion (e.g [16]) highlights administrative efficiency and
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effectiveness, concluding that improvements in these areas are only possible through
an increased integration of performance by administrative units and their IT devices.

Given these drivers for integration, IT managers on all levels of administration
now have to decide how to contribute to cross-organisational integration and what
strategy and means to choose for achieving interoperability. To guide this effort, two
prominent concepts seem to point to different directions:

e information integration aims at facilitating information flow, i.e. providing ac-
cess to structured informational resources across technical and organisational
borders in order to enable new services based on a virtually shared information
environment

e process integration centres around interrelating steps and stages of process per-
formance across technical and organisational borders in order to enable new ser-
vices based on an overarching monitoring and control of process flow.

In practice, these two integration approaches seem to largely overlap or supplement
each other without providing a clear understanding of the implications of following or
prioritising one of them. Does one approach depend on the other or are they separate
paths to follow? Do they require different or similar activities and instruments?

This paper examines information integration and process integration more closely
by analysing the underlying assumptions and perceptions of “things” to be integrated.
The aim is (a) to point out the interdependencies between the concepts, their under-
pinnings, technical means and consequences for any interoperability strategy, and (b)
thereby to contrast the different characteristics of information and process integration
and to foster a better understanding of the potentials and limitations of each approach.

This contribution is organised as follows: Section 2 points to the differences be-
tween the interoperability guidelines provided by central European and U.S. govern-
mental units with respect to information and process integration. In section 3, infor-
mation and process integration are contrasted within three dimensions: administrative
cooperation, conceptual deconstruction and modelling, and systems development. In
section 4, the two approaches are contrasted by certain characteristics in order to sum
up the findings and to provide some guidance also for practitioners.

2 e-Government Interoperability Frameworks and Architectures

During the last few years, facing increasing demands on interoperability and integra-
tion, central governments around the world have started initiatives to provide com-
prehensive frameworks in order to provide guidance to activities on the local and
regional level and to prevent from investments which do not contribute to interopera-
bility. In consequence, local actors now find themselves surrounded by an increasing
variety of artefacts such as e-government guidelines, frameworks, architectures, stan-
dards, components and tools — all of these introduced with the threat of causing major
disadvantages (e.g. additional cost, interoperability gaps, insufficient service perform-
ance) if not being used.

Comparing the guidelines provided by the European Commission (EC) with those
issued by the U.S. federal government reveals that the visions to guide interoperabil-
ity efforts refer differently to information and process integration. The EC has issued
several documents centred around e-Government interoperability, namely the Euro-
pean Interoperability Framework [7], the Architecture Guidelines [8] for administra-
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tive networks and a position paper (“Linking up Europe”, [9]) on the importance of
interoperability for e-government services. The scope of this endeavour is to supple-
ment the national efforts in this field and to support the provision of user-centred e-
government services on the European level. In these documents the EC clearly high-
lights process integration and service interoperability as the guiding vision:

— The Architecture Guidelines are designed to fulfil generic business require-
ments: “Trans-European networks are established to support business processes
that involve independent partner organisations. Business types and requirements
are wide ranging, yet common business requirements can be identified and clas-
sified based on the substantive commonality of the underlying processes.” ([8],
p.7)

— The EC [7, 9] distinguishes between three main areas: organisational, semantic
and technical interoperability. For the organisational level it recommends a de-
mand driven approach and the connection of business processes through “busi-
ness interoperability interfaces”, supported by distinct service level agreements.
Aspects of information and data integration are then covered within subordinate
levels.

The Federal Enterprise Architecture (FEA) [10], issued stepwise by the FEA Pro-
gram Management Office (a U.S. federal agency established for that purpose), also
incorporates a layered approach. The collection of interrelated reference models (Per-
formance, Business, Service Component, Data & Information, Technical) is designed
to implement a “business and performance-driven approach” which is supposed to
“transform the Federal Government to one that is citizen-centred, results-oriented, and
market-based” (ibid.). Compared to the EC approach, the FEA focuses on results
rather than on the processes producing those outputs. For example, the FEA incorpo-
rates

— a distinct reference model (or framework) to measure the performance of major
IT investments and their contribution to program performance;

— the Business Reference Model as a function-driven framework for describing
the business operations, while the next subordinate reference model classifies
service components with respect to how they support business and/or perform-
ance objectives. Only one out of those six service classes deals with process
automation, and one more with supporting cross-organisational business man-
agement.

In comparison, the EC approach clearly emphasizes the intermediation of cross-
organisational processes and citizen-centred services, while the FEA focuses on the
products of functions and services within and across agencies, all of which are to be
integrated on the informational level. In their analysis of e-government architectural
frameworks, Pardo et al. use the term “interorganisational information integration”
[21] to denote the intergovernmental integration effort currently underway in the U.S.,
claiming that governmental leaders increasingly recognize its critical importance.

All in all, the two approaches introduced above follow different priorities and guid-
ing visions, respectively. But they had made their choice without providing the reader
(e.g. IT managers in administration) with any rationale on benefits and drawbacks.
Therefore, the following section draws on the literature to contrast information and
process integration as to approaches to achieve interoperability each of which inter-
relating distinct perspectives on administrative cooperation, conceptual deconstruc-
tion and modelling, and systems development.
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3 Information Integration Versus Process Integration

As definitions of information and process integration may vary, this contribution
builds on notions taking into account both the organizational and IT perspective. In-
formation integration centres around facilitating the flow of information, i.e. provid-
ing access to structured informational resources across technical and organisational
borders, in order to enable new services based on a virtually shared information envi-
ronment. Jhingran et al. [12] describe information integration one of the forms of
integration, “wherein complementary data are either physically (through warehousing
tools) or logically brought together, makes it possible for applications to be written to
and make use of all the relevant data in the enterprise, even if the data are not directly
under their control” (p. 555). While integration is considered to be the driving force of
this decade of IT spending, the task of information integration has become even more
complex due to the heterogeneity and distribution of relevant data as well as the de-
mand for increased speed of information processing (e.g. for business intelligence).
The above authors as well as many others distinguish information integration from
other forms such as portal, business process and application integration. However,
these perspectives are distinct because of their optimisation focus while the same data
is relevant for all forms of integration. As Roth et al. [22] point out, “enterprise appli-
cations require a new information integration platform that combines the advances in
enterprise data management over the past 30 years into a single unified interface” (p.
565).

Process integration aims at interrelating steps and stages of process performance
across technical and/or organisational borders. On a general level process may be
described as an “organizational form, that encapsulates the interdependence of tasks,
roles, people, departments, and functions required to provide a customer with a pro-
duct or service” ([5], p. 13). These interdependencies come into focus through analy-
sis, modelling and design of flows (of material or data) interconnecting the above
elements. However, it is important to note that “integration is concerned with the
process itself, not with its output” ([3], p. 2). Areas of discussion relevant for e-gov-
ernment are business process integration, (cross-organizational) workflow manage-
ment and Web services. Focusing on the value for the process client (e.g. a citizen
using an e-government service) process integration comes into focus from the corner
of service integration. Service providers seek for an overarching monitoring and con-
trol of process flow in order to enable new services (e.g. for life event management).

Both integration strategies are related to assumptions and perceptions of “things”
to be possibly integrated. In the e-government literature we find research focusing on
management/integration of information exchange (e.g. [6, 11, 13, 14, 21]) as well as
on processes management/integration (e.g. [1, 2, 4, 15, 20, 23, 25]). Most of these
contributions focus on conceptual aspects and/or practical challenges in relation to
specifics of public administration; they are based on interrelated perspectives of the
cooperation of actors (individual or institutional), conceptual deconstruction and/or
modelling and systems development (although technical aspects are treated only mar-
ginally). As the authors explicitly draw on related concepts and theories (mainly from
business computing) or implicitly make assumptions to support their arguments, these
contributions quite consistently comply with the following distinctions between in-
formation and process integration (see also table 1 for overview):
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Table 1. Different concepts and challenges in information and process integration.

S;’;f:’f;is& Information Integration Process Integration
+ cooperation as exchange of * cooperation as coordination of
Cooperation in information as shared resource contribution to overarching proc-
administration | * client receives/supplies infor- ess
mation (data) + clientinvolved in process
* unresolved: access, ownership « unresolved: control, ownership
e guiding vision: interorganisa- « guiding vision: interorganisa-
Conceptual tional IS & information flow tional workflow & process man-
deconstruction | ®  critical aspects: data definition, agement
& modelling information models & classifica- | o critical aspects: process control,
tions, quality of information modelling of performance enti-
ties, work items & processes
« interoperability of any 1S com- « interoperability of functional
Systems ponents components
development  use of XML, RDF/S, OWL, * use of XML, SOAP, WSDL,
metadata uDDI, WSI

Cooperation Between Administrations

Striving for information integration, information primarily appears as a shared re-
source which, at the workplace, is to be obtained/retrieved, processed, delivered and
archived. The client is someone who supplies and receives information (or data;
mostly there is no clear distinction). Cooperation among actors is based on exchange
of information within a virtually shared information system. Among the major obsta-
cles for cooperation are unresolved issues concerning security, access and ownership
of information.

Striving for process integration, workplace activities are regarded as contributions
to overarching process in which the client is also involved. Cooperation means to
coordinate activities and/or performance among the actors involved. Among the major
obstacles for cooperation are unresolved issues concerning ownership and control of
the overall processes.

Conceptual Deconstruction and Modelling

Within information integration, the guiding vision is to achieve an interorganisational
information flow between information producers and consumers (which may be orga-
nisations, humans or machines). Critical aspects of analysis and modelling include

— data definitions and information models (which may include process related

data),

— classification of administrative information (e.g. through thesaurus or ontolo-

gies),

— quality of information (reliability, access rights etc.).

Within process integration, the guiding vision is to achieve an interorganisational
workflow between process participants (which may be organisations, humans or ma-
chines). Critical aspects of analysis and modelling include

— identification and classification of performing entities according to role, func-

tion or service within their organisational structure (e.g. front office versus back
office),

— description and representation of items to be processes and shared,
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— indicators for process control (e.g. conditions, events, service levels),

— process models (business processes, workflows, with reference to informational
resources) and process reference models (e.g. classification/types of administra-
tive processes).

Systems Development

The interoperability requirements deriving from information integration call (in prin-
ciple) for the exchange of informational resources (according to given information
models) between any given distributed information systems components. To achieve
this, it is recommended to build IT architectures and infrastructure standardisation on
the application of XML, RDF/S, OWL (cf. www.w3c.org) and the use of standardised
metadata.

The interoperability requirements deriving from process integration call (in princi-
ple) for the linkage of functional components (according to given process models)
across systems borders. To achieve this, it is recommended to build IT architectures
and infrastructure standardisation on the application of XML, SOAP, WSDL, UDDI,
WSI (cf. www.w3c.org).

4 How to Choose Interoperability Strategies

To sum up, the difference between information integration and process integration
may be characterised as follows:

o [nformation integration relates to the vision of interorganisational information
systems. The main task to be accomplished is information resource design. Ab-
stractions shared among partners mainly describe syntax and semantics of data
as well as access control (location, naming, access rights etc.) and quality of in-
formation. The scope of partnership is mostly multilateral with the potential to
engage in relations with new partners any time, even on a global scale.

e Process integration relates to the vision of interorganisational process networks.
The main task to be accomplished is business process (re-)engineering. Abstrac-
tions shared among partners mainly describe performance entities, work items,
processes and process control. The scope of partnership is mostly limited to
peer-to-peer relations within a group of known business partners.

All in all (see also table 2), process integration (compared to information integra-
tion) needs more planning operations, therefore it requires a higher intensity of coop-
eration and financial investment. For the same reason, the potential for integration is
higher and the state of readiness for new services may be more advanced and reward-
ing.

In practice, IT managers in public administration make their choice of inter-
operability strategy according to a number of factors such as a given e-government
strategy, service demands and requirements, investment frame, legacy systems and
infrastructure, available know-how etc. As the interoperability frameworks suggest
(see section 2), information and process integration both should be taken into account
somehow — but how to set the priorities? Should we prefer rather the European or the
U.S. approach? Having analysed the characteristics of both, some advice can be de-
rived according to the intended organisational scope of integration. From that angle,
three types of scope require different strategies:
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Table 2. Different concepts and challenges in information and process integration.

Information Integration Characteristic Process Integration
interorg. information systems vision of integration interorg. process networks
information resource design basic strategy business process reengineering

multilateral, global scope of partnership Peer-to-peer, limited members
syntax & semanﬁcs of dz‘ﬂa, shared-abstrachions performance entities, work items,
access control, information processes & process control
quality
lower integration potential higher
lower intensity of cooperation higher
lower investment higher

1. Within a single organisation: information and process integration may both be
followed together under the auspices of enterprise application integration (EAI);
the main idea is to achieve unrestricted sharing of data and business processes
throughout the networked applications or data sources in an organisation
through establishing an adequate middleware infrastructure [18]. This applies
mainly to large communes or large administrative units on the federal or trans-
national level.

2. Among a stable group of partners: a rather small network with stable relation-
ships is the most rewarding setting for the integration of processes which are an
essential part of the cross-organisational cooperation. Typical e-government set-
tings are larger cities and their neighbouring communes (horizontal cooperation)
or high-frequency processes involving local governments and federal agencies
(vertical cooperation). Within these settings, the exchange of information is em-
bedded in the process management.

3. Open to global partnerships: if cooperation is mainly based on encounters,
without stable partner relations, the investment for process integration usually
does not pay off and instead information integration is the most important guid-
ing vision for interoperability. Given the large number of more or less inde-
pendent administrative units within each country and throughout the world, the
successful exchange of information between any administrations (with different
IT systems and infrastructures) will be the most important interoperability sce-
nario for the coming years. Within this setting, cross-organisational process
management must be transformed into an information integration task (e.g.
through establishing open process interfaces and applying global standards for
process description).

With the specification and standardisation of web services and semantic web con-
cepts, there are now new technical options for achieving interoperability. Some au-
thors (e.g. [19]) already foresee the next generation of application integration without
being limited to single organisations or small networks.

Of course, these options are relevant also for e-government: in the future, informa-
tion and process integration both will lead to application integration on a large scale
and provision of integrated services for citizens and others will be achieved on the
basis of service-oriented architectures spanning across the whole domain of e-
government. However, in comparison to the business sector, public administration is
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only just beginning to achieve internet-based interoperability, and everyone involved
has to learn step by step. To be successful in these efforts it is important to understand
that (a) interoperability requires a guiding vision of integration, (b) each type of inte-
gration points to a different set of ideas, assumptions and technical means, and (c)
integration implies a strategic commitment to explicit forms of cross-organisational
cooperation and their implementation.
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Abstract. The need for keeping information secure is increasingly important in
modern e-business, e-commerce, and e-government environments. This holds
because personally identifiable information can be electronically transmitted
and disseminated over insecure open networks and the Internet. Security and
privacy constitute the basic foundations of a trust framework, which composes
a sine qua non condition for Information Societies. Requirements engineering
(RE) is the principled application of proven methods and tools, which can de-
sign this trust framework effectively, in all aspects of modern e-Government
applications considering the directives described in the e-Europe Initiative. This
paper describes a number of well-known RE frameworks developed for elicit-
ing and managing security requirements (SR). It also presents a comparative
analysis of existing frameworks from a number of complementary viewpoints.
Based on the results of this analysis it identifies a number of unresolved issues
that need to be addressed by research in the SR field.

1 Introduction

Europe’s public sector is today at a crossroad, facing challenging economic and social
conditions, as well as institutional change. Within the public sector, public
administrations are facing the challenge of improving the efficiency, productivity and
quality of their services. eGovemment refers to the combination of information and
communication technologies (ICT) with organizational change and new skills in order
to improve public services, democratic processes and public policies.

Undoubtedly, a crucial sector in ICT is security. In eGovernment applications, the
transmission and dissemination of personally identifiable information must be as
secure as possible. To achieve this, security requirements of a system should be de-
fined correctly early during the design face of eGovernment systems. Under this
scope a number of requirements engineering (RE) methods have been proposed,
which focus on security requirements and this is the subject matter of this paper. In
particular, section 2 presents a number of well-known methodologies for eliciting and
managing security requirements. Section 3 provides a comparative analysis of exist-
ing methodologies from a number of complementary viewpoints and identifies further
issues that need to be addressed in the field of security requirements engineering.
Finally, in section 4 concluding remarks and future work are mentioned.
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2 SR Frameworks

A number of well-known methodologies for eliciting and managing security require-
ments have been proposed. Most of these methodologies can be considered as general
RE frameworks aiming to support the elicitation and management of different func-
tional and non-functional system requirements during the early phases of software
development. However, unlike other RE frameworks they also incorporate suitable
modeling constructs for the specific representation of security requirements and their
translation onto the security policies of the system under consideration.

Specifically, the NFR framework [4,5], i* [6] and Tropos [6,7,9,10] are three
frameworks sharing the same rationale. All three treat security requirements as soft
goals that must be accomplished. Goal accomplishment is seen as a means-ends
analysis process, leading to a network of goals describing the ‘causal transformation’
of general goals into one or more subgoals that constitute the means of achieving
desired ends. In particular, the NFR framework treats security goals as overall busi-
ness requirements, whilst i* and Tropos consider security goals in the context of the
organizational (human or system) actors that aim to achieve them.

KAOS [11] is a goal-oriented framework, which focuses on system rather than or-
ganisational goals. In particular, the term goal is used to describe the operational ob-
jective(s) that the composite system should meet. Security goals are further classified
into integrity, confidentiality, authentication, availability etc. Security goals are once
again decomposed into subgoals by AND-refinement and OR-refinement links. This
elaboration process is assisted by the re-use of existing goal hierarchies. Obstacles
prevent security goals from being met. KAOS uses a refinement procedure for elimi-
nating these obstacles.

The Moffett — Nuseibeh framework (M-N) [11, 13] provides a goal-oriented
metamodel in the spirit of the KAOS conceptual model. In contrast to the previous
methods, which emphasize SR specification issues, this framework focus on the elici-
tation of security goals. Specifically, it applies security risk analysis and management
techniques in order to identify and evaluate the risk to a system. Security goals are
derived from the threats defined using the above techniques.

The Goal-Based Requirements Analysis Method (GBRAM) described in [14, 15]
also puts emphasis on the process of identifying, elaborating, and refining the security
goals. It suggests a number of techniques including scenario analysis, identification
of goal obstacles and constraints and goal operationalization.

In contrast to the aforementioned frameworks, which use the concept of goal in or-
der to define security requirements, the RBAC method described in [16] uses the
concept of role derived from business processes. In particular, it seeks to model pri-
vacy requirements as the contexts and obligations of actor roles and their relation-
ships.

3 Analysis of SR Methodologies

3.1 The Analysis Framework

Section 2 presented a number of methodologies for eliciting and managing security
requirements. In this section a comparative analysis is presented. The analysis frame-
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work adopted from [2] is based on the four worlds framework originally proposed on
system engineering.

In more detail, the usage view describes, “What these methods achieve”. Most
methods consider the RE process in terms of three tasks [3]: requirements elicitation,
requirements specification and requirements validation. Requirements specification
and validation are grouped under the “Manage Security Requirements” scope. An
additional concern though in security is the generation of the system security policies
based on the derived requirements. Some methodologies take this step but others stop
at the organizational (business) requirements level. The tasks mentioned above plus
the generation of system policies consist the 3 aspects of the usage view.

The subject view describes, “What type of security issues these methods address”.
Most methodologies focus on organizational security requirements derived from busi-
ness goals, whilst few use these requirements to generate system policies. Thus, we
can differentiate between business security issues and system policies.

The representation view describes, “How are the security issues expressed’.
Graphical notations and formal languages are the two techniques most commonly
used by SR methodologies.

Finally, the development view describes, “How are the security issues developed
and used”. This view considers the existence of appropriate modeling tools for repre-
senting security requirements and their relationships, as well as the provision of
methodological support for guiding the modeling process (guidance).

Comparative analysis of the SR methodologies described in section 2 based on the
usage, subject, representation and development dimensions, follows. A summary of
this analysis is shown in table 1.

3.2 Analysis

Regarding the usage perspective, the majority of the compared methodologies focus
on managing security requirements, i.e. they consider the specification and validation
of security requirements. However, few provide a specific method for eliciting those
requirements from various sources (e.g., stakeholders, business documents, legacy
systems, etc.). In a similar manner, few methods address the issue of translating these
requirements into system policies. In particular, i* and the M-N framework support
the elicitation and management of security requirements but they don’t propose a
method for deriving security policies from these requirements. The GBRAM method
concentrates on managing security requirements but also suggests elicitation methods
for identifying security goals. In addition, GBRAM deals with security policies. The
RBAC method clearly focuses on the identification of security policies, but the
elicitation and management phases are not considered.

Regarding the subject view, almost all methods, with the exception of GBRAM
and RBAC, focus solely on business security requirements. GBRAM further models
security policies issues whilst RBAC addresses security policies without paying atten-
tion on business security requirements. However, role identification in RBAC, ema-
nates from business processes.

Regarding the representation view, most of the methods considered, use a graphi-
cal notation for representing their models. NFR, i*, Tropos and KAOS use decompo-
sition techniques for representing the relationships among goals and their subgoals.
Beside the graphical notation these methods also use a formal language for formally
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Table 1. Security Requirements Engineering Frameworks Comparison.

Framework Components NFR | i* | Tropos | KAOS | Framework | GBRAM | RBAC
Elicit Security Requirements v v v
e
g Manage Security Requirements v v v v v v
Generate System Policies v Y
3 |Business Security Requirements v |V v v v v
=
w
System Policies v v
=
=2
g Graphical Notation v v v v
7]
H
7]
-
Formal Language v o v v
5
£ |Guidance Process v v v
&
V]
-
]
x|
Modeling Tools v | v v v

representing their models. NFR and i* use the Telos language. Tropos uses the For-
mal Tropos specification language, which defines a textual notation for expressing
Tropos models and allows the description of dynamic constraints among the different
elements of the specification in a first order linear-time temporal logic [10]. In KAOS
security goals are formalized according to the pattern of behaviour they require, using
temporal logic. The M-N framework and GBRAM do not use a formal language or a
graphical notation for representing their models. The M-N framework uses an infor-
mal textual approach for expressing its models. GBRAM defines tables where each
goal is assigned with specific obstacles identified and scenarios for solving those
obstacles. RBAC does not use any graphical notation or formal language. Boolean
expressions are used only for modeling the conditions specified in a privacy policy.
Finally, regarding the development perspective, most methods use modeling tools
for helping the developer to impress the models generated or to manually make
changes. In particular, the NFR Assistant, the i* Organizational Modeling Environ-
ment, the graphical Tropos and the KAOS Observier are four modeling tools pro-
vided by the corresponding methods. Whilst these tool assist developers to build a
correct representation of the SR model they offer limited guidance, i.e., they do not
provide any suggestion on how to resolve impending problems during the modeling
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process. On the other hand, the M-N framework, GBRAM and RBAC don’t provide a
modeling tool like Observier but they offer, to an adequate degree, guidance (rules
and heuristics) through their models. This guidance helps the developer to resolve
possible conflicts between security goals or change the output of the model.

4 Conclusions and Future Work

Based on the above analysis, one can conclude that security issues have not yet been
fully encountered during the design of a system. Most of the methodologies presented
in this paper do not reach the system policies level but they stay in the organizational
requirements level, which cannot prove very helpful for the developer during the
implementation face. Security issues must be treated in a more practical way so as to
manage, detect and eliminate all threats and conflicts during the design and not in the
implementation face. A productive solution might be the combination of these meth-
ods into a powerful one since each method covers specific aspects of the four worlds
framework. The combination might lead not only to a strong method eliminating
individual weaknesses but also to a successful method, which would cover all aspects
of SR modeling from the elicitation of security goals until the determination of the
security policies.

Today security issues are of great concern due to the development of the eGov-
ernment applications. Hundreds of people every day use eGovernment as the gateway
of communicating and transferring important information over insecure networks.
The role of eGovernment is crucial and so must be the security issues. People must be
sure that their account information or business confidential information are transmit-
ted safely. That is the reason why designers must advance their methods in covering
more the security issue field. eGovernment is growing rapidly and security require-
ments frameworks must accompany this growth in order to keep information safe and
secure away from every intruder or hacker.
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Abstract. In many countries public institutions, as the main producers and dis-
tributors of legal source information, have promoted projects aimed at improv-
ing the availability and the free access to information via the web as a signifi-
cant component of the process of transparency in citizen/institution interaction.
This paper describes the state of the art in terms of European projects created by
public institutions for facilitating access to regulatory information and it focuses
on the necessity of integrating structural documentary standards with semantic
ones for the description of content. The Italian JurWordNet project is a source
of semantic metadata aimed at supporting the semantic interoperability between
sectors of Public Administration; the creation of a multilingual lexicon that ex-
tends the Italian model to five European languages (the aim of the Lois Project
that has recently been approved by the EU) is also described.

Introduction:
The Social and Ecomomic Value of Legal Information

Legal information has both a social and economic dimension and is one of the most
important components of Public sector information (PSI) provision. In carrying out its
tasks the public sector collects, collates, creates, stores and disseminates huge quanti-
ties of information: financial and business information, legal and administrative in-
formation, geographical, traffic, tourist information etc.

PSI is crucial for democratic and civil life and user-friendly and readily available
information enhances citizens’ participation in the democratic process. Moreover a
better use of public sector information is also useful to citizens by the provision of
added-value information products that the public sector itself cannot provide. There-
fore, the public sector can be considered the most important source of raw material for
the creation of value-added information content and services and the primary locus to
which both citizens and businesses can come for access to online information.
Clearly, public sector information has considerable economic potential'.

Better conditions for the exploitation of public sector information would lead to
both new opportunities forjob creation and the production of value-added information

! In order to estimate the extent of the economic value of public sector information, the Euro-

pean Commission’s Directorate General for the Information Society commissioned a study
from PIRA International on the Commercial Exploitation of Europe’s Public Sector Informa-
tion PIRA International (2000) Commercial Exploitation of Europe’s Public Sector Informa-
tion. Final Report for the European Commission, Directorate General for the Information So-
ciety. http://www.cordis.lu/econtent/studies/studies.htm
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content and services vital to citizens and business. As part of the Action Plan for the
Information Society, the European Commission has adopted a Directive on the
exploitation of public sector information aimed at achieving a basic set of common
rules in the European Community that at the same time do not or only minimally
affect current public sector workloads and budgetsz.

In order to meet the Directive’s goals and to expand the European market in this
field the public sector should establish a legal and technical framework aimed at im-
proving dissemination of PSI and services to citizens and business. This should be
achieved by adopting a series of measures and strategies that include: a general right
to re-use PSI; effective co-operation between the public and private sector; a transpar-
ent pricing structure; the adoption of standard licenses that prevent the granting of
exclusive rights; the provision of easy access to data; the adoption of the digital for-
mat as the primary mode of information distribution; improving administrative proce-
dures and adopting common procedures, standards and metadata.

The importance of standards and metadata is stressed by the universal awareness
that the most important challenge that faces the Information Technology Society is
the capacity of handling the exponential growth of the Internet and the crucial prob-
lems that this poses in generating, searching, extracting and updating information.

The same problems affect the specific field of legal information where practi-
cal/technical solutions for accessing information are also given a particular ‘social’
perspective by the need to enable citizens to access in an ‘understandable’ way legal,
mainly regulatory, information.

In many countries, public institutions, as the main producers and distributors of this
source of information, have promoted projects aimed at improving the availability and
the free access to information via the web [5] as a significant component of the proc-
ess of transparency in citizen/institution interaction. One of the main goals in this area
is the achievement of a high level of semantic interoperability between sectors in
order to:

e improve communication between areas and services of the Public Administra-
tion

e make it possible for the user to access information and to make that information
available for further use by other sections of the Public Administration;

e easy-to-access tools in order to incorporate and organize the data that the users
themselves are asked to supply.

This paper is structured in the following way: the state of the art in terms of Euro-
pean projects created by public institutions for facilitating access to regulatory infor-
mation is outlined (section 1); their analysis then leads to the emergence of the neces-
sity of integrating structural documentary standards with semantic ones for the
description of content (section 2). In paragraph 3 semantic networks are put forward
as a means to create interfaces that get over linguistic barriers and the Jur-WordNet
project is outlined.

The creation of a multilingual lexicon that extends the Italian model to five Euro-
pean languages (the aim of the Lois Project that has recently been approved by the
EU) is also described (section 4).

2 Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003
on the re-use of public sector information, Official Journal L 345, 31/12/2003 P. 0090 —
0096. http.//europa.eu.int/eur-lex/pri/en/oj/dat/2003/1_345/1_3452003 123 1en00900096.pdf
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Standard for Legal Documents: State of the Art

At a national level many initiatives exist that are specifically concerned with the de-
velopment of common standards across websites holding information on legal mat-
ters. In the UK, the Legal and Advice Sectors Metadata Scheme (LAMS) was devel-
oped by the Lord Chancellor’s Department as part of the Community Legal Service
(CLS) launched in April 2000. It is a central part of the British Government’s pro-
gramme of legal reform that is designed to increase ordinary people’s access to the
law. The UK Metadata Framework (UKMF) describes all the resources within each
government sector so that policy-makers have access to the resources on a particular
policy issue regardless of the department to which those resources belong.

As part of its e-government Plan, the Italian government has invested 12 million
Euro in projects aimed at making legal information more readily available: one of
these is the Norme-in-rete Project' (NIR) in which all of Italy’s major Institutions in
this area participate (the Chamber of Deputies, the Senate, the Department of Justice).
The project envisages the XML codification of all standards adopted in normative
texts, including metadata descriptions.

In the Netherlands, the METALEX project’ is an open XML standard for the mark
up of legal sources. In France, an Action Spécifique on Legal Ontologies du Droit et
langage juridique has recently been set up by Governmental Institutions with the aim
of improving the LegiFrance public legal information system.

In Denmark, a similar Project (DAMIALex) has recently got under way. In other
EU countries the LEXML initiative® is a coordinating point for Germany, Sweden,
Austria, and Netherlands in the development of standardised structures, vocabularies
and data exchange tools. The US Association on legal XML is called “LegalXML”7

Accessing Legal Contents

In the development of the NIR, the need of a semantic standard as a tool for describ-
ing content alongside structural standardisation has emerged.

One of the typical obstacles the citizen is faced with when accessing legal re-
sources is “Legal jargon”. The non-expert user has no precise idea of what he is look-
ing for and will often use common language rather than specific legal terminology.
Indeed several legal concepts may have different names in normal as compared to
legal language. For instance, in Italian the common term “affitto” (rental), which any
interested party will use to retrieve relevant legal documentation, is referred to in
legal jargon as “locazione di immobili” (lease). Even professionals in the legal field
might encounter difficulties in retrieving some kinds of legal document by using in-
appropriate keywords. This is a particularly pressing problem in the area of case law
(judicial decisions) where the discursive style of argumentation is often affected by
the semantic ambiguity of natural language. Identical legal concepts are often desig-

www.lcd.gov.uk/consult/meta/metafr.htm
http://www.normeinrete.it
www.metalex.nl

www.lexml.de

www.LegalXML.org.
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nated by different terms, which are, however, synonyms from the legal point of view.
Thus, there is a clear need to be semantically explicit so that searches are driven by a
meta-description which holds to univocal references in the text.

Even more importantly, corporate users, citizens, but especially professional or-
ganizations will benefit from crosslanguage linkages in order to retrieve legal docu-
ments from different European countries. The possibility of doing this is becoming
more and more vital as social and economic activities, which require legal documen-
tation, are acquiring an ever-increasing European dimension. In the future we envis-
age that even non-specialized legal practises will need to consult legal documentation
from countries other than their own. (see section 4)

JurWordNet

To date, it is difficult to put forward semantic standards shared by public information
producers that go beyond the level that is offered by the standards that have already
been universally adopted (e.g. Dublin Core). An intermediated solution could be to
insert some interfaces between public data and users that resolve the problems associ-
ated with normal language. The Italian Jur WordNet project comes in here.

JurWordNet is a formal ontology-based extension to the legal area of the Italian
part of the EuroWordNet initiative® [10] [14]. As is the case for other WordN ets’ this
is relevant to the class of computational lexicons that aim at making word content
machine-understandable via the highly structured semantic representation of concepts
[7], [8], [2]. These are represented by synsets, a set of all the terms expressing the
same conceptual area (house, home, dwelling domicile...) linked by a semantic rela-
tion of meaning equivalence. Semantic equivalences are limited (variants) in many
terminology lexicons such as the legal one, which has a plethora of technical terms
and where synonyms are rare. Conversely, it is important to create equivalence rela-
tions with normal language in order to make up for the imprecision of non-experts
when searching for legal information, and to use common language terms instead of
legal ones. Apart from having taxonomic vertical relations, the synsets of the law
lexicon also have 17 associative horizontal relations based on the notions of mero-
nymy, synonymy, and role.

8 Currently, the Italian language coverage offered by IWN amounts to 50,000 terms
(www.ilc.cnr.it); specialised sectors dealing with specific areas, e.g. EcoWordNet for eco-
nomic/financial language; Euroterm is an extension of Eurowordnet with Public Sector Ter-
minology funded by EC in the E-content Program. (www.ceid.upatras.gr/en/index.htm.)

° Since its initial release by Princeton University, WordNet has always been regarded as one of
the most important resources in the NLP community (about 400 papers have been published
on the subject). This is the main reason. Why successively great efforts have been made to
make WordNet related technologies as stable as possible. For instance just in terms of pro-
grammatic interfaces the community can rely on 21 access libraries in all major modern
computer languages. Also Multilingual WordNet can be considered mature in every respect.
The European commission recognized the importance of having linked WordNet for all
European languages as early as 1996 by funding the EuroWordnet project (LE-2 4003 & LE-
4 8328). The results and the methodologies developed within this project proved to be so
sound that in September 2001 a new project was launched, namely Balkanet, with the goal of
extending EuroWordNet to Balkan languages.
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The Methodology

Consistent with all WordNet projects, the developing methodology favours the use
and harmonization of already existing lexical resources. [12] Relevant concepts have
been identified bottom-up from the queries of legal information systems. In particular
the lists of the Italgiure/Find system, the largest Italian law information system, de-
veloped by the Supreme Court, produced:

e a Semantic database, 11,000 conceptually connected key words and headings;

e a list of terms in which common users include “AND”, from which derives the
list of syntagms, a group of about 13,000 two-word expressions.

e The list of words in which common users include “OR”, this is the so-called
analogical chain. Analogical chains are made up of synonyms, or terms that, at
least in a certain amount of searches were declared to be interchangeable by the
majority of users.

Starting with syntagms, taxonomy with the main terms was automatically created,
as were the top levels of the trees derived from it, using, in a partially automatic
mode, the dictionary glossaries. A consolidated corpus of about 2000 synsets will be
automatically increased through the link with thesauri and key words for legal data-
bases. We will also map the resource with the Multiwordnet database that contains
1800 synsets marked as ‘legal’10.

Connection Between Legal and Generic WordNet

JurWordNet is a domain lexicon; as in all technical fields, it is impossible to trace a
borderline between common language and terminology: consequently, the legal lexi-
con should not be considered as a sub-class separated from the generic base. Overlap-
ping occurs, both when the technical sense is stored in the Italian lexicon (ItalWord-
Net), and when the term is stored only in its common meaning. The connection
between the two resources is made manually, adopting pragmatic criteria relevant to
the application task. The first simplification was to limit the connection to nouns, as
nouns make up almost the totality of this specific resource. A limited amount of ad-
jectives is included, as these are polysemies compared to the nominalised use (private,
public...); verbs appear rarely in syntagms and are connected to the noun that acts as
the subject/object. There are two kinds of Plug-in functions between legal and generic
resources:

- specific meaning that overlaps the generic meaning (eq-lug-in) occurs when the
sense defined in common language matches with terminology. However, the
definition (gloss) drawn from dictionaries or legal manuals is more precise. In
this case, through simultaneous access, all the lower branches of the trees are
specific, whereas the upper are in normal Italian.

- a specification of the legal meaning as opposed to the generic one (hypo-plug-
in), which entails that the entire lower legal branch becomes a specific branch
making up that of common Italian.

10 http://tee.ite.it/projects/multiwordnet/multiwordnet.php
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Disambiguation of Polysemies: Linguistic and Ontological Levels

One of the most interesting functions of the wordnet methodology is the distinction of
meanings in polysemic terms, both within the domain and in relation with common
language'' .Often, sense distinctions do not just concern language but also the differ-
ences in reality perception: for instance there is a need to separate within a concept
the role played as opposed to the existence of a tangible physical entity. The entry
President ofthe Republic indicates the physical person (referring to space and dimen-
sion), the constitutional body, and the holder of the state function. Another example,
very common in law, is the distinction between the normative content and physical
entity: the entry contract may be catalogued as a legal relation, as the physical entity
of the paper, and as information content.

The criteria followed to organize the concepts requires, therefore, assumptions that
are external to the language. These assumptions must be explicit so that the user is
aware of the perspective according to which concepts are differentiated. This is the
role of ontology: “It is possible that a lexicon with a semantic hierarchy might serve
as the basis for a useful ontology, and an ontology may serve as a grounding for a
lexicon. This may be so in technical domains, in which vocabulary and ontology are
more closely tied than in more general domains” [6]. Because of this, we framed
high-level concepts in basic legal categories, and we have inserted terms used in law
manuals, which are usually too generic for the searching out legal data. For example,
terms used in the search, such as foundation, association, committee, and so on, are
grouped in the class institution, which is a legal science concept that does not appear
in the lexical corpus.

Over and above the disambiguation of meaning within a linguistic and legal system
things become even more complicated when, as in our case (see section. 4), the aim is
to provide multicultural and multilingual communities with a shared knowledge for
accessing legal material.

Thus, the categories that bring together the top level of JurWordNet’s taxonomical
trees are the basic legal entities which are held to be common to all the legal systems.
We can give them a minimum set of properties shared by all the specific meanings of
each system and/or language. They make up a Core Ontology for law. Having a nu-
cleus of shared legal knowledge allows matching, integrating, and comprehension of
elaborate legal concepts created by particular legal systems, and grants that the crite-
ria used to organize the concept classes can be shared and are based on the law [4],
[13].

' For instance, the Italian juridical term canone, means both the payment in money or in kind,
against a contract; or, in canon law, a universal juridical norm. The Italian term mora is
meant both as “unjustified lateness in discharging an obligation” and as “the amount of
money due as a fine against the delay”. The Italian term alimento substantially changes it’s
meaning if considered in its singular form as “food”, or plural form as “alimony”. The entry
alienation in ajuridical context is ajuridical act; whereas in common Italian is has several
meanings, all unconnected to the technical meaning of the term. Making explicit the differ-
ence in meaning, the user is allowed to build more precise questions for information search-

ing.
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Legal ontology is the subset of social object ontology'?, which, in turn, requires on-
tological assumptions with regard to the “real world” as well as the social and legal.
Both imply, and thus depend on, foundational ontology. The foundational ontology
upon which our core ontology is based (Core Legal Ontology CLO) is DOLCE +
(Extension of DOLCE, “Descriptive Ontology for Linguistic and Cognitive Engineer-
ing”, version 2.1 of D17 Deliverable Wonderweb".). DOLCE was developed by the
Laboratory for Applied Ontology of the Institute of Cognitive Sciences and Technol-
ogy of the National Research Center in Rome. It collaborated with the ITTIG for the
development of a legal ontology [3].

Cross-Lingual Information Retrieval: The LOIS Project

This process also allows mapping terms between different languages. This is particu-
larly effective in the legal field where corresponding terms are often absent in differ-
ent languages but are present in concepts and legal systems. In the legislative domain
it is more appropriate to speak about multi-language versions of law texts rather than
translations. Shifting emphasis from the linguistic expression to content allows com-
paring concepts through properties and metaproperties, and to assess not only whether
the concept itself occurs in different contexts, but also how the concept is processed in
different regulatory structures [1].

Translation problems are due to: a) language, b) difficult comparisons between dif-
ferent legal systems.

With regard to the first case, jurists maintain that, “the translation of a word into
another is possible and legitimate to the extent to which the two words express the
same concept” [11], It is possible to encounter situations in which although literal
translations of terms can be made, the translated equivalent acquires within a different
linguistic context a completely different meaning: for example the Italian term diritto
civile translated into English as Civil Law has a very different meaning to the appar-
ently equivalent term employed in the Italian context.

Other kinds of problem at the linguistic level arise from the need to compare lin-
guistic systems that are very diverse in terms of structure and cultural pattern dimen-
sion. For example French is characterised by an abundance of polisemic words and
the frequent use of insidious rhetorical forms that can only with great difficulty be
compared to the terms and structures of the more practical and pragmatic English
language. The difficulty in finding equivalent terms is all too apparent (e.g. agent,
estoppel, executor).

12 According to the language philosopher John Searle, creating social or political ontology
means describing the nature, properties, and role of social entities. The ‘objects’ represented
by nations, social classes, communities, associations, governments, banks, universities, but
also rights, obligations, powers, money, copyrights, patents, have no real existence or physi-
cal identity, but fill social life and are the object of any conversation on politics, social
behaviours, and justice. Language created them, their existence is based on international, his-
torical, and social agreements, and their meaning changes according to the various social
contexts, historical ages, and discourse levels. The role of ontology is to describe such ob-
jects making explicit the meaning assumptions in terms of minimal (meta) properties that
may be universally shared. On stricter, and more technical terms, ontology defines concept
meaning negotiations facilitating, especially on the Internet, communication interchange, net
interactivity, use of existing lexical resources, harmonization of contents, and so on.

13 http://wonderweb.semanticweb.org
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The most common and most difficult problem, however, is due to a substantial di-
vergence.

An example could be the term negozio giuridico which was introduced via German
legal science and with great difficulty can be assigned an equivalent in French or
English. It is a term that can be perfectly defined by both French and English jurists
but which cannot be translated through the use of a specific term in these languages.
This, of course, is a great limitation to the comparison and translation of texts. The
Italian entry capacita giuridica has no equivalent in English, as there is no general
theory on legal capacity within common law that may be compared to the body in
Italian legislation.

In the last years the growing need to make comparisons with foreign documents
has led research to tackle the issue of multilinguism by attempting to create tools to
obviate the difficult problem of legal concept and data communication.

For example, the European Community, via Eurodicautom, predisposed a transla-
tion service of legal terminology taken from European laws, but because this tool is
based on practical terminology it does not include terms used in legal science and it
does not envisage a direct connection between the thesaurus developed by the Com-
munity.

Jurovoc, the legal thesaurus of the Swiss Federal Tribunal is another type of tool
developed in this area. It is made up mostly of legal terms in German, French and
Italian that are connected amongst themselves in pairs. Compared to semantic lexi-
cons thesauri, and therefore also Jurivoc, do not include term definitions and so do not
resolve the problem of polysemes. It is difficult to grasp the meaning to which the
translated term refers. Over and above this, the list of terms are connected at a taxo-
nomic level (Bt, Nt) as well as to a generic reference to equivalent terms. The type of
semantic connection made between terms is therefore not defined. For example, the
term mora dei creditori is connected to penalita della mora. The distinction between
the sanction with respect to and the legal effects that can result from this are missing.
The Wordnet methodology appears to offer solutions to the treatment of multilin-
guism that are able to go beyond the limitations of these approaches.

EuroWordNet has created an impressive quantity of documentation concerning
methods for developing multilingual ontologies in the WordNet framework. All Euro-
pean local wordnets are linked to the ILI (Inter-Lingual Index) of English terms. ILI is
an unstructured list of meanings, where each synset has a one-to-one reference (equal-
to) to its source, without any language-specific relation [Vossen 1998]. Local synsets
can be mapped from language to language according to the inter-link of ILI This
‘shallow’ methodological choice was due to the difficulties encountered in the Eu-
ro Wordnet project in harmonising different lexical resources and separate starting
points. The homogeneity requirement was dealt with by top-down identification of the
Base Concepts and by the shared interpretation of semantic relations.

The European Commission', in response to the need for a means of allowing the
access to cross-language legal information, has recently financed within the e-Content

14 Treaty on European Union (Consolidated version 1997), Article 314 (ex Article 248): “This
Treaty, drawn up in a single original in the Dutch, French, German, and Italian languages, all
four texts being equally authentic, shall be deposited in the archives of the Government of the
Italian Republic, which shall transmit a certified copy to each of the Governments of the
other signatory States. Pursuant to the Accession Treaties, the Danish, English, Finnish,
Greek, Irish, Portuguese, Spanish and Swedish versions of this Treaty shall also be authen-

CSRT)

tc".
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program®, the LOIS project which will develop a multi-language database made up of
law wordnets in five European languages (English, German, Portuguese, Czech, and
Italian, linked by English).

The WordNets resulting from the EuroWordNet project cover standard language:
LOIS will extend them to legal language by tracking the relations existing between
common language and legal jargon synsets. In this way it will be possible to map
queries expressed in a non-technical way onto effective queries to highly technical
document bases. The Legal Wordnet developed by the ITTIG will be used as a basis
for all localization of legal lexicons.

The localisation methodology is a solution that has already been adopted by other
projectsm. It is based on the automatic junction between already existing lexicons. The
basic premise is that semantic connections between the concepts of a language can be
mapped through the relationship between equivalent concepts in another language.
This procedure serves to test what is covered by the lexicon with respect to the do-
main and provides an initial base of conceptual equivalents. From the first results of
this intersection with the lexicon of EU laws (via the Eurodicautom'’ database) it was
evident that out of the 2000 synsets of the Italian law lexicon 800 could be found in
the German, 470 in the Dutch, 490 in the Portuguese and 580 in the English. The
intersection with the Princeton WordNet showed 600 JurWordnet synsets in the Eng-
lish lexicon, and these were classified as legal terms.

These initial operations allow for the automatic locating of some of the correct se-
mantic relationships that exist between terms in two different languages. For example,
it has been possible to eliminate the ambiguity between the two meanings of the word
“contratto” (sense 1, document and sense 2, voluntary agreement). In fact, using the
hypernym “document”, contratto 1) was linked to “instrument: document that states
some contractual relationship or grants some right”’, and contratto 2) “contract: a
binding agreement between two or more persons that is enforceable by law” .

A further example is the word Diritto which has two meanings in Italian, 1) “fac-
ulty deriving from law or custom” or 2) set of legislative or customary norms that
regulate social relationships “. In English sense 1 corresponds to right, and sense 2 to
Law. Through the automatic comparison of Italian JurWN and legal terms in the
Princeton Wordnet it is possible to connect to the correct translation by using hy-
pernym relationships. In fad diritto pubblico is correctly translated as public law and
from this the correct hypernym “law* is created.

Conclusion

At present E-Government projects focus on the creation of standards that public or-
ganizations can adopt universally; as a consequence the definition of semantic stan-
dards must necessarily be at the generic level. The creation of cognitive interfaces
based on semantic lexicons allows for the overcoming of linguistic barriers in a dy-
namic way during the research phase; from another angle lexicons can become a

15 The project started on the 1st of March 2004

16 Amongst others, see the MultiWordNet project
http://tcc.itc.it/projects/multiwordnet/multiwordnet.php

17 Eurodicautom is an aid for translators created by the European Commission
http://europa.eu.int/eurodicautom/Controller
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marking source that can be used for the semantic tagging of legal documents with a
high social interest.
The Jur-WordNet project will shortly attain the following objectives:

e to enable full Legal coverage Wordnet localization for at least 6 languages of
the EU members and candidate countries.

e Create links across several localized Legal Wordnets and across Legal Wordnets
and Standard Wordnets (whenever base Wordnets are available).

e Configure an information retrieval system able to exploit the above resources in

terms of more effective monolingual retrieval and cross lingual retrieval of le-
gal document bases.
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Abstract. Interoperability is a key concept for understanding the changes in
progress in e-government. These changes are made gradually and with a phased
implementation. The paper proposes conceptual frameworks to analyse actual
practices and to guide the development of electronic administration. It stresses
the need to consider different dimensions (political, organizational, human and
technical) when implementing interoperable systems in local governments.

1 Introduction

There are many databases, European or national, relative to “good practices” in e-
Government. A first investigation reveals that the most relevant projects are in general
instigated by central governments or national agencies [1] [2]. Local governments
develop thematic or territorial portals, but few of them use actually provide on-line
services. If they try to do this, they encounter organisational problems which limit the
impact on the initiative and often preclude any generalisation attempt.

Analysing these “good practices” is necessary to build models which will guide the
implementation of electronic administration. We present hereafter a conceptual
framework which is based on the examination of many case studies from available
databases, on the pilots developed within the European project TERREGOV' and on a
literature review. We will show that the concept of interoperability is crucial to the
understanding of the changes in progress in e-Government. We will also analyse the
different dimensions to take in consideration when implementing an interoperable
electronic administration (political, organizational, human and technical dimensions).

2 Interoperability: Key Concept of e-Government

A bureaucracy imposes on its environment its rules, its operating modes and it trans-
fers the management of complexity to the end-user. A modern customer-oriented
organisation aims on the contrary at being simple for the user, reactive and efficient.
Because of citizen’s new requirements and increasingly budgetary constraints, public

I TERREGOV Project (IST-507749) — Impact of eGovernment on Territorial Government
Services.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 82-87, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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administrations are today facing this challenge. To be more efficient and accountable,
the modern administration must transfer complexity from the front-office (the end-
user) to the back-office. This supposes major political, cultural and organisational
changes. The objective is not only to work better, at lesser cost, but to work differ-
ently. Such changes need to be made progressively since the awareness of the busi-
ness reengineering needs does not grow spontaneously and since public bodies, like
all human organisations, are faced with inertia and resistance to change.

Information technologies (IT) provide a great opportunity to take up the challenge.
Coming together thanks to information provision “anytime, anywhere” constituted
the 1% stage of electronic administration. It becomes complex when information is
held by various actors. In this case, the solution is to link different websites or to build
an information portal without changing the structure of the organisations involved. It
makes it possible to improve collaborative work between departments of the same
administration and between different administrations.

Cooperation becomes more complex with the change from information provision
to service delivery and represents the 2* stage of eGovernment. The service is a
bidirectional flow and supposes action of both information supplier and recipient:

» arequest and a feedback (I register my child at the school and its registration is

taken into account, I request for a driving licence after the purchase of a car...)

® in some cases a financial transaction (I register my child at the canteen and I re-

charge on line the credit on his smart card, I pay my parking fees by phone,...).

Service delivery does not only make public whole or part of the information held
by the administration. It also leads to a modification of the database itself (addition,
correction, update of one or more elements) and end-user actions have direct impact
on the information systems, thus calling for better internal co-operation (not only
limited to exchange of information) among department.

Coordination is an inherent challenge for on-line service delivery on a large scale
due the complexity of involving multiple actors (national or local administrations,
public agencies, associations, private service providers...). If service provision is a
mix of different services, the mediator (the civil servant in charge of the request) has
to know and optimise the different configurations. This has several consequences:

= the request and its response have a direct impact on the information systems of
the actors involved. These information systems have to interact with each oth-
ers, i.e. to become technically interoperable ;

» the involved actors have not only to cooperate (to exchange useful information)
but also to coordinate their action (to act together); they have also to be capable
of serving citizens in an interoperable environment and of interacting with vari-
ous administrations, i.e. to become organisationally interoperable;

Technical and organisational interoperability are therefore crucial for the develop-
ment of digitalised services and thus for the modernisation of the public administra-
tion. Society can not be changed by decree. In the same way, technological innovation
is not enough to bring about in-depth transformation of an organisation. The trans-
formations are progressive and driven by the conjunction of several factors which are
not limited to technology. Electronic government is built step by step. The steps iden-
tified above (information, co-operation, coordination) make it possible to analyse and
classify the various observed initiatives and to highlight the conditions necessary for
the achievement of the successive transformations.
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3 Interoperability and Management of Innovation

Introduction of inter-operable systems is a major innovation for local public admini-
strations and a necessary condition for the implementation of an offer of on-line ser-
vices. It would be wrong however to reduce this concept to its purely technical di-
mension (“ability to exchange functionality and interpretable data between software
entities”). Organisational dimensions are also crucial when concerning political,
managerial and behavioural considerations (“ability of different systems to have the
same interpretation — i.e. expected induced behaviour — of a message despite different
systems of symbols — i.e. their information structure and coding”). This implies:

® harmonization (i.e. “capacity to dialogue”) of different information systems

= reengineering of involved organisations and business process rebuilding, in or-
der to make effective technical and organisational interoperability

* knowledge empowerment necessary to the management of complexity.

Interoperability is thus one of the main drivers of a change management strategy.

3.1 Political Issues

Strategies of change never appear in a spontaneous way but are generally built by a
vision, a political willingness. At the local level, the importance of politics is rein-
forced by the fact that services are generally provided by several actors whose moti-
vations and organisations are very different. Coordination and regulation are in this
case as crucial as political drive.

All case studies confirm it: political involvement is essential for the success of
such projects. Political willingness is expressed in very different ways in Europe and
widely depends on domestic administrative and political cultures. Although decen-
tralisation is a major trend everywhere, there still are great differences between coun-
tries. The main approaches to e-government interoperability development are:

» “top-down”: The central government gives objectives, deadlines, support and
funding and local authorities are responsible for implementation, e.g. in the UK
or in France.

= “bottom-up”: Deployment of e-government interoperability comes from local
initiatives but are supported by national harmonization strategies. (e.g. in Ger-
many). There are also local initiatives in centralised states but they often remain
isolated, due to a lack of coordination and reorganization at a higher level (e.g.
Point Com’ initiative in the French Region of Nord Pas de Calais) [3].

= A “mixed” vision (Austria).

At the local level, introduction of interoperable services clearly raises a political is-
sue which concerns three principal questions: strategic objective of the public policy,
associated implementation means (at the technical, financial, organisational level),
required processes. Strategic analysis takes into account the context (European, na-
tional, local) and the main drivers which guide the action. The question of means and
resources is crucial because it conditions the success of the whole operation. It sup-
poses the identification and the analysis of the different actors and their motivation;
available information systems and their capacity to integrate the innovation; organisa-
tions involved and their interrelations; capacity of the social environment for adapting
to the innovation.
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3.2 Organisational Issues

As local online services are developed, interpenetration of information systems and
coordination of actors make necessary to reengineer organisations. This reengineering
relies on part or full integration of the back-offices involved in the service provi-
sion. Interoperability is optimal when the various back-offices are fully integrated;
however that remains largely theoretical as shown in a report of the Danish Techno-
logical Institute and the University of Bremen [4] which emphasises the existence of
“back doors” to allow networking and cooperation without in-depth organisational
change and business processes reengineering [5]. As usual with managerial issues,
there is no ‘“‘one fit all”’ solution and relevant solutions depend on the nature and the
complexity of the service provided, on the flexibility of the organisations and their
ability to be restructured.

Two dimensions can be used to categorise the complexity of the whole process of
service production and delivery: the number of stages necessary in the supply chain
and the number of services provided. The simplest case (one service, one stage) does
not require important organisational change and can be solved by simple digitisation
of procedures (e.g. on-line income tax declarations). The more complexity increases,
the more reorganisation is necessary, the extreme case being represented by a multiple
offer of services implying several back-offices.

To analyse the flexibility of the organisations and ability to be restructured, a
cases-based approach has led us to propose empirical models that fit in 3 categories:

» Status quo: The service is digitized without changing the processes and the
structure of the organisations. Actual workflows involving several actors having
a long tradition of co-operation are supplemented with digitised content.

= Partial integration: An interoperability platform (“back-office clearing house”,
“portal”) enable each actor to continue its own legacy and processing systems.
The use of generic and modularised components (identity management, elec-
tronic payments, etc.) also enables each actor to improve the quality of service
provision, without deep organizational change.

s Full integration: Back-offices are deeply reorganised, with two alternatives
(single front office or on the contrary decentralised front offices with a multi-
channel approach).

Ideally, status quo and partial integration are unsatisfactory but constitute inevita-
ble transition stages when the organisational evolution is difficult to put into practice.
They allow an improvement of service provision and reinforce the collaborative prac-
tices which will be necessary for a later better integration.

3.3 Change Management

Political willingness is needed to drive the transition to e-government. Reorganisation
of back-office and business process reengineering are necessary to build interoperable
organisations. Nothing can be done however without the people in charge of the dif-
ferent tasks. Three main issues have to be addressed:
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1- Change strategies: Study of change management in bureaucratic organisations
clearly shows that it has a better chance of success with a phased implementa-
tion, if it enriches the old practices with new ones and if it respects the profes-
sional and social identities of all actors involved. It is a matter of evolution
rather than revolution, as shown by the CAUTIC method’s designers [6]. They
oppose a persuasion-based Utopian vision of change (revolution, substitution) to
a negotiation-based pragmatic one (evolution, hybridizing) that they consider to
be much more effective.

2- Knowledge empowerment: In a customer oriented administration, the role of
civil servants has to change; they must be able to move in an open and complex
environment and to act as adviser to the users. Civil servants involved in inter-
operable e-government processes need to have a clear knowledge of processes
and of services in order to act as a knowledgeable front-end to citizens (provid-
ing advice, identifying the most adequate services, launching the processes for
specific individual cases).

3- Human resources management and training: Interoperable e-government
will usually bring change for front office civil servant in terms of responsibili-
ties and flexibility. These changes will need new delegation schemes sometime
not compatible with legal, bureaucratic or managerial patterns, but they enrich
the civil servant job, changing the job image and their professional identity.
Training in this implementation process is essential. Training contribute to cul-
tural change, to knowledge transfer, and to enable civil servant to use technol-

ogy.

3.4 Technologies Issues

The citizen/service re-orientation taking place in public administrations all over
Europe is driving the development of e-Government services. In particular, to act as a
front-end to citizens and businesses, local governments need to interact with multiple
administrations; e-Government interoperability technologies are thus needed for them
to offer public services that would be cross-organisational, cross-level, transparent,
integrated, secure, decentralised and available anywhere at anytime.

Current research and technology development (RTD) conducted in Europe ad-
dresses the various interoperability levels identified in the EIF — European Interop-
erability Framework.

= Technical interoperability: Most research assumes the future deployment of
XML and Web Services as key technologies for linking up governmental infor-
mation systems and services.

= Semantic interoperability: New technologies are needed for enriching Web
Services with metadata that can be used by different applications to “under-
stand” the meaning of exchanged data.

= Organisational interoperability: Starting from business episodes or citizen
events, eGovernment services will rely on technologies for modelling business
processes and managing workflows orchestrating access to services across ad-
ministrations.

The re-design of government processes also induces the need to support civil ser-
vants involved in these processes in getting a clear knowledge of the processes and of



Impact of e-Government Interoperability in Local Governments 87

the services in order to act as a knowledgeable front-end to citizens — providing ad-
vices, identifying the most adequate services, launching the processes for specific
citizen cases. RTD conducted in the TERREGOYV Project thus also concerns the com-
bination of Community & Knowledge Management techniques for enabling civil
servants to focus on the added value of the service delivered to Citizens.

4 Conclusion

Interoperability is a key concept for electronic administration. The present paper high-
lighted the need for inclusion, beside technical issues, of political and organisational
dimensions, as shown in the following diagram:

Political
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Abstract. The recently proposed intermediation schemes in e-government are
meant to speed up and facilitate integration and access to services offered by lo-
cal and regional public sector service providers. They should provide end-users
with ubiquitous e-government services, in the sense of adapting to citi-
zens/businesses location, context, channel, language or skills and, what is more,
take care for the seamless (i.e. transparent to end-users) integration of cross-
organisational services. In this paper we present e-govemment intermediation
requirements.

Introduction to e-Government Intermediation

In order to achieve the citizen and/or business participation in e-government, a new
model has been recently proposed: e-government intermediation, sometimes also
referred as e-GSP (government service provision). The UK government framework
(www.e-envoy.gov.uk/intermediaries) defines intermediaries as commissioned agents
of the citizen/businesses and not as agents or partners of public sector bodies engaged
in the delivery of public services. We believe, as stated by [1] that intermediaries
must be seen as a new interface for the relationship between the citizen/business and
public sector, but should not replace that relationship. Several European countries are
at the moment considering e-government intermediation in their “mixed-economy”
policy with the main objective to increase usage of cost-efficient and citizen-centred
e-services. As an example for the current discussions we recommend readings about a
partnership between the Italian government and Lottomatica, the operator of the Ital-
ian lottery [8] or UK policy framework for a mixed economy [9].

While most of the government’s framework papers focuses on the justification and
the efficiency gains that will be made for government through the inclusion of inter-
mediaries in e-service delivery, in this paper we focus on requirements for e-
government intermediation and describe two use cases. The basic and essential as-
sumption is that a citizen/business should be treated as a “customer” and should
know, in any moment and from any place, the exact status of its service instance, even
in the cases of cross-organisational processes where the intermediator might invoke
different public sector agencies and in this way replace technical integration solutions.
Additionally, the intermediation platforms can be used to achieve interoperability on a
high level (that of business processes, which can be synthesized in the context of
cross-organisational workflows), without focusing on the individual public sector
agency requirements, which proved to be hard to implement due to political, legal and
operational obstacles.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 88-92, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Functionally, electronic intermediation typically provides facilities such as aggre-
gation of service offers, streamlining of the information exchange, the coordination of
the respective processes or matching complex specifications of demand and supply.
There are several technical solutions proposed for service aggregation (e.g. ontologies
based) and matching (e.g. agents), but here we will limit our attention on process
integration, streamlining and orchestration. The widely accepted e-government taxon-
omy would identify our use cases as cross-organizational transactional services, those
that interchange administrative data and documents between citizens/business and
various public sector agencies.

Architectural Issues in Intermediation

The main issue in implementation and deployment of cross-organizational transac-
tional services is, and it will always be, e-government application interoperability.
From the software developers’ point of view, the application component
interoperability is facilitated by the extensive use of middleware. However, the wide
choice of middleware infrastructures, spanning from well-known CORBA,
COM/COM+ and Enterprise JavaBeans to more academic and open source
alternatives, is instead of solving the problem, actually imposing additional
interoperability barrier to the overall solution.

When it comes to e-government, the list of government-wide middleware infra-
structures is currently including UK Government Gateway, Irish Inter Agency Mes-
saging service (under development), Belgian Universal Messaging Engine and some
few others early specifications (Sweden has probably the most advanced infrastruc-
ture), but the real challenge has been the realisation of requirements and specifications
of IDA eLINK [5], the ultimate candidate for pan-European e-government middle-
ware.

In [2] a term “intermediation architecture” has been used to describe the CB-
BUSINESS architecture.

This project (CB-BUSINESS, IST-2001-33147, http://www.cb-business.com) rep-
resented an effort of our team to achieve interoperability between administrative e-
services at an operational level by use of a commercial workflow tool, originally de-
veloped in the 4" framework project (Cross-Organisational Workflow, CrossFlow,
ESPRIT E/28635). The middleware layer has been built around a CORBA-compliant
object request broker [6] and is mainly used to support distributed process execution
in the intermediation architecture. However, in the real application we need, besides
message (which is a stream of bytes which could be an XML document, a serialized Java
object, a text string, etc) management, a number of additional features such as security,
load balancing, failover etc.

Workflow Management System (WFEMS) can provide this. Traditionally, workflow
management systems in public administration have been restricted to static workflows
completely contained within the single organizational unit. With the advent of the
cross-organizational e-government, there is a need for workflow management tech-
nologies capable of handling dynamic workflows distributed across both physical and
organizational boundaries. In [3] a “one-stop-shop” toolkit with a supervising inter-
workflow hub has been proposed as the control and co-ordination tier between front
office for citizens/companies and separate single agency managed workflow and

3
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groupware tools. This hub accesses external applications for tasks and services execu-
tion; via standardised software applications named connector agents. Positioned be-
tween the WEMS and the communication layer, these agents can be suitable for a
specific application or for a class of common applications. In addition, they also take
care of commands for requesting the cancellation of a linkage between instances and
negotiate the information needed by elements, specifying name and type of the infor-
mation element (variable or document).

However, as mentioned in conclusions of [3], each possible interleaving of steps
that might occur at execution time has to be predicted at process designing time,
which leads to low flexibility for citizen/business personalised service provision or ad
hoc e-government service provision situations. An e-government intermediator can
solve these issues in more efficient manner.

Additional requirements for e-intermediation platform are imposed by potential un-
reliability of communication channels (e.g. mobile channels), or unreliability of pub-
lic sector organizational and service provision models. Beyond its role as a “bridge”
between citizen/business and different (local/regional/central) agencies, e-government
non-functional requirements are related to ensuring the accountability and security of
a transaction monitoring. Finally, the alternative communication patterns among the
components of a distributed system that involve more than two parties (e-government
“change of service” notification), and content driven/triggered processes (license
expiration date) are object of our study at the moment. A promising approach to ad-
dress the above issue could be the event-based paradigm [7]. The components of an
event-based system cooperate by sending and receiving events, a particular form of
messages. The sender delivers an event to an event dispatcher. The event dispatcher is
in charge of distributing the event to all the components that have declared their inter-
est in receiving it. Thus, the event dispatcher supports a high degree of decoupling
between the sources and the recipients of an event.

In order to design our e-government intermediation system we use communication
pattern criteria. These patterns should include all important interoperability con-
straints as well as the e-government legal, organisational and communication re-
quirements:

o The push style, where the information producer always initiates the communica-

tion

o The pull style, where the information consumer initiates it.

Notice that both citizen and public administration can act as information producer
or consumer.

Connection, data and process state and control exchange between two administra-
tions is not an easy issue, mainly due to the different kind of systems and formats
supported by each administration, and in a case of multilingual environment, to the
intrinsic question of the language. The part of the solution resides in a set of agree-
ments (identification of the services that each administration may offer, the concep-
tual name for each service, a format of the exchanged information, security policy for
process steps execution etc). This usually results in a number of interactions between
involved parties in order to fix these external issues for the process that is both tedious
and time consuming. The information to exchange will be encapsulated in an object
that will be transmitted between the administrations once the secure and direct com-
munication has been established in a previous stage. The establishments of this direct
communication requires the exchange of process execution environment, security and
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physical location information, which can be incorporated into XML contracts. On the
other hand, intermediates should also take care of service adaptation to actual Quality
of Service or end user profile requirements (e.g. bandwidth, mobility, usability...).

Short Hlustration of Use Cases

The first example of e-intermediation (PUSH service) consists in providing an inte-
gral solution for notifying a debt to a taxpayer independently of the place of resi-
dence. The main goal is to notify non-resident, which has a tax relationship with
municipalities (owning a flat, garbage collection, etc.) of terms and procedures to pay
these taxes, regarding their main residence place. Currently, many citizens ignore
their obligations because they do not know which taxes must be paid, when should be
paid, or simply because notifications arrive to a flat which is used only one month a
year, usually during the summer season. The requirement for messaging of the case
instance status can be solved in a number of ways to interact with the case initiator: an
e-mail notification, SMS message or placement in case initiators virtual tray, depend-
ing on citizens preference configuration data, which in this case should be stored on e-
intermediation platform.

The second example is PULL service, which is related to the payment of taxes for
a new company start-up. The choice of this service is strategic since it integrates taxes
related to activities of citizen (or a group of citizens) and taxes related to “services for
companies”. In this scenario, interested party pays a totality of taxes to its e-
government intermediary (previously calculated and presented), which is then proc-
essed and distributed among different public agencies. The intermediator also per-
forms remote identification, as well as receipts and notification forwarding.

Conclusions

As the governmental service provision moves towards the competitive environment,
adopting some of the business world paradigms, it is to expect a growing number of
public-private partnership for performing a number of independent services that
nowadays are completed by the public administration agencies (e-intermediation).

The set of local eGovernment services forms a large service base of the intermedia-
tion architecture. Although, in special cases, a particular service of the service base
can be intermediated by the intermediator as a stand-alone service, the general princi-
ple is that he shall intermediate entire combinations of such services that are custom-
ised and meet concrete end user needs (quality of service, language, context etc).

As a number of these e-government applications grow, the difference and incom-
patibility increases as well. Integration implementation is based on a number of
underlying protocols, applications, interfaces and integration logic, which is often not
compatible. Interoperability is therefore viewed as a critically important issue for the
cross-organizational public service delivery. In this sense the objective of intermedia-
tion might be enhanced in order to support seamless interoperability between parties.
The main advantage, however, is the flexibility of this service provision model when
it comes to adaptation of services to a citizen.
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Abstract. Way up to now, e-government was mostly seen as an IT issue and
rather had a technical dimension. Taking process modelling and process reor-
ganisation into account and determine them as key criteria in regards to suc-
cessful implementation of e-government, strengthens the fact that this topic is
complex and has to be treated in a comprehensive way. The purpose of this pa-
per is to point out process management with specific requirements of public au-
thorities including legal as well as security aspects. Reading through this con-
tribution, the reader should recognise the added-value of BPM for public
administrations and that the management of processes within public administra-
tions is a relief and not a burden.

1 Introduction

The keyword e-government was determined by a number of political strategies all
over Europe like UK-online and the e-government 1nteroperab1hty framework e-GIF'
in Great Britain, BundOnhneZOOS in Germany, eAustria® in Austria or the regulation
of the European Union* to create prerequisites for an efficient administration until
2005.

As arequest of above mentioned national and international strategies and policies
towards successful implementation of e-government, process modelling and process
reorganisation are becoming key criteria and a major part within such projects. This
may be due to the high complexity of governmental processes and organisational
structures. Another reason may be that, up to now, focus of BPM tool developments
was put on the industry sector, where BPM has been accepted as an important step in
modernisation and optimisation of business processes. Appropriate modelling meth-
odologies and tools for the public sector are not really available yet.

! Office of the e-envoy, http://www.e-envoy.gov.uk, and e-GIF

http://www.govtalk.gov.uk/schemasstandards/egif_document.asp?docnum=731
2 BundOnline 2005 in Germany, http://www.bund.de/BundOnline-2005-.6164.htm
e-Government initiatives and strategies of Austria’s chief information office and ICT-Board,
www.cio.gv.at
4 TInitiatives eEurope 2002 and eEurope2005,
europa.eu.int/information_society/eeuropenews_library/eeurope2005/index_en.htm

R.Traunmiiller(Ed.): EGOV 2004, LNCS 3183, pp. 93-96, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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In this contribution, we demonstrate that process modelling is not a burden to pub-
lic organisations but a turnkey solution to support public administrations in the effi-
cient and effective reorganisation and re-engineering of administrative processes
towards customer-oriented online service provision.

2 Business Process Management Within Public Administrations

Business Process Management (BPM) comprises a number of different tasks concern-
ing organisational processes. BPM is often used as a generic term for Business Proc-
ess Reengineering (BPR), Quality Management or Implementation of Workflow
Management Systems’. Important parts of Business Process Management are the
acquisition of relevant data and the illustration of models of the organisation, the
products and processes as well as the usage of resources like for example information
technology. The analysis and simulation of the models deliver advice for the strategic
optimisation and quality assurance.

Being successful in managing business processes within public administrations
means to find out what public authorities want and need from process management.
The lack of an already existing modelling tool leaded to the initiation of a research
and development project in Austria to implement and customise a BPM methodology
and tool specifically targeted for the public sector. This project result is called
ADOamt®® (ADOegov® for the English speaking market). The approach was to de-
velop a modelling tool, which realises the most important requirements to support the
implementation of e-government solutions from a business process management
(BPM) and integrated service modelling perspective. Some of these requirements are
the identification of actors and their roles, the definition of possible communication
channels, the transparency of the flows, the standardisation of terminologies for an
efficient and transparent communication, the integrated modelling from the portal to
the back office and the integration of the citizen as customer and company clerk as
service provider.

Government’s internal and external traditional business processes need to be
adapted to electronic businesses processes. For the external perspective, this means to
provide public services in a well-structured and well understandable way meeting the
needs of the specific users (i.e. citizens, businesses, other organizations). Here, re-
engineering of business processes for better serving the needs of citizens or enter-
prises in specific situations (“life-events, business situations”) is an important option.

Implementing integrated e-government means to adequately map external service
structures to internal process structures of public authorities as well. Integrated ser-
vice and process models are of utmost importance for achieving a seamless govern-
ment. A great help in this respect is a logical and organisational separation of front
offices, which bundle citizens’ demands and pass them on, and back offices, which
satisfy these demands through adequate business processes and products.

To realize the need of developing such integrated process models, an appropriate
BPM methodology and tool is key. The next section describes the practical use of this
methodology within the Austrian town of Vocklabruck.

3 Pook, K., Starkloff, P.: Geschiiftsprozesse und Wissensmanagement in: Praxis Wissensman-
agement 4/01, page 2.

% www.adoamt.com
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3 Vocklabruck — A Modern City Management

As pointed out above, e-government requires a holistic concept and integration of
technological, organisational, user-specific and process-specific dimensions. An inte-
grated approach of BPM is an instrument to harmonise the issues of these dimensions
and to realise a comprehensive business process re-organisation motivated by innova-
tive IT potentials.

The project idea was born after the successful closing of the nationally funded pro-
ject called “Holistic modelling in public administrations” where the city manager of
Vocklabruck was involved as test user of the modelling methodology implemented
within this project.

All together 215 persons are working for the municipality of Vicklabruck. These
can roughly be divided in four groups. There is the town hall itself, let us call it “core-
administration”, where mainly sovereign acts are set. Taking the municipal police and
the public library into account there are about 60 employees in this branch.

Secondly there is the department caring for the streets, the parks, illumination, wa-
ter supply and sewage systems, refuse collection and disposal and the like by the help
of about 50 men (and two women). In the municipal senior residence another fifty
persons, mainly women, are employed, who take care for 130 aged people and guar-
antee related services like “food on wheels”. Additionally there are kindergardens; an
after-school care centre, a refectory — and last but not least caretakers and cleaners.
The whole organisation is well structured and performing. Modernisation on the other
hand always has to be considered and the first but most important step is about getting
to know ones own organisation.

The initial project phase will last four months and will be finished by the end of
June 2004. The first project step was to define a process map containing ten core
processes that should be identified, described, reorganised and documented. Examples
of this process map are presidential elections, water management, civil engineering or
the application for a place in a senior residence.

These ten processes will be analysed by a group of students who will conduct
workshops with the process owners within the city authority. In clear words there will
be one workshop per core process where the main process and all relevant additional
processes will be discussed in detail and documented within the process modelling
tool ADOam¢®. The next phase is the first coordination phase where the processes
will be made available to the city management and the process owners with the help
of an automatic HTML generation out of ADQamt®. After the coordination phase the
students will adjust the processes according to the comments of the responsible per-
sons. The final processes will be presented to all representatives of Vocklabruck.

This first phase of documenting the current situation of the processes of the local
authority should be followed by a reorganisation project.

4 Added Value

So what should be the added value expected in Vocklabruck? The public sector is
quite often described as conservative in the most basic sense. While on the one hand
estimating their work as inefficient most regularly mistreats employees, the introduc-
tion of fundamental changes is not an easy job for public employers and their repre-
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sentatives respectively. Generally, conviction is more promising than persuasion or
even direct orders. By identifying business processes alone, persons concerned get a
better view of their own work. This should be motivating in any direction; either the
given process is already done in the best possible way, alas — but let us be proud. If
the process can be done better and more efficiently, then we should go for it and put
an emphasis on the “we”!

As described in recently published papers’ the co-author Rapp is convinced of the
concept of a “mediative manager”. The core facts of this concept are the idea of using
tools of dispute resolution so to speak in advance and the usage of this idea according
to the rule of 80:20. Apparently, not all conflicts can be solved by the use of media-
tion and “talking it over” can do so not all management. Still, on the long run the
mediative way will be more successful because all this is also a matter of acceptance.
The shift to e-Government could be achieved by force — but this could end up in the
proof that all ideas of e-Gov are a failure (possibly only because of the clerks doing
work-to-rule).

Managing the administration of a city quite often means to be the translator of mes-
sages sent from one political party to another. Every topic that is a challenge for each
party in more or less the same way makes work easier. Modern city management is
undoubtedly one of these topics. The better new steps are prepared the better they can
be realised. Apart from that, other topics with less matching opinions can be treated in
arather constructive manner as well.

5 Conclusions

After more than one year of working intensively with the topic process modelling
within public administrations and the development of a tailor-made modelling meth-
odology the authors come to the conclusion that public authorities need an integrated
platform for developing innovative and new public services in order to become more
citizen-oriented and transparent in their day-to-day business. The high level of interest
in our work coming from representatives of different administrative organisations
makes us confident that we are on the right way helping e-government projects be-
come successful.
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Abstract. We discuss briefly in this paper the design of a knowledge based
DSS developed for supporting local government staff in the choice of energy
saving projects. The modelling process concerns: the quantitative models, the
qualitative knowledge, the data and the user/DSS interface. We show that by
combining reasoning and the evaluation of models we can simulate a complex
cognitive process and support better the users by providing diagnosis and ex-
planation.

Decision Situation, Nature of Knowledge Involved
for a Solution and DSS Functions

Buildings are emitting 25% of total CO, as against 28% for transport and 22 % for
industry. Buildings are responsible for 45% of energy consumption. One of the
important problems faced by governments is reduce these effects. This can be
achieved by supporting projects which replace the use of a polluting non renewable
energy source by a less polluting energy source or one which reduces the
consumption of non renewable energy. In the first category replacing a heating system
using fuel by a heating system using solar energy in the second category projects
such as insulation of buildings are good examples. It is crucial to allocate properly
public money to such projects. Another problem to be solved is related to the rarity of
expertise needed to evaluate such projects. The problem to apply this public policy is
not only to support the work of members of the service in charge of studying
application for financial help it is also to support their learning process. In other
words the task is to make the knowledge of a few experts as widely accessible as
possible. A more detailed description of the knowledge used in such situation can be
found in (Freudiger 2003). The system we have developed is able to:

e create and manage the files of data concerning the project holder and his project.

o guide the user with respect to the data needed to make a good diagnosis .

e capture the data to make a diagnosis or design a solution coherent with the pro-
ject holder goal and constraints.

e provide a diagnosis on the project and eventually propose other alternatives.

¢ automatically explain the diagnosis or the proposed solution to support learning.

* manage the parameters of the system not related to the project holder or the pro-
ject.

® in a later stage, store the accepted projects in a data base to be able to work on a
group of projects to evaluate the public policy.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 97-101, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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The system is used, not only to help in making a decision, but also in providing a
consulting service to project holders. The explanation function is a crucial function in
this context. It is crucial because the knowledge is diversified, because it is more
complex and because of the learning objective. The complexity comes from the fact
that technical knowledge is used in addition to more standard administrative and fi-
nancial knowledge. The learning objective comes from the desire to improve the
working skills of the non expert users and also to make the expert knowledge trans-
ferable. The goal is to formalise and model the knowledge of the domain and of the
expert so that by dealing with the projects, the other persons of the service can learn
as they study projects. The learning theory here is that in showing in many different
situations how the knowledge is used to derive a solution a better understanding is
obtained. The economic analysis it is necessary to measure a criteria which help de-
cide if the project importance of explanation in learning was stressed in Al (Mitchell
et als,1986) and in the DSS context (Klein Methlie,1990,1995). The learning cannot
be limited to explanation of reasoning since knowledge is also formalised in models
used by the system. Learning also implies understanding of quantitative relations used
in models and hypothesis of models. As a consequence very clear notation for the
models equations is essential as well as comments to express hypotheses on the equa-
tions within the text of the model itself.

Evaluation Methodology and Modelling of the Cognitive Process

We shall take the case of a solar thermal project proposed by a private person. This
can be a project for providing hot water for a building. The first part of the analysis,
once the type of project holder and the type of project is known, is related to adminis-
trative rules and legal constraints. These rules are related to the conditions under
which the service of the local government can provide its support. A very simple
example of such rule is related to the location of the project. The local government, is
required by law to only support projects located on its territory. Another set of admin-
istrative rules provides the amount of the financial support such a project is entitled to
receive as a subsidy. The subsidy is computed as a function of the characteristic of the
project. In the case of a solar thermal project the amount of the subsidy is a linear
function of the surface of the panels: subsidy = surface * a + b. The value of the a and
b parameters changing in step function according to the surface of solar panels. How-
ever this subsidy (subvention in French on fig 1) will be allocated only if the project
has a minimum of efficiency. A project the technical analysis of which shows it gen-
erates a very small amount energy saving will not be granted a subsidy. Such a situa-
tion may happen in projects, such as insulation, where wrong design or badly selected
material may not improve the situation.

The second part of the analysis is the thermal characteristic of the project. The goal
of this part is to identify, with as much reliability as possible, how much energy will
be saved.

In our case (a solar thermal project) the answer to this question is a function of the
present energy source used and its price and the amount of kwh which will be saved if
the project is completed. The amount of energy (E) saved is a function of the technol-
ogy and the geographical location. The model used is then of the form:

E = F( surface of panels, coefficient, location )
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Where the surface measures the number of square meters of panels. The coefficient
being function of the surface and the technology used. The location determines the
external temperature day after day. For most application F is a linear function , the
value of the coefficient changing by steps according to the panel surface. In our first
application coefficient values for the 3 most standard technologies (glass panels, non
glass panels, tubular panels) were used.

The third part of the analysis is related to the economic analysis of the project. The
thermal analysis is made difficult because of uncertainty of parameters of the projects.
In the economic analysis it is necessary to measure a criteria which help decide if the
project is worthwhile for the project holder. A project may be worthwhile for the local
government, because it saves much KWh, but not for the project holder because the
project may break even beyond the horizon he considers appropriate.

For many project holders, mainly private person the most clearly understood crite-
ria is the pay back (delai in French on fig 1) which has a clear intuitive meaning.

Fig. 1. Main results of Thermal and Economic evaluation.

Since this criteria is weak on a certain number of methodological points it was de-
cided to also compute the net present value (VAN in French on Fig 1) of the project.
To compute any of these two criteria implies computing the savings generated by the
project, i.e. comparing the differences in investment and operating costs between the
base solution (the present technology, kept with eventual replacement over the hori-
zon of the project) and the new solution. The actualisation is made, in both case, to
the horizon considered meaningful by the project holder. The computation of both
criteria require an evaluation of the annual savings (économie in French on fig 1) of
the project compared to the base solution. The savings can be computed taking into
account the changes in: cost of energy, maintenance, fiscal consequences. When
computing these criteria certain hypotheses will be made concerning the trends of
various energy costs and maintenance costs. These variables are uncertainand simula-
tion will be useful to ascertain the consequences of various scenarios The financing
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consequences are related to the financing mix. Personal financial contribution of the
project holder, loans of various kinds (banking loan and loan made by the local gov-
ernment at preferred rates to support interesting projects), leasing. It is also important
to notice that the service can be improved by providing a way for the project holder to
compare the consequences of the project with norms for similar projects (benchmark-
ing). It is clearly useful to isolate the impact of the financing on the return of the pro-
ject and be able to compute the criteria before or after financing. If the economic
analysis has been done it is important then to move to the fourth phase which is the
diagnosis of the financing strategy.

Very often the financing proposed first by the project holder relies on personal
contribution plus a banking loan. The project holder comes to the local government
service, in charge of promoting energy savings, in order to explore how to diminish
the investment as well as the cost of financing the project. In any case a diagnosis of
the financing proposed by the project holder is useful. A diagnosis concerning the
likelihood of obtaining the expected bank loan due to standard banking practice for
loan granting may be useful if a bank loan has not yet been secured. How the financ-
ing can be improved through public support in case the project is considered worth-
while by public authorities will be even more appreciated . A classical rule applied by
bankers is the necessity to maintain a maximum ratio between the net annual revenues
and the annual loan reimbursement (old loans + new loan related to project). This
kind of analysis requires computing standard loan schedules in terms of interests and
capital repayment over the horizon of the loan. Over and above a certain amount the
loan financing will need to be underwritten or mortgaged.

legal & Thermal . e
administrative "% diagnosis [ (one 1:_ef_pr036§l- .
& . i Lo [
diagnosis -
"
stop 2 - S L
g Ef‘umnm.ic ! Economic model
diagnosis : L
: ) Financing
stois | A ; ;
it o diagnosis

Fig. 2. Steps in the reasoning process during project study.

This mortgage can be provided only if the project holder owns the building. The
project and the building owner may already have a mortgage loan on a part of the
value of the building, as a consequence there is a limit to the amount of the new mort-
gaged loan.

However since the evaluation of the building may have been made at the time of its
acquisition, a new evaluation of the building may increase the project owner borrow-
ing capacity. This reasoning implies using a model to re-evaluate the value of the
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building given the date of the initial evaluation. The line of thinking used by an expert
in the evaluation can be represented on fig2. In each phase deductive reasoning is
carried out and this reasoning may require information on variables values which are
the result of model evaluation. The call to model evaluation is made only as required
by reasoning. It may also be pointed out that some set of rules, for example the set of
rules used for economic diagnosis may have to be reused. It may be the case to obtain
a diagnosis before or after financing. In other words it may be necessary to reuse a
rule subset according to new incoming information or change of hypotheses. With
respect to the implementation and structure of the application the reader is referred to
Klein 2004.

First Results and Conclusion

The first results were obtained during the validation phase of the application on a
certain number of cases. The results can be summarised by the following observa-
tions:

A considerable reduction in the time needed to deal with an applicant file. The ap-
plicants are often led to modify their hypotheses given the results of the initial sce-
nario. As a consequence the service to the applicant is improved since he can obtain a
series of diagnosis concerning various types of scenarios. The first experiments with
the tool tend to show that project holders like to be helped by experts to find a solu-
tion. They discover consequences of their project by interacting with the government
staff and they are ready to modify their initial project if proposals with good argu-
ments are made. In contrast with the situation before, the application also furnishes a
written assessment of his project.

An important improvement in quality, not only due to the various scenarios which
can be studied to fit the constraints of the applicant, but due to the elimination of
errors in computation or reasoning, always possible when one knows the number of
cases to be dealt with and the level of attentiveness of the staff.

This application led to a near complete formalisation of the knowledge used in the
evaluation of projects. This formalisation made the knowledge easily available and
comprehensible to all members of the local government service. Furthermore the
possibility of comparing the staff own diagnosis with that of the application together
with explanation greatly speeded up staff training and application improvements. In
particular change in legislation can be easily accommodated by just changing the
rules and models.
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Abstract. The integration of data from distributed sources within and
among different public authorities is an important aspect on the agenda
of e-government. In this paper we present a specific data integration
scenario at the Municipality of Bozen-Bolzano, where data from different
sources have to be joined via addresses of citizens. We analyze in detail
the problems which arise in this scenario. We show that addresses can
be represented in a tree structure, and hence, the problem of matching
addresses can be reduced to approximate tree matching.

1 Introduction

Electronic government (for short e-government) promises to revolutionize gov-
ernment and its interaction with customers. This transition is often characterized
by keywords such as improved transparency, improved quality, and efficiency of
service delivery, or one-stop government [1,2]. To reach these high-level goals, a
difficult technical problem has to be solved first: the integration of distributed,
inherently heterogeneous, and possibly inconsistent data sources [3].

The integration process poses a number of problems. Some of them are of
organizational nature, such as privacy issues or competence and ownership con-
flicts. Others are more technical problems, such as the use of different data
formats, schema integration, or limited access. Moreover, databases tend to be-
come inconsistent since different databases store information about the same
real-world objects, constraints are rarely used, and people apply different con-
ventions in referencing the same real-world object.

In this paper we use a scenario from the Municipality of Bozen-Bolzano where
data from distributed data sources have to be integrated. Since the databases
do not use key elements, we have to join data sets via other elements, such as
the residential address of citizens. Unfortunately, addresses have some peculiar-
ities: (1) they are referenced with a different granularity level, (2) streets might
have been renamed and this change has not been updated in all databases, and

* The work has been done in the framework of the “eBZ-Digital City” project, which
is funded by the Municipality of Bozen-Bolzano.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 102-107, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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LIVES | name street num LEASES | landlord tenant  street num apt
Augsten Ofenweg

5 Mayer Augsten Ofenweg 5 A
Gamper Ofenweg 5 Laimer Boehlen Ofenweg 65 c
Boehlen Ofenweg 5

PAYS | name street num apt OWNS | name street num apt
Mayer Ofenweg 5 1 Mayer Ofen Weg 5 1
Gamper Ofenweg 65 2 Gamper Ofen Weg 5 2
Boehlen Ofenweg 5 3 Laimer Ofen Weg 5 3

Fig. 1. The tables LIVES of the registration office, PAYS of the electric power company,
LEASES of the official register, and OWNS of the cadastre.

(3) different databases might use different labels to enumerate apartments. This
makes it very difficult to link data across databases using standard join tech-
niques. We show how in our scenario the integration of data via addresses can
be reduced to approximate tree matching.

The paper is organized as follows. Section 2 motivates our work with a con-
crete application scenario. In Sect. 3 we first introduce a tree representation of
residential addresses. Then we analyze two specific data integration problems
and show how they can be reduced to tree matching. Section 4 discusses related
work. In Sect. 5 we draw conclusions and point to future work.

2 A Data Integration Scenario

A typical situation in a public administration environment is a number of au-
tonomous databases which store information about the same real-world objects.
For example, the registration office, the cadastre, and the electric power com-
pany all store data about citizens and apartments. Although they refer to the
same objects, they are interested in different relations between them, e.g. who
lives in an apartment (registration office) or who pays the electricity bill for an
apartment (electric power company).

Figure 1 shows four database tables which are stored in different departments
at the Municipality of Bolzano and other public institutions. The database of the
registration office holds a table LIVES which stores the names of citizens (name)
and their primary address (street for the street name and num for the house
number). The electric power company uses the table PAYS to store addresses, for
which the citizens pay the electricity bill. The address is stored as street, num
and apt where apt is the number of an apartment inside a house. The official
register stores for leasing contracts the name of the citizens that let (/andlord)
and rent (tenant) an apartment, and the address of the apartment. The cadastre
has a table OWNS which stores the apartments owned by citizens.

Additional information about the terrain can be retrieved by combining data
from these databases, e.g. who pays the electricity bill for X or who has to pay
taxes. Thereby, addresses turn out to be an important linking element. However,
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due to their structure and the way they are stored in practice, it is rather difficult
to match addresses from different databases. In the following we analyze two
typical queries over the tables shown in Fig. 1.

Query 1: Who Pays the Electricity Bill for Augsten? We try to answer this query
by selecting all addresses from table LIVES, where the citizens name is Augst en,
and then selecting all citizens from PAYS that pay for one of these addresses.

As a result we get A; = {(Mayer), (Gamper), (Boehlen)}, which is different
from the intuitive answer, namely Mayer pays the bill for Augst en. The reason
for getting too many results is that we cannot exploit the apartment number
apt, since this column is missing in table LIVES.

Query 2: Which Addresses Exist? Now we are interested to get a list of all
existing addresses without duplicates. To answer this query we have to extract
all addresses from the four tables and to take the union of them.

We have to patch the missing column apt in table LIVES with nul | values,
as the UNI ON operator requires union compatible results. Then we get as a re-
sult As = { (Orenweg, 5,nul 1), (O enweg, 5,1), (OF enweg, 5, 2), (OF enweg, 5, 3),
(en Wg,5,1), (CFen Wg,5,2), (Fen Wg,5,3), (O enweg,5,A), (O enveg,
5, O)}. If we consider only the columns which are common to all tables (i.e. street
and num), we get {(COf enweg, 5), (Of en\\eg, 5)} as a result.

Again, both answers are different from the intuitive answer: It is very likely
that Of en Weg and OF enweg are the same streets, and the apartment numbers
A, B, and Cin LEASES refer to the same apartments as the numbers 1, 2, and 3 in
PAYS and OWNS, following just another convention for numbering apartments.

As we can see from the examples above, standard join and union operators
do not lead to satisfying results, as they hide the most plausible possibilities.

3 Matching Addresses

3.1 The Address Tree

The addresses that we use consist of street name, house number, and apartment
number. For the purpose of this paper we represent a set of addresses as an ad-
dress tree, where the root node represents a street name, the children of the root
represent house numbers, and the lowest level (if available) represents apartment
numbers. A single address is then a path from the root node to a leave node in
an address tree. Figure 2 shows an example of an address tree.

Joining relational tables on addresses can then be reduced to matching the
corresponding address trees. In the following section we will analyze the address
trees that we have to match in our example queries.

3.2 Matching Incomplete Addresses

In order to give an answer to query 1, we have to match addresses that are
stored with a different level of detail. While table LIVES gives only street name
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LIVES: Ofenweg PAYS: Ofenweg
street
name Ofenweg }
5 5
SN
house / \ / | % / ‘ \
numbers 1 2 / 5 \ f_f E Y 1 2 3
apartment / \ | < i ~
migabers: 1 2 1 2 3 Augsten Gamper Boehlen Mayer Gamper Boehlen

Fig. 2. Address tree. Fig. 3. Matching incomplete address trees.

and house number, PAYS stores also the apartment numbers. Figure 3 shows
the addresses of both tables as address trees. In addition, we assign the citizen
names to the leaves of the trees (dotted lines).

Note that addresses appear neither in the query nor in the answer. They are
merely used to join the two tables. Therefore, the goal of matching the address
trees in this case is to find a mapping between the citizens associated with the
leaves of the trees.

In the address tree LIVES all citizens are associated with the same node (the
house number 5), while in PAYS they are associated with the children of the
corresponding node. This is the case, because addresses are given with different
levels of detail. As a consequence, we have to match a single node in one address
tree with a subtree in the other address tree.

In order to find a match between incomplete trees, such as a match between a
node and a subtree, we will exploit knowledge about the data sources and their
respective domain. Continuing our example, we assume the following domain
knowledge:

— It is more likely that someone pays the electricity bill for the apartment he
lives in than for another one.

— If there is an electricity bill for an apartment, then the apartment is probably
occupied.

Then we would conclude that Mayer pays the electricity bill for Augst en, which
is the most likely answer.

In this example we only use databases directly involved in the query. But one
could also exploit knowledge from other databases storing information about the
same addresses. Using also the tables OWN and LEASES we could confirm our
choice for the most likely matches.

3.3 Matching Street Names

In query 2 we ask for all existing addresses without duplicates. One reason, why
we get too many results for this query is that street names are spelled differently
in the tables. In practice, it is rather likely that different databases use different
conventions for street names. Moreover, street names can change over time, and
these changes are not always updated in all databases.
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PAYS: Ofenweg OWNS: Ofen Weg

\ \
AN AN

Fig. 4. Matching street names based on the address tree structure.

We could try to apply conventional techniques for matching similar strings.
This approach has two major drawbacks for street names:

— The method fails when streets get renamed.

— Different streets with similar names are likely to be merged, although the
names are correctly spelled, e.g. “Triester Strae” and “Trienter Strale” are
two distinct streets in the city of Bolzano.

To improve this situation we propose to consider the structure of address
trees. In one of our databases, which contains approx. 50,000 addresses and
300 streets, we found that more than 90% of the address trees have a unique
structure. None of the ambiguous address trees contains apartment numbers. It
seems that in presence of apartment numbers we have good chances to identify
a street only by the structure of its address tree.

Figure 4 shows the address trees for the tables PAYS and OWNS. They differ
only in street name stored in the root node, while the rest of the tree is identical.
Note that in general address trees from real-world databases are much larger.

4 Related Work

Matching ordered labeled trees has been studied in combinatorial pattern match-
ing [4]. [5] represents XML documents as ordered labeled trees and does an
approximate join on them. A metric tree distance function is used to decide,
whether two trees are similar enough to be joined. In our case an analogous
distance function could be used to find similar street structures, but would fail
for matching incomplete addresses trees.

Approximate string matching has been extensively studied over the last years.
An overview is given in [6]. [7, 8] apply approximate string matching to data
integration and cleaning. Our approach differs from pure string matching in
that we exploit also the structure of the data items we match.

Another body of work analyzes integration architectures for a set of data
sources by using a global schema which provides a reconciled, integrated, and
virtual view on the single sources [9]. Query answering with inconsistencies is
also addressed in this community [10]. Inconsistent data are defined as data
that violate certain constraints. Unfortunately, in most of our cases we can only
express “weak” constraints, i.e. we can indicate likely situations but we cannot
exclude exceptional cases.
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5 Conclusions and Future Work

This paper analyzes the situation, where data from different sources have to
be combined, focusing on the case where residential addresses are the link-
ing elements. The analysis of real-world data from the Municipality of Bozen-
Bolzano revealed that addresses are stored with different level of detail in differ-
ent databases and that coding conventions vary. Examples show that standard
techniques to query these data fail also for simple queries.

We introduce a tree representation, called address tree, for residential ad-
dresses, which allows us to reduce the comparison of addresses to approximate
tree matching. Two common problems in matching residential addresses are
studied in detail: (1) if addresses are stored with different levels of detail, ad-
dress trees with missing leaves have to be matched with complete address trees;
(2) if the street names do not match (e.g. due to different naming conventions),
we can try to match the corresponding address trees. We further point out that
domain knowledge could be exploited to facilitate the matching problem.

Currently, we analyze in more detail domain knowledge for address matching.
Future challenges will be to develop efficient algorithms for approximate tree
matching, which are tailored to address trees and exploit domain knowledge.
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Abstract. In this paper, we present an approach based on hierarchically struc-
tured business models as artifacts of business process modeling that are used in
a stepwise acquisition process for large software systems to reduce complexity
and to increase efficiency and effectiveness. These models are abstract enough
so that the scope for ideas of the suppliers is not unnecessarily narrowed. But,
they can be detailed and deeply technical if this is necessary. An adequate de-
gree of abstraction allows the public authority to benefit from the ideas of the
supplier in a collective learning process. The business models are furthermore a
lingua franca for all parties concerned in the acquisition process and a valuable
source of information for the time after.

1 Motivation

Since the beginning of electronic government, business process management and
modeling have played an important role in the public sector, and still do. They offer
comprehensive procedures and techniques to receive a clear picture of the processes
and the associated objects in this field, improve them if necessary and select appropri-
ate forms of IT support [4].

The selection and procurement of IT support is not as trivial as it is in the private
sector. The acquisition of services in the public sector is subjected to European direc-
tives and national laws. These directives and laws have a great deal of influence on
the process and the artifacts that are necessary to obtain IT services [5].

Hierarchically structured business models as artifacts of business process manage-
ment are used to deal with complexity. In our approach these different levels of detail
play an important role as information parcels in a multilevel acquisition process to
decrease the complexity of the acquisition process.

In an analysis of acquisition documents we have observed, that the information and
the criterions built on this information to select the appropriate supplier, are too de-
tailed and technical although this seems not to be necessary. This narrows the scope
for an effective solution and increases the complexity of the acquisition process. Our
approach is to solve these problems through a stepwise information flow based on
business models integrated into a legal acquisition process.

The acquisition of IT based services in the public sector, especially the acquisition
of software systems, is not a core area in the field of electronic government. But, we
think that the improvement of this process is an important and valuable contribution
on the way to increase the efficiency of administrative processes and their IT support
and so on the way to electronic government.
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2 Hierarchically Structured Business Models

Business process management is a concept to deal with the complexity of the
administrative domain through structured processes. On the one hand the model
design is characterized by a high degree of process complexity and on the other hand
the information model is characterized by a high degree of object complexity [2].
Different views on information objects like for example organization view, data view,
function view or control view in ARIS [10] and different levels of abstraction are
common in business process modeling to handle object complexity.

There are two dimensions of abstraction in business models. The first is from a
global view like a value chain or business process map to a detailed view like a proc-
ess diagram as shown in [9]. The second is from business domain to technical repre-
sentation as it is implemented for example in the ARIS house: requirements defini-
tion, design specification, implementation description [10].

3 Public Service Acquisition

The acquisition of services in the public sector encompasses the acquisition process
with its artifacts on the one hand and the criterions to determine the appropriate sup-
plier on the other hand.

The European directives on service acquisition basically provide three types of
award procedures, the open procedure and the restricted procedure that allow a one
shot acquisition and the negotiated procedure that allows a flexible and stepwise ap-
proach [1]. The fact that the negotiated procedure allows the negotiation of the con-
tracts with the services providers renders it unnecessary to have a complete specifica-
tion of services in advance. The specification is then completed and detailed by the
public authority and a service provider during the acquisition and software develop-
ment process.

The criterions are not determined by directives in detail. A classification based on
[6] and [11] could be the following:

o Business models. This criterion comprises the frame within the software system
to procure is accomplished. It covers the processes and the organization struc-
ture to support, the information objects necessary to these processes and the
other information systems.

e Vendor’s ability to execute. This criterion consists of two aspects. These are the
financial execution capabilities like investments in research and development
and in sales and marketing and the technical execution capabilities like the rela-
tive quality of the personnel within the key departments or references on similar
projects.

e Vendor services and support. This criterion includes the quality, availability and
reliability of the value added services offered by the vendor like installation,
training or maintenance.

e Product and service costs. This criterion evaluates the relative cost of the ser-
vices.
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4 A Stepwise Approach

For us, business process management is an enabler for the efficient acquisition of
software systems, not solely in the public sector. A long term concern of an organiza-
tion with its processes and the involvement of the staff of all levels within the scope
of organizational-learning [3] create a better understanding of what happens and pin-
points the aspects for process and IT change. An upcoming acquisition demand for a
software system is a good time to introduce procedures of business process manage-
ment in an organization if this opportunity has been missed so far. When considering
the aim of the modeling (selection of software) it is necessary to determine the object
of modeling and the modeling methods and tools as described in [2] or [4].

With business process management as a pathfinder, a concrete acquisition project
should start in an optimized environment with documented process information. The
first part of an acquisition project using the negotiated procedure, consists of steps of
formal communication in terms of structured documents. It is fundamental not to
oversize the information parcels in these first steps and to use a communication nota-
tion that is adequate in dealing with complexity and that is understood by all stake-
holders (lingua franca).

The first major step in an acquisition project is the posting of the prior publication
that is used to inform potential candidates about the planned project so that they can
decide if they are qualified and capable. The business models used in this step are
giving an overview of the domain on a high level. Value chain models or business
process maps are used in this document. Based on the prior publication the candidates
send in a request for participation that is used to shortlist the most eligible candidates
primarily based on vendor’s ability to execute criterions.

The second major step that is conducted with the selected candidates is the request
for proposals that are the foundation for the negotiations afterwards. In this step the
business models have to be detailed enough to create a first proposal. The degree of
detail depends on the problem. The candidates have to make assumptions if informa-
tion is missing that are discussed in the negotiation step. The proposals encompass a
specification based on the candidate’s system architecture and details about service
and support and a price.

Based on the offers the public authority starts negotiations with the candidates
about the offers. This step is used to fix details and prove the technical execution
capabilities through prototypes. The negotiations are based on the business models
that are refined in this process. More detailed and technical models based on system
architecture are added if necessary. Variants of business models exist for each candi-
date. The goal of the negotiation step is a contract that is used to select the most eligi-
ble candidate, the supplier.

Beyond the acquisition project the business models are used during the develop-
ment and the transition of the software system and as organizational documentation
that is continuously maintained.

S Conclusion
The information transferred from the public authorities to the service providers during

an acquisition project is in the majority of cases too complex and detailed. This nar-
rows the range for an effective solution from the beginning of the project.
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Our approach is based on hierarchically structured business models as artifacts of

process modeling that are used as adequate information parcels in a stepwise acquisi-
tion process. This enables a collaborative and evolutionary process between the public
authority and the service provider with a maximum of flexibility.

The method presented in this paper fits into a wider concept based on business

process management, software engineering and the directives and laws on public
service acquisition, to increase the efficiency and the effectiveness off the acquisition
of software system in the public sector so that the acquisition process is an efficient
enabler for electronic government (see [7], [8] and [9]).
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Abstract. The success of job qualification depends strongly on the transfer of
learning aspects into everyday business. Within the project “Customer Support
for Job Learning on Demand” a multi-functional hotline via internet video con-
ference was built up to guarantee properly matching vocational IT qualification
on demand. The results of the project include a contribution for an improvement
of the quality of occupational training towards specifically required qualifica-
tions, and focus on lifelong learning through active inclusion of the users’ ac-
tual work. Learning and training are not “stored”, but really available on de-
mand. It was also possible to demonstrate the successful feasibility of such job
training programmes with immediate reaction to current customer concerns in
the area of public administration with its high security requirements.

Background

Qualification of employees in enterprises, institutions or public administrations, life-
long learning and above all the conversion of the learning within everyday business
situations is all becoming more and more important, and certainly, far more signifi-
cant than is generally recognised. If a real increase in effectiveness and efficiency of
training programmes is to be achieved, then learning has to concentrate on the solu-
tion of actual work problems. This presupposes employees who have a greater scope
of action and a greater sense of their own responsibility for lifelong learning. In addi-
tion the conditions must be created to be able to learn electronically in work within
the organizational units.

Within the project “Customer Support for Job Learning on Demand” setting up the
customer support studio with the hotline MamBHo (stands for “mafgeschneiderte
multifunktionale Beratungshotline” or customised multifunctional advisory hotline)
via the internet and the use of the video conference system with multimedia equip-
ment had to be achieved on an uncomplicated everyday level for the customer. The
project received financial support from the industrial research association “Otto von
Guericke e.V.” (AiF), promoted within a program of the Federal Ministry for Educa-

This paper is a short version of project results written in German in more detail about the
video conference hotline called MamBHo and the development of the customer support stu-
dio, to be published in the Wissenschaftliche Beitrige (Forschung — Lehre — Technologie-
transfer) of the TFHW, vol 2/2004, ISSN 0949-8214. The website http://www.tth-
wildau.de/web_wvr/scholl/mambho provides information about the project.
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tion and Research (BMBF) for applied research and development (aFuE) and ran
from 01.09.2002 to 29.02.2004. Besides hard- and software, two persons, a research
assistant (20 h) and an administrator (10 h) were funded - so the project was strictly
limited, both as regards running time and also equipment and personnel. Within the
project we had contacts to 16 institutions and 21 employees, with a training course
potential of altogether 100 participants. Unfortunately some partners in particular
from enterprises withdrew their participation in the project due to their own continu-
ously negative economic situation.

Some Technical Problems and Further Aspects

When clarifying the technical feasibility especially in the field of public administra-
tion we encountered more complex problems than we had expected. As soon as a
firewall in the network system is present, the necessary inclusion of the network ad-
ministrator can become the “bottle-neck” of the implementation of electronic learn-
ing, because ports must be opened and administrative access on the respective PC
must be ensured. These conditions are often difficult to solve in public administra-
tions because of the strict data security and general security rules — however a solu-
tion to this problem was pursued in the district Dahme Spreewald and will be de-
scribed further below. In contrast video conference is technically feasible without
such problems, if neither side uses a firewall, or, if electronic learning is carried out
via an enterprise-wide intranet.

To participate in the hotline the following minimum requirements were necessary:
a standard up-to-date PC, a web camera, an audio mechanism (headset or loudspeaker
and microphone), free internet access (e.g. ISDN, TDSL, network with internet ac-
cess), and suitable video conference software. In order to keep the technical and fi-
nancial expenditure low for possible participants, we decided to use Microsoft Win-
dows NetMeeting as a common basis. Microsoft NetMeeting activates functions of
real-time audio and real-time video as well as data communication via the internet.
Microsoft NetMeeting supports the H.323 audio and video conference standard as
well as the T.120 data conference standard; it can be used for calling and receiving
products which are compatible to these standards. With this sufficient equipment and
appropriate services Microsoft NetMeeting can call using a H.323 gateway and be-
yond that it can call H.323 MCU (multi-point control units) and participates in multi-
point audio video conferences. The installation of all components mentioned presup-
poses administrator rights on the appropriate user’s PC. If the PC is directly connec-
ted with the internet, a video conference can be immediately started. But Microsoft
NetMeeting can only manage an audio-video-connection with one partner - therefore
our video conference system was only used for audio-visual connections (also multi-
point links) and a second PC was used at the same time as a data PC for data commu-
nication. With our technical equipment the following variant of the connection proved
to be optimal: First the participant selected our video conference system from the
Microsoft NetMeeting window (input of the static IP address of the server) and con-
nected for audio and video'. Second a coincident connection to our data PC was
established (input of the special IP address) with data exchange via T.120, meaning
that the use of chat, whiteboard and file transmission within Microsoft NetMeeting

! Sony Corporation, multimedia terminal PCS-6000P, operating instructions, 2000.
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was possible. After successful connection the audiovisual contact between partici-
pants and lecturer was realized via the video conference system. On the lecturer side
this included an interactive digital wall display with a large canvas in the studio, so up
to four participants can be seen sufficiently, or it can be used to develop learning
content written on this wall. The partners can see and hear themselves and each other,
so the feeling of a real contact in this virtual area is developed. The connection via our
data PC made it possible for both lecturer and trainee to use the necessary programs
together and in alternation. In the process of the project with this kind of connection
different scenarios of electronic learning were developed and tested. Besides the pure
learning content all participants had to make themselves familiar with the technical
conditions, hardware and software, and had to analyse video and tone problems and
had to solve those problems together step by step.

The example of the administrative district Dahme Spreewald is chosen here to il-
lustrate use of our hotline because it is an example of a public administration with
substantial data security. Internet access of all users is protected via a multi-level
firewall and for data transfer generally an appropriate proxy server is used, which
examines and assigns rights of user access. As an result of our solution video confer-
ences between users in the local area network and users of the internet were made
possible without security risk to registered participants in the in-house net. The server
was set up with open source software, which is a combination of gatekeeper and
proxy server with the designation “gnugk-2.0.6” (www.gnugk.org). This solution
would also be conceivable in other secured mechanisms of public administration.

Job Learning Results

Many variants of a video conference were tried out, experiences were gathered,
knowledge was transferred and problems were solved. Apparently simple conditions
gained in significance: For example within a multipoint connection the partners
should not talk at the same time, and it is important that this is understood from the
outset. In addition the participants must guarantee that all necessary ports are open.
Four main scenarios of job training programmes via internet video conference were
defined:

— Scenario 1: A customer, e.g. a former participant of a traditional training pro-
gramme, has a software problem on the job, selects our IP addresses and calls us
as described above. It makes sense to have the same versions of the software,
but this is not necessary. The customer starts his program and afterwards hands
the control to the lecturer, who shows corresponding solutions as an answer to
the questions and discusses the problems. In the further process the lecturer
hands the control back to the customer who tries out the solution. Lecturer and
training course partner keep in audiovisual contact so that explanations and fur-
ther inquiries are effective. The use of the main camera and later of the object
camera (for handwriting or book hints) by the lecturer make it possible to show
all the different necessary materials within the job training programme. Like-
wise the further functions of Microsoft NetMeeting can be used successfully,
i.e. in this case above all the possibility of the file transfer.
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— Scenario 2: Similar to the first scenario, however with more participants. When
using our video conference system as described, up to four participants could be
included in each session. All functions of Microsoft NetMeeting can be used,
including the chat to give a signal if tone problems occur.

~ Scenario 3: A group of experts sits in the customer support studio at the table
with a table microphone and discusses a question. The experts show different
aspects of the topic with different media (white-board, flipchart, figures etc.),
which are shown to the participants by selected cameras. Moreover, the main
camera of the video conference system can shadow movements of walking peo-
ple.

— Scenario 4: A problem solution or a training session is recorded either with a
video camera or with the “eBeam-function” of the digital wall display, in order
to be able to show it to further participants later on.

Short interruptions could almost always be repaired quickly and did not impair the
implementation of the training session, as the participants confirmed. But the opera-
tional business of the hotline including speedy disturbance recovery and technical
assistance for the participants requires the presence of an administrator beside the
lecturer, so the former retains an overview of the technical security and the latter is
completely concentrated on the individually aligned training. This is also important
because the lecturers have to react ad hoc and very flexibly to concrete questions in
such a non-pre-defined training situation. Those situations can sometimes cause lec-
turers to become disconcerted, i.e., such a custom-made and electronically based
learning situation also presupposes lecturers with wide training course experience.

Not only was the feasibility of training courses for the job required proven by this
project, but there was also a remarkably large acceptance by all participants of this
kind of job qualification (even of those, who do not understand information technol-
ogy as a major task of their own work situation). Within our project, which was
strongly limited by financial and personal resources, it was possible to guarantee
qualified assistance for problems and purposeful reaction to current vocational re-
quirements as well as take into account changes in new program versions. Likewise
the video conference system provided intensive contact and good communication, so
that knowledge transfer was always possible. Video-connection played an important
role in creating the right feeling between the participants, nevertheless without sound
quality the hotline doesn’t work. The main use is to create a properly matching quali-
fication to solve IT problems at work with an individually tailored advice programme,
with customised coaching for different types of learners and with adapted material
using different media. This is, no longer learning on supply, and in addition travel
expenses are saved. MamBHo facilitates a competent, advisory knowledge hotline at
the right time at the right place for properly matching qualification. However, in order
to be able to operate MamBHo in the customer support studio as a permanent busi-
ness to teach employees in enterprises and public administrations on demand in fu-
ture, the development of an economically viable operating model is necessary.
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Abstract. Recent e-voting pilots in the UK have demonstrated that there are
different factors to be considered in the administration of electronic voting. In
this paper we present a framework for the evaluation of the level of difficulty
involved in the deployment of e-voting schemes. Taking the public authority’s
point of view we identify eight factors, which increase the overall difficulty of
e-voting administration. We suggest that as new e-voting technologies and as-
sociated activities are introduced in the re-design of the electoral process, its
administration becomes increasingly more difficult. We provide examples ex-
plaining the practical use of the suggested framework based on some of the
2003 UK e-voting pilots. In concluding we refer to existing limitations of the
framework and suggest future work, which could expand its analytical value.

Introduction

Two recent publications, one from the US and one from the UK, highlight the fact
that the successful deployment of electronic voting is proving to be more difficult to
achieve than originally envisaged. In the US, one of the most publicized experimental
projects SERVE, on behalf of the US Department of Defense, was cancelled [12]. In
the UK, the evaluation of the 2003 e-voting pilots highlighted many areas of current
e-voting practice that need to be improved [2]. The UK e-voting pilots in particular,
have provided us with useful experience, aspects of which we analyze in this paper.
In our research we have found it necessary to differentiate clearly between e-voting
pilots that provided an additional voting mechanism, i.e. a new channel for voting,
and those which add technology to different stages of the electoral process but which
did not provide technology for actually casting a ballot — we define these as e-enabled
elections. Overall 36 fully evaluated e-voting pilots have been conducted in the UK to
this date, 16 in May 2002 and a further 20 in May 2003 [14], [3]. These were in all
cases legally binding elections on a Local Authority level. The possible e-voting
channels for casting a ballot were: touch-screen voting kiosks, internet voting, interac-
tive voice response (IVR) landline telephone voting, SMS text message voting, digital
television voting. Seventeen of the UK pilots (4 in 2002 and 13 in 2003) provided
voters with multiple e-voting channels. When these channels were offered concur-
rently the need for an electronic on-line version of the electoral register was created to
allow real-time valid voter identification. When paper ballot voting was maintained as
an option, whether polling station or postal, that added extra channels in which a
ballot could be cast. The use of the e-register, in combination with traditional polling
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station voting, also enabled voters to cast a ballot at any polling station within their
ward. Additionally smart card technology was used for partial voter identification and
there was electronic counting of paper ballots. These e-voting pilots, which used the
e-register or the e-counting of paper ballots, are examples of semi-automated proc-
esses, which partially supported or “e-enabled” the voting process. Finally it should
also be noted that some of the new e-voting channels piloted, due to their nature,
allowed remote, unsupervised voting. The introduction of such a range of technical
innovations makes the management of an election more difficult for public authority
electoral administrators. The purpose of this paper is to provide public authorities,
considering deploying e-voting in the future, a framework to assess the potential de-
gree of difficulty that a suggested e-voting pilot fosters.

The research presented in this paper forms part of a doctoral program concerned
with the identification of the emerging constraints in re-designing the electoral proc-
ess in relation to information and communication technologies (ICTs). Empirical
research was undertaken which comprised interviews and observations, conducted
both during the run-up to the election and on the actual polling day in one of the 2003
UK pilots. The analysis of the published evaluation reports combined with findings
from our empirical work have lead us to conclude that there are eight main factors
which can increase the level of difficulty of an e-voting pilot. In the following section
we present these factors and justify why we consider them to increase the level of
difficulty involved in deploying electronic voting.

Difficulty Factors

The introduction of e-voting technology. The traditional voting process makes little
use of ICTs. In contrast e-voting implies the introduction of technological elements in
some or all stage of the voting process. In the UK pilots we have identified five dif-
ferent e-voting channels: Voting kiosks, which have been used in two variations,
either dedicated hardware for the sole purpose of voting as was the case in the 2003
Epping Forest pilot [4] or existing multiple-use kiosks as was the case in the 2003
Sheffield pilot [5], interactive Voice Response (IVR) touch tone telephone voting,
SMS text message voting, interactive Digital television voting (iDTV) and Internet
voting, accessed either from PCs, at home, work, and publicly made available PCs, or
internet connected kiosks. The use of WAP enabled mobile telephones has been sug-
gested in the literature as an extra gateway for casting an e-ballot [13], [11], however
it has not been piloted yet in the UK and therefore not included in this analysis as an
extra voting channel. It has also been suggested that e-voting channels and the neces-
sary technical infrastructure to support them should be considered differently [11],
and that the ownership of infrastructure should initially remain with the control of
public authorities [1]. However, the provision of channels and infrastructure has been
outsourced to commercial suppliers, with the exception of the 2003 Broxbourne pilot
e-enabled schemes where an “in-house” PA developed e-counting system was de-
ployed, [6]. Thus Local Authorities (PAs) remained with the task of providing the
necessary administrative support to make all these technologies operational for vot-
ing. Such tasks included the provision of voter and candidate data to commercial
suppliers, the dissemination of pins and passwords to voters or the collation of results
from the different voting channels used. The fact that PAs typically had no ownership
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of the technology decreased the level of control that they had over a process for of
which they were legally liable. In effect PAs had to rely on technology providers for
adequate performance and support of the e-voting technologies. Furthermore PA staff
had little or no experience in the use of the voting technologies. Therefore the intro-
duction of the innovative “e” element in the voting process makes its delivery more
difficult than the delivery of traditional elections.

Paper ballots along with e-ballots. In most cases the introduction of e-voting chan-
nels was complementary to existing polling station voting. That meant that provision
had to be made for two different kinds of ballots: the paper ballot and the e-ballot.
Double voting could be encountered in more than one ways: two paper ballots, two e-
ballots or one paper and one e-ballot. Therefore the parallel provision of paper and e-
ballot provides malicious voters with three alternatives of double voting instead of
one in the traditional process (two paper ballots). Having two versions of ballots also
means that two separate counting processes must be held and results of the two need
to be collated at the end to produce the overall final result.

Multiple channels of voting. Every extra channel for casting a ballot provided to
voters has two main effects. In the first instance it creates additional workload for
those charged with the administration of the extra channel, i.e. the PA staff. Moreover
the voting process in general becomes more vulnerable to double voting as each extra
channel provides voters with one more opportunity to cast a ballot. It is therefore
harder to secure the overall integrity of the election, as every extra channel requires its
separate authentication mechanism. However in introducing this factor we consider
that the multiple channels offered are not made available at the same, or overlapping
voting periods.

Duration of the voting period. In the traditional polling station voting, all voters cast
their ballot within the same time frame. The usual time frame for voting at polling
stations of one day (8am to 9pm in the UK) is considerably increased when e-voting
channels are introduced. To provide an example, internet voting, at the 2003 South
Somerset pilot, was available 24hours a day for a period of one week [7]. Extending
the voting period, also extends the time frame during which the electoral process has
to be safeguarded and therefore more resources, dedicated to this aim, are required.

Simultaneous multiple channels. When multiple channels of voting are available
over the same or overlapping voting period then the degree of difficulty is increased,
as they need to be secured against multiple uses from the same person. To achieve
this objective each voter needs to be uniquely identified through the authentication
options followed in the different channels. In effect it requires an integrated e-register
available in real-time. On the other hand if voting channels are offered in successive
voting periods, then the channels can be more easily controlled, as this is done for one
channel at the time. This creates a paradox in relation to the traditional single channel
polling station voting, where the fact that voters cast their ballot within the same time
frame makes the process more controllable

The use of the electronic register of voters. The deployment of an on-line, real-time
updated version of the electoral register was proven to be a more difficult task than
originally expected [8], [9]. The “e-register” has two main uses. Firstly, as back-office
application, it serves as a single point of reference for voter authentication, and thus
allows multiple channel simultaneous voting. Secondly, as a front office tool, the use
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of the e-register can allow voters to cast a ballot at any polling station linked to the e-
register. The concept of specific voters being attributed to a specific polling station
has long served the integrity of elections, therefore the use of the e-register creates a
less secure environment for voting as voters are no longer related to a specific polling
station. This is even more relevant in the UK, where no formal token identification is
required in the voter authentication process, other than stating one’s name and address
to the polling staff. In this case, the idea of “familiar faces” going to a certain local
polling station offered some extra layer of security to the process which is now lost.
Security is therefore sacrificed for the sake of convenience.

E-enabled voting. The electoral process becomes e-enabled when at least one of its
sub-processes is re-engineered to a semi-automated procedure that introduces some
technical element to the electoral process, and involves the action of a human agent
for its completion. In such cases the overall process is e-enabled and no longer the
same as the traditional process. Still, it cannot be characterized as e-voting as techni-
cal elements are introduced in some of the electoral process stages and not all. E-
counting of paper ballots is an example of hybrid processes as there is staff involved
in the operation of the e-counting machines. The operation of the e-register by staff at
polling stations (front office version) is another example. The use of the e-ballot box,
which automatically counts a specially printed paper ballot at the same time a voter
casts the ballot at a polling station, as piloted in 2003 at South Oxfordshire [10], is yet
another example. The human element in these sub-processes although providing
greater transparency to the overall process, imply staff costs and effective staff train-
ing, while at the same time opening the process to human error related risks.

Unsupervised voting. Polling station voting provides a controlled environment. A
supervised process is by nature more secure, as there are more opportunities for audit
of the process, therefore a higher level of transparency provided. The presence of a
human agent in supervised voting insures voter authentication, voter privacy and
eliminates the possibility of undue influence imposed upon a voter’s free choice. All
these benefits are lost when voting is unsupervised. Remote voting from home or
workplace, using any of the available technologies, voting from public kiosks and
postal ballot voting are examples of unsupervised voting channels.

It should be noted that we do not suggest in our analysis, nor have identified in our
research that some factors pose greater difficulty than others, or that some channels
are more difficult to deliver than others. We therefore attribute the same degree of
difficulty to all factors and voting channels. As each factor or channel is introduced
the level of difficulty of an e-voting pilot is increased. The starting point for establish-
ing the degree of difficulty is the traditional polling station voting process. This is
attributed a difficulty degree of O as none of the eight factors which could increase its
existing level of difficulty is applicable. In the following section we demonstrate how
the framework can be used to assess the potential levels of difficulty of e-enabled or
e-voting pilots.

Using the Framework to Establish the Difficulty Level
of an e-Voting Project

Paper ballot based voting can be polling station voting, all postal ballot schemes (no
polling stations), or a combination of polling station voting with postal voting. As no
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e-voting channels are included, the degree of difficulty of e-enabled paper ballot vot-
ing can increase by the remaining six factors: more voting channels (in this case up to
two), offered for a prolonged period of time, being run concurrently, allowing voting
from any polling station through the use of the e-register, involving semi-automated
processes such as the e-counting of ballot papers and finally some channel being un-
supervised (in this case postal voting). As each factor is added the degree of difficulty
is increased by one level. Polling station voting can be jeopardized by a prolonged
voting period, an e-enabled element or the use of an e-register. The fact that it is su-
pervised and the only voting channel offered, excludes all the remaining difficulty
factors, so this option can reach the third degree of difficulty. Similarly all postal
voting being the only channel offered and unrelated to the use of the e-register, can
also reach the third degree of difficulty. When both polling station and postal voting
are available over the same voting period, then the sixth degree of difficulty can be
reached by introducing an e-register of voters and in addition e-counting.

The second part of this framework starts from the premise that at least one e-voting
channel is present. The use of e-voting technology automatically attributes one degree
of difficulty. Each of the remaining seven factors could then increase the degree of
difficulty by one level for that specific e-voting channel. However this does not cover
the extra levels of difficulty that occur with the introduction of more than one e-
voting channels, nor the option of paper ballots being offered both at polling stations
and as postal voting. On the basis that any extra channel, whether e-ballot or paper
ballot, adds one more degree of difficulty, we therefore increase the level of difficulty
by one degree for every extra channel offered (other than the original e-channel).
Given that we have a total of five e-channels and two paper channels, the degree of
difficulty could increase up to six (5 e-channels —1 e-channel already calculated +2
paper ballot channels). Therefore, according to the suggested framework the maxi-
mum degree of difficulty that an e-voting scheme could reach is fourteen, (8 difficulty
factors, plus 6 if all possible channels are offered). To demonstrate the use of the
framework to assess the degree of difficulty involved in an e-voting pilot, we provide
an example based on the 2003 UK pilots. In Sheffield, the local authority piloted a
simultaneous multiple channel e-voting process involving IVR, unsupervised kiosk,
SMS and internet voting, provided for period of seven days, combined with e-register
enabled polling stations and postal voting. According to the suggested framework this
pilot reached a total difficulty degree of 13, adding the 8 levels of difficulty factors,
the 3 extra e-voting channels and the 2 paper channels.

Conclusions

The framework presented in this paper aims at providing public authorities with a
method to evaluate the prospective level of difficulty that the deployment of an e-
voting scheme might foster. As such it could facilitate the strategic planning of simi-
lar pilots, on the basis of which difficulty factor poses an acceptable risk to the overall
successful delivery of an election. Some factors are inter-related. The difficulty,
which occurs from the administration of simultaneous channel voting, can only apply
when multiple channels of voting are made available to voters, as we need at least two
voting channels being offered to provide simultaneous process delivery. Similarly
when more voting channels are provided concurrently then the introduction of the e-
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register is imperative since it provides the necessary infrastructure for all-channel
voter identification. Furthermore in e-voting pilots, when the paper ballot is also made
available then the multiple channel factor is always applicable, since the existence of
a paper ballot option presupposes the existence of at least one extra voting channel.
This framework does not address the issue of multiple agents being involved in the
delivery of such schemes, as we consider this is more of an organisational issue rather
than an implementation one, which proper management can resolve. Finally we sug-
gest that the classification of channels and factors in different levels of difficulty
could expand the analytical value of the presented framework.
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Abstract. The paper proposes a method to implement the role of an election
committee in electronic voting. Decisions in the committee need not be made
unanimously, rather arbitrarily defined quora are supported.

1 Introduction

One of the main issues in electronic voting is the protection from fraudulent manipu-
lations of votes by the administration of the election system. A method to prevent
such manipulations is to asymmetrically encrypt the submitted votes by the voter
client using public keys supplied by the election committee, where each committee
member retains the private key part. Hence, nobody including the election server
administration has access to the encrypted ballot sheets. Only when the ballot box is
“opened” by the election committee, the private keys are provided by the committee
members and the votes are accessible. This procedure was implemented in the system
used by [1].

It requires, however, all private keys to be supplied correctly by the committee
members, which means that all decisions in the committee have to be made unani-
mously. Also, it gives every member the opportunity to sabotage the election by sup-
plying no or a fake private key. Also simple accidents of committee members or loss
of storage media may result in the ballot sheets to be inaccessible and hence lost.

The question of quorum-based decisions on opening the ballot sheets arises. “Quo-
rum” may refer to a unanimous, majority or minority decision. The protocol presented
in the paper is to meet the following requirements:

a) Nobody outside the committee is to know any of the private keys of the commit-
tee until the opening of the ballot box.

b) No committee member knows the private keys of any other committee members
used for encrypting the votes until the opening of the ballot box.

¢) Any pre-defined quorum of the election committee can open the ballots.

d) A group of members short of the quorum even by one member only shall have a
non-realistic chance in deciphering what a valid quorum may decipher.

e) No committee member is able to sabotage the process by supplying fake keys.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 122-127, 2004.
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2 The Protocol

2.1 Implementation Options

Shamir [2] suggested the use of polynomial equations where a polynomial curve in-

tersects the y-axis at a given secret number N and the knowledge of a certain num-
ber of points on the curve enables Lagrange interpolation of the curve and eventually
knowledge of N. The scheme can be expanded to general geometrical hyperplanes
[3], which enable representation of the most complex majority decision schemes in
committees also with members of different levels of authority [4], [S]. However, these
schemes presuppose that the original secret is known at some stage — at least to the
person constructing the polynomial curve around N or the hyperplanes. The same
applies to [6].

In the present application this is to be avoided: At no stage prior to the committee’s
(quorum) decision to open the ballot box shall the secret keys of the individual mem-
bers leave their respective domain.

A number of threshold signature schemes have been suggested in the literature, for
RSA-based [7] as well as for ElGamal/Diffie-Hellman [8], [9] signatures. Even
though they have primarily been suggested for distributing signature keys, particularly
in the RSA system, it is possible to adapt them to distributed decryption keys as well
(s. [10] for DSS with general application), however, the aim of repetitive use of the
signature keys is not an issue in this application. Such distributed signature protocols
have been suggested by Desmedt and Frankel [11] based on the RSA scheme, a very
elegant extension using Lagrange interpolation can be found in [12]. Gennaro et al.
suggested dealer-based schemes based on RSA and ElGamal signatures [13],[14],
which rely on a central dealer or verifier, resp., which would not be appropriate here,
even if the algorithm could hide the secret to the central dealer, as the election com-
mittee should also function when any member is absent. No member may have the
possibility to obstruct the committee.

On the other hand, the dishonest use of the keys in the signature (here: encoding)
phase itself (cf. [10], [15]) is not an issue, as the use of the keys is outside the respon-
sibility of the election committee.

2.2 Proposed Protocol

Denote i a committee member in an election committee of M members, and Q the
quorum that is necessary to open the ballot sheet. 0 < Q < M . The algorithm assumes

that there is an election committee server (ECS) run on behalf and under the control
of the election committee. It can be assumed that the ECS is only accessible to the
committee members, but this does not constitute a requirement for the protocol.

Preparation Phase
(1) Each committee member i creates an asymmetric key pair (d;,e;,n;) publishing

the external key and the modulus, (e;,7;), on the ECS. The moduli meet the con-
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straints #; <n;,y, d; <n;' and d,, <n . Members are ranked in increasing order by

their published moduli. This coordination is compatible with decentralized key gen-
eration, as the moduli are published anyway and the above conditions can be checked
by every member.

(2) d; remains within the domain of each committee member, stored on a secure me-
dia; it is also assumed that key generation happens in a tamper-prove environment
(e.g., a smart card).

(3) Each member i computes one or several ¢;, according to:
(3.1) All quorum combinations of members without repetition are established and

M
listed in the ECS. Their number is (QJ; denote each of them g, ; it represents a

quorum that may make a valid decision to open the ballot sheets.
(3.2) Each combination g, is randomly assigned to one of the committee mem-

ber i, who is not member of g, ; every member is at least assigned one such
combination, who uses the generally known public keys and moduli (e it j) of

all je g, ordered by the size of the respective modulus to sequentially encrypt
his d; thereby deriving the c; value(s), which is/are then published on the ECS.

(4) Each member i has a number of “challenge tokens” #, which she may use to
challenge another member j’s ¢y to supply his secret d;. Once d; is supplied, it

can be checked whether (i) (e s n j) form a valid key pair, (i) the ¢ originally
supplied by j can be recomputed according to the public keys e, Vke g, and
checked. If either identity cannot be re-established, j must have cheated; if both
identities can be established, it is proven that j acts according to the rules (cf. Propo-
sition 2).

(5) If a member had to supply the secret key d, he creates a new key pair and re-
computes the ¢; assigned to him according to steps (1) to (3), whereupon the next

round of challenges may happen. Assignment of challenges may also be subject to a
random selection.

Voting Stage
(6) All (g;,n;) are delivered” together with the voting software on election day and are
consecutively used to code the ballot sheets. Hence, the ballot sheets BS stored on the

ballot box server(s) are encoded as ((BS “ modn, )“')e” modn,, .

1" A condition, which should hold for well-formed key pairs anyway, as the values for d and
e should avoid extremes.

2 A possible method may be real-time key resolution from a defined server by the voting soft-
ware.
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Opening Stage
(7) BS are decoded after the election closed, either unanimously or after a quorum
decision in the committee (cf. Proposition 1). W

The obvious solution for Step (3) would be to encrypt each d; with all combina-

M-1 -1
tions of Q keys of the members of M'= M\ {i}, which is [ J:ﬁ .
Q (M-1-O0Q

This, however, could be difficult to manage in larger committees; in the case of a

!
committee of 11 with a quorum of 5 it would be 51'—05' =252 combinations of encrypt-

ing each d; with a sequence of Q=35 public keys. The above version is more parsi-

monious and takes into account that each quorum has to only access one single addi-
tional key in order to move on to deciphering the next key.

2.3 Discussion

Criteria a) and b) in the Introduction are clearly met, the &; of all election committee
members remain strictly private. Let us discuss the remaining criteria.

Proposition 1: Any quorum Q of the committee can access the BS. ®

Step 3 of the above Algorithm assigns one encrypted d; to every possible combi-
nation g, of committee members that constitute a valid quorum and do not contain
member i. Hence, g, can access the secret key of a member, who does not belong to
q, - Since this is valid at every step, all secret keys will eventually be available. O

As to requirement d), if a group of members short of a valid quorum collude, the
key is at least as difficult to break as a single RSA signature, as at least one key would
be missing; e.g, with M=5 and Q=3, 4, would be encoded to

((dfz modnz)e3 modn3) modn,; if 3 and 4 collude, the code would still be

d,” modn, , which corresponds to usual single-key encryption.
As to requirement e), the following proposition holds:

Proposition 2: The verification proposed in Step (4) is complete and sound.®

Completeness: The protocol requires member i to (i) create a correct RSA key pair
(e;,d;,n;) and to correctly communicate public exponent and modulus to the ECS,

(ii) to use the published e; of a quorum g, assigned to him to encode his private

key. Step (4) directly proves the fist point by verifying whether d; matches the public

key part published by the member. Since the e; remain the same for re-computation

of the encoded d;, also this part can be verified.
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Soundness: If i’s private key fails to meet the above criteria, the question arises
whether anybody else’s manipulations could be responsible for the mismatch. There
are two possibilities:

i) Another (or several other) committee member j : Given the published e; it is

i ’s sole responsibility to compute the consecutive d;* modn ; using the RSA

key member i himself generated.

il)  (ii) The administrator of the ECS or a third party; points of interference are (iia)
the key generation (which was assumed to happen in a secure environment),
(iib) key transmission and storage on the server. This may be corrupted, particu-
larly by the server administration, however, the public key parts are published
and hence, can be checked by every committee member. O

3 Implementation

In regards to implementation, the protocol employs standard RSA functionality and
should be straightforward to implement. The weak spot will rather be the handling of
the challenge tokens by the committee members. The number of possible challenges
¢t per member is a decisive security parameter. To see this, consider ¢ = 2. After two
challenges it is generally known that no more challenge could come from the mem-
ber, hence, no member will actually use 2 challenges, and the maximum will be 1
challenge (which can only be directed against a single ¢;, ). Hence, a larger maximum

number of challenges are clearly desirable, where each member faces a real likelihood
that he has to “show” the d; and verify the ¢; he created. This however increases

the preparation stage of the protocol. Future research may be directed towards reduc-
ing the complexity of the preparation stage.
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Abstract. In spite of doubts and misunderstandings regarding CRM implemen-
tation in the government context, its adoption has been significantly growing in
the last years. Different initiatives have been uncovering CRM benefits for gov-
ernment. Such as benefits may potentially enhance government responsiveness
and acceptance by society. In this paper we address the issue of what makes
CRM different from other existing solutions and approaches towards customers.
We also further analyze the importance of customer-focused strategies for gov-
ernment and which CRM functionalities are being exploited in order to improve
organizational performance and relationships with stakeholders. Different di-
mensions of CRM are briefly mentioned in order to provide a better understand-
ing of its scope and concepts.

1 Introduction

The adoption of Customer Relationship Management (CRM) initiatives is gradually
becoming one of the main concerns of senior public managers. Some of the main
government drivers of CRM are: the search for provision of seamless services via one
interaction point, the optimization of workflow processes, the implementation of e-
government initiatives, and the reduction of operational costs.

The aspects above can be implemented through several different systems and ap-
plications available in the market. Yet the whole area remains problematic. The pres-
sures are evident, but what is the deeper rationale: Why should governments spend
large amounts of financial resources to implement CRM initiatives? What does CRM
do that cannot be done by other, perhaps cheaper solutions? Maybe these questions
are in the mind of many managers who stand one step behind the trend waiting to see
what will happen next.

Indeed, it is still difficult for many people to understand all this interest in CRM
since there are so many other good products in the market. Perhaps these doubts and
fears begin in the way one approaches CRM subject. A main fundamental issue is that
CRM is more than a mere product. CRM can be understood as a broad business strat-
egy that implies the redevelopment of organizational structures so that there are new
service units and new product offerings arranged around a refreshed understanding of
customer needs. If one sees CRM as a system that can be bought and implanted in an
off-the-shelf manner, then it becomes difficult to visualize the advantages of investing
in an expensive product compared to other options in the market.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 128-133, 2004.
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As a matter of fact, governments have already started to deploy CRM initiatives to
support their activities. It is becoming very common to find government initiatives
focusing upon improving relationship strategies by the allocation of new information
and communication technologies [1]. In so doing, CRM seems to be an element that
bridges between service improvement initiatives and democratic renewal, both key
aspects of e-government. CRM appears to be somehow implicated in a general sce-
nario that provides an answer for new social needs and citizen expectations, as well as
facilitating back-office processes and sharing information between government insti-
tutions and their stakeholders. The application of CRM systems in the government
context is thus seen as constituting a strong initiative to promote the proximity be-
tween government and citizens [2].

In this paper we intend to approach the issue of how CRM can help public organi-
zations to focus on customers. In the following sections we are going to expand on
customer-focused strategic aspects; concepts and functionalities of CRM; and which
CRM practices and solutions governments are adopting in order to enhance their or-
ganizational performance and relationships with stakeholders.

2 CRM and Customer-Focused Strategies for Government

CRM seems to be becoming an important element of corporate strategy for many
organizations throughout the world. In order to implement relationship strategies and
exploit their information technologies, companies are deploying and integrating CRM
systems with other legacy systems and network channels. When well managed, these
integrations are reputed to constitute a successful combination of technologies that
provides the necessary resources to make possible the execution of strategies that will
situate a company closer to its customers.

According to Starling [3], the building of well-managed relationships with citizens
is crucial for allowing government’s prompt acquiescence to popular demands.
Hence, cognisance of public opinion is a fundamental requisite for improving gov-
ernment responsiveness. He also comments that responsiveness can mean more than
merely reacting to popular demands, it can also mean that government takes the initia-
tive in the proposal of solutions for problems previously identified.

Building and managing customer relationships are key successes factors for gov-
ernment as much as they are for private companies. For government, the capability of
one-to-one responses at citizens’ interactions regardless their point of contact enables
the following benefits [4]: i. Gain a deeper understanding of customers’ needs and
maximize return on programmes and services; ii. Better meet customer expectations
when recommending services and information that people are most likely to need; iii.
Service representatives could respond citizen calls for service with personalised ac-
tions; iv. When designing programmes, departments would be able to know which of
their many potential participants were most likely to enroll and be successful in these
programmes.

3 CRM Concepts and Functionalities

Governments can be considered as the largest service providers in the world and they
are becoming increasingly aware of the need to become more responsive to their own
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customers [5]. Each customer interaction produces extensive data and the purpose of
CRM is to make inferences over this data in order to promote the organizational bene-
fits mentioned before. Implementing customer-focused strategies can be feasible with
support and adoption of a series of different information technology such as Data
Warehouse, Data Mining, Online Analytical Processing (OLAP), Statistical Analysis
tools, Segmentation tools, Interfaces to the communications channels, etc; however,
these technological solutions were developed in different periods and a gradual im-
plementation of their resources may lead to a disaggregated operational environment.
As aresult, there may be a maximization of the effort for accessing customers’ infor-
mation and managing the relationship with them. Therefore different software devel-
opers have been developing a broad number of CRM solutions that embrace or fully
interact with one or more of those existing technologies. In other words, those tech-
nologies were not developed exclusively for implementing CRM systems; however,
their resources and potentialities made the implementation of CRM systems a feasible
process [6].

It is important to bear in mind that CRM system is not a single product. According
to McKendrick [7], CRM system is an umbrella term involving four categories of
applications: Sales force automation, Marketing automation, Customer service and
support, and Channel and partner management.

Also commenting on the range of CRM solutions, Silverman [8] argues that CRM
is an extremely broad solution area involving a large number of products and services
such as call centre and telephony, email customer service, Web personalization, cus-
tomer self-service, interactive sales and support, contact management, etc.

As we can see, a number of existing technologies are being termed as CRM solu-
tions. Such unbounded generalizations might provoke misunderstandings or even
disbeliefs regarding CRM subject. In reality, the technological sphere only is not
enough for providing a complete understanding of CRM scope, for it extrapolates
technical matters. In spite of its strong link with technology, CRM is not just a set of
software applications and information technologies integrations, but a business strat-
egy that focuses on building customer service excellence [9].

4 Practical Aspects of CRM Implementation

In order to respond to social expectations for automated services, governments are
increasingly developing e-government initiatives that empower customers to conduct
transactions themselves, without the need to visit a government office or speak with a
government employee. Government initiatives to implement e-government solutions
meet the public sector need for delivering service by electronic means, and this is
doubtless a significant step towards customers. This confronts us with a further con-
ceptual knot; what is the point of CRM in this context? Why expend more money to
implement CRM solutions if the current e-government initiatives through the Web
already enable a closer relationship with customers?

It seems that the main strengths of CRM lie in its integrated strategic and opera-
tional approaches toward customers. Considering CRM strategic concepts organiza-
tions can better align its operational processes and structure to really improve rela-
tionships with customers in a wider and integrated manner, which entails service
reorganization and integration in order to avoid or ameliorate the effect of fragmented
solutions and isolated actions.
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In practice, CRM goes beyond “electronic” service delivery, since one of its prem-
ises is the development of organizational capability for delivering seamless services to
customers regardless of the point of interaction (Figure 1). Goldenberg [10] com-
ments that CRM provides seamless coordination between all customer-facing func-
tions; hence, productivity enhancement can be achieved by customer-facing personnel
being able to do customer-related work more quickly and less painfully once they no
longer have to re-type customer information several times and do not have to look up
a customer’s overall dossier in multiple computer systems.
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Fig. 1. CRM solutions: integration towards customers. Source: adapted from Detica [11].

CRM solutions can play an important role within the context shown in Figure 1, al-
lowing government to track a customer through a number of interactions whatever is
the channel of contact and also enabling the development of joined up services. The
general view is that CRM puts systems in place at all customers’ channels of interac-
tion and combines all this data into one place in order to provide a single customer
view and a consistent level of service across channels. Consequently, any time a cus-
tomer is contacted, a department is able to see a customer snapshot. Since all data is
in one place the thinking is that departments and agencies should be able to analyze it,
discovering patterns and acquiring knowledge that allows proactive approaches [12].
Understanding the mechanisms of relationship with stakeholders allows a better
definition of an organization’s processes. Computer software that automate and track
customer processes, as well as integrate these processes with back-office systems, are
known as “workflow applications”. This characteristic makes workflow products
ideally situated to address the demands for CRM. Chambers et al [13] have conducted
a comparative assessment of workflow products focusing on how well workflow
vendors have adapted their technologies to provide CRM solutions. They recognized
two main techniques with which workflow vendors began to provide workflow-
enabled CRM solutions: providing tightly coupled workflow and CRM capabilities or
offering workflow solutions that can be easily embedded in any CRM platform.
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CRM implementation enables a series of different organizational capabilities.
Looking at CRM initiatives that were already developed in the government context, it
is possible to find out several cases in many different agencies and departments. The
following examples offer some illustration of CRM applicability and potentialities:

a) The Swiss City of Biel has wanted to automate its business processes from end
to end for improving the quality of public service. The administration has opted
for developing a broad e-government project for improving citizens and busi-
nesses interaction. The system infrastructure includes a portal platform and a
Web content management system. A CRM system component provides the link
between the front and back office, allowing seamless integration linking Web-
based forms to workflow and electronic records. The solution also integrates
data from legacy and third party systems in order to build a unified system. As a
result, they improved the level of local population, staff, and media positive
feedback, as well as improved their productivity once the system has reduced
staff workloads, enabling them to concentrate in other tasks [14].

b) The London Borough of Haringey has invested in a major restructuring project
for improving access to local services, building services around individual
needs, and maximizing efficiency. Adopting Call-Centre and CRM solutions the
Council is creating an integrated, multi-channel, multi-agency system that al-
lows employees to maintain a seamless, uninterrupted dialogue with customers.
When a resident has an inquiry about a particular Council service, the resident
can either visit the local service centre in person or communicate with the call
centre by telephone, email, post, or fax. The whole solution provides an instant
snapshot of which residents are using each service, allowing the Council meas-
ure which sections of society are under- or over-represented by the service [15].

5 Conclusion

CRM implementations have already started to come together with e-government ini-
tiatives. Shine [5] warns that CRM techniques and principles must be integrated into
e-government implementations since the beginning, it is not a simply “add-on”
technology that can be incorporated later.

The greatest challenge of implementing CRM systems is the integration of these
technological resources across all sort of media and channels of interactions. Besides,
the integration of CRM systems with back-office systems is a crucial point for suc-
cessful implementations. Dean [12] comments that government agencies are already
trying to tie together old existing technologies with new ones in order to move them-
selves into e-government. Such a concern is extremely important to preserve value of
existing systems.

In spite of the crucial importance of the technologies involved in CRM initiatives,
it is important to point out that the strategic aspects of CRM are as crucial as technol-
ogy. Actually, the business perspective of CRM should be considered prior to the
technological perspective [5]. Taking this approach into account, governments are
more likely to succeed and harvest the great benefits of CRM adoption, which in the
end reflects to the community in form of better public services and development of
public policies actually craved by the society.
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Abstract. Information and documentation are central elements in the control of
international cross-border trade and logistics, aiming for provision of necessary
level of society, economy and revenue protection by the Customs administra-
tion and other border agencies and as well as acceptable border release times
for the trade. Standardized data sets and electronic messages using international
code standards are key for effective and efficient B2B, B2G, or G2G exchange
and sharing of such information. Historically there is a major lack of global
standards for cross-border trade business processes such as import, export or
transit. This paper presents the results of the first survey study on potential im-
pacts of two cross-border related technical instruments under development at
the World Customs Organization — Customs Data Model and Unique Consign-
ment Reference - on operations and performance at Customs administrations in
18 countries worldwide.

1 Introduction

The World Customs Organization (WCO) has the mandate to develop technical stan-
dards to facilitate cross-border trade business processes including import, export and
transit. These standards include Customs Data Model (CDM) and Unique Consign-
ment Reference (UCR). CDM contains a maximum set of standard and harmonized
data requirements and standard electronic message formats to be submitted by trade
for Customs and other regulatory purposes. UCR is aimed at providing an origin-
destination reference key for all international consignments.

This paper presents the results of a survey study on potential impacts of CDM and
UCR on operations and performance at Customs administrations in 18 countries. In
November 2002, the Secretary General of WCO sent an invitation letter to 61 mem-
ber Customs administrations, selected by the two authors to gain a broad coverage of
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different geographical, economical and cultural aspects within the WCO community
of 162 member Customs administrations. Between February and April 2003, the first
author of this paper conducted 15 phone interviews and 1 live interview, and received
2 written replies (in total 18 replies = 29.5% answer rate). The responses came from
Customs administrations in 5 EU countries, in 6 other industrial countries, and in 7
developing / transition countries. All of the interviewed customs experts had at least
some level of knowledge on CDM developments (56% had good or very good knowl-
edge). UCR was less recognized within this group of experts.

2 Interview Template

Each of the interviewed Customs experts was sent an interview template in advance.
The template had four sections, on (i) customs key performance indicators, (ii) CDM
and (iii) UCR impacts on customs operations and performance, and (iv) anticipated
implementation costs for CDM and UCR. In this paper, we focus on sections (ii) and
(iii), that is CDM and UCR impacts on customs operations and performance. The
following set of predefined potential impact areas were presented in the template, to
facilitate the interviews in a highly uniform manner:

1. Transparency and predictability in customs rules, regulations and practices, in-
cluding countrywide harmonization of regulations and practices.

2. Advance reporting / notifications from trade to customs and customs pre-arrival
responses to trade

3. Audit-based control replacing / complementing transaction-based procedures.

4. Electronic protocols replacing or complementing paper-based protocols and
procedures.

5. Advanced risk assessment and profiling methods replacing high degree of
physical border checks, leading to high safety, and security standards.

6. Collection of customs duties on deferments accounts instead of payments up-on
clearance.

7. Advanced trade-customs partnerships within the country, such as authorized
trader-schemes, replacing standard, “one-size-fits-all”’-approaches.

8. Advanced customs — other government agencies collaboration within the coun-
try, ie. “single window filing”.

9. Trade region — specific harmonization and advanced international bi-lateral and
multi-lateral customs-customs partnerships.

3 CDM and UCR Impacts

As a result of the interviews, we found that both instruments were perceived to have
quite similar impacts on Customs operations and performance, as presented in table 3
below (three least important ones were omitted from the table).
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Table 1. Survey results on CDM and UCR - six most important impacts areas on Customs
operations and performance.

Impact area CbM UCR CDM* UCR*
rank rank index index
Customs-customs partnerships 1. 2. 20 16
Risk assessment & profiling 2. 1 12 14
Single window filing 3. 3 10 9
Electronic protocols 4. 6 8 9
Audit-based controls 5. 4 6 5
Trade-customs partnerships 6. 5. 5 5

*Basic points for each reply: 0 = no impact; 1 = some impact; 2 = major impact; in
total 18 replies, maximum 18 x 2 = 36 index points.

3.1 Customs-to-Customs Partnerships

The most important CDM impact, and second most important UCR impact, was con-
sidered to be facilitation of Customs-to-Customs (C2C) partnerships on bi-lateral and
multilateral basis. By having these two instruments in place, the Customs administra-
tions can efficiently share trade partner and transaction related information and data
over the borders, including off-shore filing of customs declaration data. In addition,
C2C partnerships are becoming increasingly important in the context of supply chain
security, while they enable the Customs at import to start the risk management proc-
ess already at the place of departure in the exporting country.

3.2 Risk Assessment and Profiling

The second most important CDM impact, and the most important UCR impact, was
assessed to be the facilitation of Risk assessment and profiling activities. As part of
C2C partnerships, risk management is an essential component, which needs to agreed
upon between the parties involved. The CDM lays the foundation by establishing a
common business language and database structure for creating the risk profiles,
which can then be shared among the parties of the C2C partnership, therefore enhanc-
ing supply chain security. On national level CDM can also generate synergies be-
tween the various law enforcement agencies in one country for their respective sys-
tems for risk assessment.

3.3 Single Window Filing

The third most important CDM and UCR impact was considered to be facilitation of
Single window filing environments. Single Window systems are regarded as single
entry points where the trader gets the opportunity to provide all relevant regulatory
information pertaining to an international transaction in one submission. The CDM
supports such systems by providing a common regulatory data standard across multi-
ple border agencies on national level. The UCR supports the exact identification of
cargo and transactions at all border agencies by providing a common access key.
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3.4 Other Impact Areas

The following three areas where considered to have lower level impacts related with
CDM and UCR introductions:

- Electronic protocols: CDM helps to replace proprietary protocols and syntaxes
and move to using international standards;

- Audit-based controls: CDM supports risk analysis and controls after release;
CDM can reduce the number of different specialists doing the work; UCR also
provides a detailed level tracking mechanism for audits;

- Trade-customs partnerships: UCR supports the concept of authorized traders.

4 Concerns and Critics on CDM and UCR

In addition, each of the interviewed Customs experts were asked to explain any con-
cerns or critics they might have on these two technical instruments. The following
four points were highlighted in several discussions:

- Complexities, high costs and long lead-times in practical implementations
(both).

- Geographical variations and imbalances: smaller countries have very limited
saying in defining these technical instruments (both instruments).

- Other Customs administration modernization and automation priorities may be
more urgent (especially with CDM).

- Potential problems with data protection and confidentiality of commercially
sensitive information (especially with UCR).

5 Conclusions and Discussions

This survey study has shown that there is a strong momentum behind the WCO Cus-
toms Data Model (CDM) and Unique Consignment Reference (UCR) initiatives on a
worldwide basis. Both CDM and UCR are expected to have multiple positive impacts
on customs operations and performance parameters, in particular by supporting Cus-
toms-to-Customs partnerships, Risk assessment and profiling, and Single window
filing environments. Both CDM and UCR are also seen as critical aspects of the fu-
ture Integrated supply chain security management programs.

There are also multiple challenges related to both technical instruments. Firstly, the
level of awareness within the global customs community should still be increased, in
particular with UCR. Secondly, the costs associated with implementations are likely
to be significant, and therefore both quantifiable cost/benefit studies as well as direct
capacity building support will be required to facilitate global implementation. Finally,
the CDM and UCR interaction with trade and logistics companies needs to be highly
promoted and lifted to new levels, in order to get these instruments into wide practical
usage during the coming years.
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Abstract. This paper discusses the results of a research project that the Utrecht
School of Governance of Utrecht University and a Dutch Ministry conducted in
2003 to know to what extent focus groups are a useful instrument to get insight
into citizens’ expectations related to electronic service delivery by municipali-
ties and how the results of such ex ante program evaluation can be used to de-
velop a citizen oriented policy in this field. We asked citizens for which ser-
vice(s) delivered by their municipality they would like to use new media (such
as e-mail) and for which ones they would rather prefer old media (such as a let-
ter). The conceptual framework which Mayer & Greenwood (1980) developed
for investigating a policy problem will be used to analyse the results of the fo-
cus group for ex ante program evaluation.

Introduction

EGOV 2003 argues that ‘Seen from afar, e-Government looks like the perfect success
story: yet there is another side as well. Although powerful and ambitious systems
have been produced, users - intern and extern to the governmental realm - seem to be
dissatisfied. (...) There is a challenge from critical questions arising about whether the
systems we use are adequate and user-friendly. (...) What are the needs of users and
how can e-services be designed to fit their needs and to bring benefit and comfort to
them?’ [6]

This paper explores the use of a tool which can be used to answer this question: fo-
cus groups. It discusses the results of a pilot case study in the field of electronic public
service delivery. The Netherlands Ministry of the Interior and Kingdom Relations
asked the Utrecht School of Governance of Utrecht University to conduct this empiri-
cal research at a municipality in 2003 to know to what extent focus groups are a use-
ful instrument 1. to get insight into citizens’ expectations related to electronic service
delivery by municipalities and 2. whether the results of such ex ante program evalua-
tion can be used to develop a citizen oriented policy in this field.

In its report Citizens as Partners published in 2001 the OECD suggests that ‘New
forms of representation and public participation are emerging in all countries. (...)
Citizens are increasingly demanding greater transparency and accountability from
their governments, and want greater public participation in shaping policies that affect
their lives. Educated, well-informed citizens expect governments to take their views
and knowledge into account when making decisions on their behalf. Engaging citi-
zens in policy making allows governments to respond to these expectations and, at the
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same time, design better policies and improve their implementation.” [1] Though most
people will agree that it is important to respond to citizens’ expectations, it is not easy
to know how to proceed to actively engage citizens in policy making.

Our contribution will therefore first discuss the possible use of focus groups as part
of ex ante program evaluation for policy making related to electronic public service
delivery (section 2). Then, in section 3 we present Mayer and Greenwood’s concep-
tual framework [3] which can be used to understand the relationship between alterna-
tive courses of action and a policy objective, in this case a policy leading to citizen
oriented electronic service delivery by municipalities. Section 4 presents the results of
our case study at a municipality, Hengelo in the Netherlands. Finally, section 5 dis-
cusses the conditions for successful policy making related to citizen oriented elec-
tronic public service delivery.

Inviting Citizens to Participate in Focus Groups

If we really want to engage citizens in active participation ex post program evaluation
is not sufficient. It is necessary to offer them the possibility to propose options for
new policy. Such ex ante program evaluation recognises the capacity of citizens to
discuss policy options with policy makers. The OECD argues that ‘only a few OECD
countries have begun to explore such approaches and experience to date is limited to a
few pilot cases’ [2].

Our pilot case is an example of such an exploration. We used focus groups as a
tool to actively engage citizens in policy making. A focus group is a qualitative re-
search method which uses group interviews to gather data in an effective way by
focusing on a specific topic. Participants are invited to participate and to react to each
others opinions which promotes a dynamic discussion and allows us to get a better
understanding of their wishes: ‘The comparative advantage of focus groups as an
interview technique lies in their ability to observe interaction on a topic. Group dis-
cussions provide direct evidence about similarities and differences in the participants’
opinions and experiences as opposed to reaching such conclusions from post hoc
analyses of separate statements of each interviewee.” [5] Focus groups are an excel-
lent opportunity for citizens to speak, to listen to their voices and discuss policy op-
tions with them.

We asked fifty citizens, present at a meeting organised by the social service de-
partment of Hengelo’s municipality, to make a choice out of one of five workshops
related to different aspects of service delivery. Nine of them (aged between 35 and 45,
five women and 4 men) told us they wanted to participate in our workshop which
focussed on electronic public service delivery. In this focus group we asked those
citizens for which service(s) they would like to use new media and for which ones
they would prefer the use of old media.

The focus group was prepared and conducted by a researcher from the Utrecht
School of Governance of Utrecht University and a civil servant from Hengelo’s mu-
nicipality responsible for policy making related to electronic public service delivery.
First, the civil servant explains the participating citizens that Hengelo would appreci-
ate discussing the municipality’s future policy in this field with them in this focus
group. Accessible information and interaction between the municipality and its citi-
zens are important key words. Then, the researcher explains the procedure which will
be used in the focus group. Each citizen receives five yellow self-stick notes to be
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stuck to one or more of the old or new media (phone, letter, fax, “face-to-face” com-
munication, website, e-mail or an electronic information screen in the town hall) re-
lated to citizens’ communicative goals ‘getting information’, ‘asking questions’, ‘or-
dering forms’ and ‘sending forms’, which are indicated on a white board. In this way
they can make clear which medium/media they wish to use for which goal of service
delivery by their municipality. After having done this they discuss their choices with
each other and the civil servant.

Before we present the results of our pilot case study in sections 4 and 5, we present
a conceptual framework which can be used to get insight into the conditions leading
to citizen oriented electronic public service delivery.

A Conceptual Framework of Policy Making

In this section we present the conceptual framework which Mayer and Greenwood [3]
developed for investigating a policy problem. The heart of their conceptual frame-
work is the relationship between the alternative courses of action (the independent
variable) and a policy objective (the dependant variable):

Characteristics of
Environmental target population
factors

Adjunct
variable

Alternative
courses of
action

Implemen
tation
process

Bridging
variable

Latent
consequences

Unintended
consequences

O can be manipulated by the policy maker

|:| can not be manipulated by the policy maker

Fig. 1. Conceptual framework of policy making.

Mayer and Greenwood (1980: 125) distinguish between two intervening variables:

‘implementation variables: specific administrative strategies adopted to
carry out the policy or program; as such they are distinct from the substance
of the program. (...)

bridging variables: intermediate outcomes that must occur as prerequisites to
the attainment of the policy objective. (...)

The difference between an implementation variable and a bridging variable
lies in the fact that the policy maker can presumably manipulate the first but
not the second. Thus an implementation variable may be thought of as an ac-
tion to which the policy maker can resort to achieve the policy objective,
whereas a bridging variable is an attitude or behaviour necessary to attaining
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the policy objective but beyond the policy maker’s direct control. Under-
standing the success or failure of policy may hinge on the decision maker’s
awareness.’

Then, they explain that adjunct and constraint variables as factors influencing the
policy process (1980: 127):

‘An adjunct variable refers to any auxiliary action the policy maker might
take to enhance the effectiveness of the adopted policy or program. It might
be thought of as a supplementary policy or program. Because an adjunct vari-
able can be instituted independently of the alternative courses of action, it
should not be considered just another alternative. (...) A constraint variable
represents any factor influencing the policy process over which the decision
maker has no control. Constraint variables may be of two types; environ-
mentalfactors or characteristics ofthe target population. (...)’

The final type of variable which they present is the side effect, or secondary effect,
of policy (1980: 128):
‘When the side effect flows directly from the fact that a course of action has
been taken (the independent variable), it will be considered as an unintended
consequence of the policy. (...) When the side effect flows directly from the
fact that the policy objective has been achieved (the dependant variable), it
will be considered as a latent consequence of policy.’

Mayer and Greenwood focus on policy makers and use their framework for ex post
program evaluation. In our opinion it is possible to use it also for ex ante program
evaluation, conducted by policy makers and citizens. It enables to get insight into
which conditions have to be fulfilled in order to implement a policy leading to citizen
oriented electronic service delivery by municipalities. In our pilot case study the al-
ternative courses of action refer to citizen oriented electronic public service delivery
and the policy objective is to improve electronic service delivery by municipalities. In
section 5 we will interpret the results of this case study - presented in the next section
- by using Mayer and Greenwood’s framework.

Case Study at the Social Service Department
of the Municipality of Hengelo

Hengelo is a town in the eastern part of the Netherlands. As explained in section 2 we
used a focus group to ask nine citizens for which service(s) they would like to use
new media and for which ones they would rather prefer old media for the communica-
tion with their municipality. Most citizens prefer using a website if they want to get
information. They have a preference for “face-to-face” communication if they want to
ask questions. Letters and websites are favourable media for ordering forms, and
websites for sending forms. This shows that citizens do not always prefer using new
media. It depends on the communication goal whether a new or an old medium is
favoured. Finally the following interesting remarks were made:

1. The citizens asked the civil servant if the municipality could give financial sup-
port (PC, phone costs) to poorer citizens.

2. They also wanted to know whether the municipality could support citizens, for
example older people, needing a training in using websites and e-mail.
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3. More PC facilities in libraries to guarantee access for those who do not have a
PC at home, is a wish some citizens express.

4. The citizens explicitly asked the civil servant to guarantee that their municipal-
ity will not substitute old media by new ones. They prefer having the opportu-
nity to make a choice between new and old media.

The civil servant promises that both old and new media will be used in the future
by the municipality to communicate with its citizens and that the other three questions
will also be part of the future municipality’s policy related to electronic public service
delivery.

Citizen Oriented Electronic Public Service Delivery:
Conditions for Successful Policy Making

The wish of the Netherlands Ministry of the Interior and Kingdom Relations to con-
duct a pilot case study at a municipality to get insight into citizens’ expectations re-
lated to electronic service delivery by municipalities and to see if the results of such
ex ante program evaluation can be used to develop a citizen oriented policy in this
field was not easy to fulfil. Almost all municipalities we asked did not have time to
participate or their citizens did not want to participate in focus groups. The municipal-
ity of Hengelo was an exception. The Social Service department of this town organ-
ises regularly different meetings with its citizens. As explained in section 2 we used
one of those meetings to offer a focus group as a workshop to the citizens which al-
lowed us to know their expectations related to electronic public service delivery.

In our opinion focus groups can only be used by municipalities which already dis-
cuss policy options with their citizens on a regular basis. If this it not the case the
whole concept of “e-government”, and specifically that of “citizen oriented electronic
public service delivery” will appear to be what McGee calls an “ideograph™: ‘an ordi-
nary language term found in political discourse. It is a high-order abstraction repre-
senting collective commitment to a particular but equivocal and ill-defined normative
goal.” [4] (see also [8]) If, however, the use of focus groups is imbedded in a practice
of continuous dialogue between the municipality and its citizens, it can be used as a
tool to understand citizens’ expectations related to electronic public service delivery.
Acting in his way minimises the risk of devaluing the fruitful concept of ‘“e-
government” to a useless “ideograph”.

Finally, we will show how Mayer and Greenwood’s conceptual framework which
we discussed in section 3 can be used by municipalities as input for new policy in the
field of electronic public service delivery. In the pilot case study the alternative
courses of action refer to citizen oriented electronic public service delivery and the
policy objective is to improve electronic service delivery by municipalities. Investigat-
ing citizens’ expectations regarding the use of electronic public services can be con-
sidered as implementation variable. Citizens being able to use a PC can be seen as a
bridging variable. The results show that citizens fear that old media will be substi-
tuted by new ones, this can be considered as a latent consequence, which has to
avoided according to them. Unintended consequences are not mentioned by the citi-
zens, but what could happen is that civil servants who are going to answer more and
more questions by e-mail and less and less by phone, will formulate their answers
more vaguely because in case of difficulties citizens could use e-mails to prove what
has been promised. An example of a constraint variable to be taken into account is
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that people who do not have a PC at home and therefore do not have access to web-
sites and e-mail (an environmental factor), which could be to be solved by offering
PC’s in libraries (an adjunct variable). Older people’s possible lack of knowledge of
websites and e-mail use is another type of constraint variable (characteristics of tar-
get population) to be taken into account, and training facilities to learn to use a web-
site and e-mail are an example of another adjunct variable.

Our pilot case study shows that ex ante program evaluation in the field of elec-
tronic public service delivery offers interesting possibilities. More empirical qualita-
tive and quantitative research is necessary to develop and implement a real citizen
oriented policy in this field. Conducting focus groups as described in our paper and
using Mayer and Greenwood’s conceptual framework for the interpretation of the
results are useful tools to travel the road of excellence. Those who travel this road
‘will be rewarded, when they closely perceive the impending e-transformation of
society; for them the journey might become an overwhelming experience.’ [7]
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Abstract. The present focus of e-government on one-stop shop applications is
justified as a medium goal but does not take into account the importance of
proper interfaces for decision makers. More and more information has to be as-
sessed and approved by decision makers where instruments of easy access, se-
lection, structured representation and data analysis are still missing. The support
provided by the chief secretary has to be (partly) supplemented by a new deci-
sion-making interface. This paper contains a sketchy analysis of this need and
gives directions for future research. Main elements of such electronic assistants
are the index and related support features, a structured knowledge representa-
tion and data mining. Such specified interfaces may greatly improve the accep-
tance of the new IT environment for decision makers.

1 Introduction

e-government applications are rather complex because of the requirements of the legal
system (public function, interaction with citizens, human rights, procedural rights
etc.) and the highly structured and distributed way of public administration. An urgent
need for a model-based transformation of public services has been noticed [7, 12, 13]
in order to support a smooth change from traditional to electronic applications.

Business Process Management (BPM) comprises as a generic term Business Proc-
ess Reengineering (BPR), Quality Management or Implementation of Workflow
Management Systems [8], all endeavours concerning organisational processes. For
public administration, a good definition of business processes may be: “A business
process is a bundle of activities, where one or more different inputs are needed and
that produces a valuable result for the customer.” [3] The main focus is on the bundle
of activities required for achieving a certain result in an efficient process minimising
required resources.

In implementing the ADOamt project, Wimmer [6] has described the way of im-
plementation: designing and optimising the process models of public administration
based on a tailor-made modelling of a business process management tool.

The complexity of this process may require the focus on the modelling and imple-
menting of existing government process models. The main purpose of providing on-
line government justifies this goal. The existing process models have to be extended
to include on-line transactions of the citizens. This orientation on the client — the citi-
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zen — and the structuring according to live situations/business situations requires a
more complex process model with co-operation between the various authorities and
functionalities for citizen guidance and authentication [10, 12]. The term one-stop
shop describes quite fine this aim.

If this task is achieved, it is without saying that the main work is done. The citizen
should have priority. However, in order to achieve a high acceptance in the back of-
fice but also higher efficiency for decision makers, some improvements are necessary.
What is missing is the necessary abstraction of the process and the knowledge man-
agement for decision makers.

This can be also described as a problem of interoperability. The pressing need for
interoperability of the high number of different legacy applications may put a veil on
the other end of this challenge: interoperability with all users of the systems. Without
question, the process models focus on the needs of administrators etc., but special
users have their own needs. The process models suits quite well all important needs of
public administration, beginning with the various submissions and letters of citizens
and ending with the archiving of decisions respecting all procedural rights. All in-
volved civil servants have to know the whole process and have to contribute their part
for finishing the case. Time is scare but still available for these tasks.

However, decision makers have no time to follow the whole process model. The
high number of decisions to be done based on dynamically selected insufficient in-
formation puts the pressure not on working process models but also on time, effi-
ciency and support. The present process models seem to have severe deficiencies in
this respect. Public administration is well known for decision making by a quite high
number of people — decision makers and controllers in the various process models in
e-government (e.g. prime ministers and their cabinet members, general directors,
directors, head of units, head of sections, auditors etc.). This aspect may also reflect
some lack of focus on back office efficiency that is overshadowed by the focus on
one-stop government. In the literature, this aspect is hardly represented. Only in one
article, in a quite small reference, is mentioned the poor support for officials or agen-
cies in their way to organise or redirect processes according to situated needs [5].

At present, no developed process model or application can be provided so far. The
purpose of this contribution is to give some directions for further research in giving a
sketchy model.

The remainder of this article is organised as follows: Section 2 deals with the inter-
face, section 2.1 with the improved index, section 2.2 with knowledge representation
aspects, section 2.3 with data mining and section 3 with conclusions and future re-
search.

2 An Interface for Decision Makers

In general, decision makers have no special needs in comparison to the standard IT
environment in e-government. The main difference is the very high number of docu-
ments to be retrieved, read, summarized and approved. Even if time for retrieving and
representing a document may be measured in seconds, the very high multiplicator for
decision makers requires a profound consideration. Any second may be multiplicated
by a factor of 20000 (200 working days, about 100 documents a day), e.g. one saved
second means a time saved of about 5 hours and 33 minutes per year. The IT envi-
ronment reduces the number of screens on a working table from about 15 (in this
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count, every paper or monitor is calculated as one screen) to only one. The standard
presentation of various documents as one front and several back screens is a working
solution but a time consuming one. Building-up this environment takes much time.
The same is true for changing between the various screens. Before, the various papers
and files were distributed on the working table. Now, they appear as a high stack of
papers without proper personal organisation. This move from a horizontal distribution
to a vertical concentration of papers is a major disadvantage of state-of-the-art IT
environments for all big knowledge workers on electronic documents but in particular
for decision makers.

As a first step, the very best equipment of IT that is available at a good cost-price
relationship may help to improve this situation. However, the limits of existing IT are
very pressing. Standard monitors (even 19” monitors) are too small to look at various
documents at the same time and any change of representation takes some time. Even
in the very best environment, only two documents may be presented at the same time.
This represents a huge deterioration if one may compare with the 15 (or more) screens
on a standard working table. At the moment, no technology allows to provide a full
substitute for a writing table with its various files. This would require a screen of the
size of a big writing table representing the various files in the same manner as on a
writing table. Besides for overcoming the still too low resolution of monitors for read-
ing, the printing of documents provides a necessary substitute for this unsolved ques-
tion.

As a start for improvement, at least three monitors should be available: one for
daily business like e-mail, internet access, notes etc., the second one for structured
information on the various process models and the third one for checking the docu-
ments or using analysis models. Various print-outs are still necessary for better read-
ing and organisation but this may be done also in an automated process.

2.1 Index and Support Features

Time is a decisive element for decision makers. Due to the various pressures from
customers, authorities, employees, etc., time has to be allocated according to strict
criteria. Decisions can be delegated but performance of the decision makers has still
to be controlled. Anyhow, important decisions have to be done by the decision maker.
Therefore, all available options for saving time are important. This focus on time
saving is shown in the highly developed support in traditional office environments.
Documents and files are presented for signature in a highly structured manner taking
much time of administrators and secretaries to prepare but saving precious time of the
decision maker.

It should be the same in an electronic environment. Decision makers should not
bother with opening of files or applications. All required information should be prop-
erly presented for decision and (electronic) signature. At the moment, decision makers
have very often to take additional steps themselves in order to achieve the same level
of information and presentation as provided by the conventional environment. Secre-
taries are often excluded from support due to security reasons.

Therefore, a structured but also personalised index for presentation of the various
files has to be included in all applications. The main element of this programme is the
index. As support, all files and documents required for decisions are opened and
properly presented. The index is a structured representation of the decision making
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process allowing a detailed scrutiny of the file but also a very summary handling, e.g.
only looking to the document to be signed. Speeding up of signing can be done in
allowing block decisions. Similar decisions should be clustered together for a joint
decision slot (e.g. all approvals for travel or going to external courses). It is important
that this index can be easily adapted according to the needs of the user. After finishing
the decision process, the support element of the index will take care of closing all files
and transmitting the required documents to others.

2.2 Structured Knowledge Representation for Decision Makers

The structured knowledge improves greatly the index of the decision process. Using
existing structures of relational databases or of XML documents, this knowledge
supports a very specific presentation of the required information for the decision
maker. This support may also include the use of ontologies that allows linking prop-
erly various sources of relevant knowledge in a very efficient way [2].

The tool should allow a personalised structured knowledge representation that can
be changed easily according to daily needs by the decision maker. Such a support
would take into account that decision makers have to be very selective in choosing
their knowledge needs in order to take good decisions.

A summary document of the various documents may best describe this informa-
tion. It includes structured information (parties, file number, matter, responsible civil
servant, etc.) but also very selective parts of the document to be signed or extracts
from the file. Starting with this file, decision makers should be quite free to choose
the required level for decision making, e.g. reading only this very abstract informa-
tion, browsing through the document or reading the whole documentation. Electronic
environments can add to the convenience of paper environments. Access to docu-
ments is much easier, and the structuring can be changed easily. This would allow the
decision maker to focus his scrutiny on difficult and problematic cases.

In addition to that, the structured knowledge presentation includes in-depth analy-
sis of the various files but also presents additional knowledge from internal and exter-
nal sources. This allows the decision maker to take into account a much broader con-
text and check appropriate information.

2.3 Data Mining - Unstructured Knowledge Representation
for Decision Makers

Decision makers are also affected by the Storage Law. This — in comparison to
Moore’s Law — far less familiar law says that the capacity of digital data storage
worldwide has doubled (and will double) every nine month for at least a decade.
Now, the ability to capture and store data has far outpaced man’s ability to utilise it
according to his needs. Data tombs (or data stores) are created and maintained that are
very often never accessed again [1]. Data mining — the task of reducing data in order
to explore, analyse and understand it — focuses on this aspect. Data mining is the iden-
tification of interesting structure in data [4, 9, 11]. Data should be explored for or-
ganisations and users in an easy, convenient and practical way. Structure means pat-
terns, statistical or predictive models of the data, and relationships among parts of the
data.



148 Erich Schweighofer

The task of data mining for decision makers focuses on a different aspect than gen-
eral data mining. In the latter, patterns as subsets of the data or models of the entire
data set are the main task. In the former, the aimed structure is very personalised and
dynamic. The data set is already pre-selected according to the agreed decision proc-
esses but the data may be regularly checked for consistency between the pre-selected
data and the data stores of the authority.

The goals of data mining for decision makers fall into two categories: automatic
search and finding patterns and models. Automatic search is tedious and data-
intensive search according to certain algorithms. Finding patterns and models con-
cerns searches for particular words, text patterns or data in the various documents and
summarizing this information in a particular model. Accuracy and reliability are im-
portant additional information for quality assessment.

The data mining model for a decision maker consist of a very easy adaptable
knowledge base including the data for automatic search and finding patterns and
models. Some algorithms may support the task. The decision maker can also adapt the
presentation of the data. In practice, the submitted files are checked for particular
words, phrases, text patterns but also situations (e.g. particular party, subject, money
involved, aspects of sensibility etc.). The results are presented in addition to the index,
the summary structured information and the file. If the aim is achieved, decision mak-
ers may easily select important and sensible files requiring more scrutiny. In a more
developed environment, the application of production rules for semi-automation of
decision making may be a further improvement. A small knowledge base with very
specific data for decision purposes may be maintained but also updated when deci-
sions are taken.

3 Conclusions and Future Work

The present focus of e-government on one-stop shop applications is justified as a
medium goal but does not take into account the importance of more efficient inter-
faces for decision makers.

Such electronic assistants for decision makers have to be provided by all applica-
tions in the future. The presented, only sketchy concept of such assistants focuses on
the main elements: an improved IT environment, an index for decision makers, a
structured knowledge representation and data mining. Such specified interfaces may
greatly improve the acceptance of the new IT environment for decision makers.

Future work should include the development of additional interfaces for decision
makers based on the model of such an electronic assistant. Research on structured
knowledge presentation and data mining may also include more focus on the specific
needs of decision making situations that can be later included in such interfaces.
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Abstract. The need to measure and evaluate urban development has led to the
development of numerous social-economic indicators. However, depending
upon the large set of indicators, we find difficulties in interpreting the progress
and often reach different conclusions regarding economic and social develop-
ment of towns and evaluating the sustainability. The aim of the research re-
ported in this paper was to develop the research methods and analysis tools for
assessing and implementing the goals of sustainable urban development, includ-
ing the presentation of information needed for decision making in the Internet.
The research presented in this paper uses factor and cluster analysis methods to
generate a set of underlying attributes (factors) that capture the sustainable ur-
ban development. Based upon the factor scores of systems’, the study finds the
towns with similar characteristics (clusters). We demonstrate an application of
the model using a database of economic and social development of towns in
Lithuania.

1 Introduction

Description of urban development could be explained like common endeavours of
society to coordinate economical growth and social progress, to save usage of non-
renewable resources without threat of ecological balance. This process consists of
four main elements: health environment, lively economics, social welfare and active
community of a city or region [9]. Seeking to achieve sustainable urban development in
Lithuania, planners usually face with the underlying problems as follows:

e municipalities don’t possess land proprietary rights;

¢ the majority of Lithuanian towns haven’t prepared any strategic or general plans for
town development that should correspond to the conditions of market economy as
well as the principles of sustainable development;

e new territories are being reclaimed for constructions, while social, technical and
communicational infrastructure lag behind hopelessly;

¢ the majority of construction objects are being built within a very long time period
and this necessarily causes the high price for buildings;

e the work quality of public transport is getting worse. [7]
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These problems goes together with the consequences that impact on social life of
the town when some of the town’s districts degrade, while other economical processes
lead the cities towards stagnation and they become unattractive for investments. Some
depression regions emerge even regarding the territory of Lithuania. In addition, EU
directives constantly highlight the importance of the regions and their equal develop-
ment. During the last decade, however, uneven development was on the increase [3].

Uneven distribution of quality of life is a possible reason for citizens’ misbehav-
iour that makes difficulties seeking to change their current situation. Sustainability,
however, should be separated from both quality of life and fulfilment of the main
needs [6]. On the other hand, such a luxurious alternative can not continue for a long
time without any effort of town’s community. Moreover, the priorities of the devel-
opment lay in environment humanisation and it requires more sustainable lifestyle.
Decision-makers get information about specific issues and it facilitates the decision
making process. Local Government institutions are the main users of GIS (geographic
information system) and databases of these institutions are connected to it. Therefore,
it enables to analyze the spatial information and supports the decision-making for
urban and regional development [8].

2 The Knowledge Representation Methodology

The refinement and presenting of knowledge, trends, and patterns within the data is
one of the essential conditions for assessing and implementing the goals of sustain-
able urban development, social control, and development strategy. In describing the
socio-economic situation, a great volume of initial data and indicators are used that
characterize the development of a process, therefore it is very important to select the
most significant of them and to consider a small amount of indicators or their groups.

The knowledge representation process may be performed by special methods of ar-
tificial intelligence [1, 3]. The knowledge that helps us to abstract and present the data
and information about the current situation and to have a possibility of prognosis,
apply the methods of decisions and development of advising systems is of particular
importance. The process of dynamic structures recognition can be arranged in the
following order:

(a) Observation objects of interest (towns, regions, districts, etc.) are selected, i.e., a
sample O = (0,,0,,...,0, ). The object of a data set is a unit of data whose fea-

tures are to be investigated. The objects have respective features (or indicators)
X =(x1,x2,...,xn) that describe their attributes. These features are measured

within particular time intervals (ranges, e.g., a year interval),
At=(A1,At,,...,AL).

(b) In order to explain system performance the factor analysis is applied in reducing
the number of variables and for detecting a structure in the relationships between
the variables.

(c) Thereafter the factors are defined and the number of variables is reduced the ob-
served objects should be organized into meaningful structures. For this purpose
the cluster analysis algorithms have to be applied.
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3 Estimation Results

The economic and social development of Lithuania presented by the Department of
Statistics of Lithuania was the data source of this study. These data provide social,
economic, environment, cultural characteristics for each Lithuanian town and county.
The data for this analysis include 35 registered indicators in 12 Lithuanian towns:
Vilnius, Kaunas, Klaipéda, Siauliai, PanevéZys, Alytus, Marijampolé, Palanga,
Druskininkai, BirStonas, Neringa and Visaginas in 1998 — 2001 [5]. We consider the
matrix denotes as X/nxN]. The matrix elements X illustrate the value of the jth indica-

tor at the i* research object and have particular values and semantics: x; ; — registered

crimes, x;,~ average annual number of employed, x;;— unemployment rate, etc.,
where i=1,2...35.

The core objective of the research was to estimate and present the current situation
and predict the tendencies for even distribution of the quality of life in Lithuanian
towns. The factor and component analysis are used for this purpose. The first step in
the factor analysis is extracting an initial meaningful number of factors. The number
of factors to be extracted can be determined in a scree plot [4]. After identifying three
potential factors, indicators with low communalities were excluded from further
analysis. The next logical step is to determine the method of rotation. Varimax
method was selected as providing the simplest structure solution.

When the rotation method is applied, one part of the output from the factor analysis
is a matrix of factor loadings. The KMO measure of these variables KMO=0.68, thus,
we conclude that the data are adequate to the factorial analysis.

3.1 Interpretation of Factors

The meaning of the rotated factors is inferred from the variables significantly loaded
on their factors. A decision needs to be made regarding what constitutes a significant
loading. In general, the larger the absolute size of the factor loading for a variable, the
more important the variable is in interpreting the factor.

As we can see from analysis results, the most significant variables for the first fac-
tor are: the population, average monthly gross earnings, number of physicians, direct
foreign investment, sales of industrial production, turnover of retail trade and catering
mill.

We may state that the first factor measures the growth of economy and improving
life conditions of population. The greatest impact on this factor is made by the vari-
ables such as sales of industrial production (L=0.873), turnover of catering
(L=0.733), that reflect the increasing retail trade, direct foreign investment (L=0.851)
which indicates the increasing influence of foreign investment.

The second factor reflects the significance of both cultural life and tourism and
consists of five indicators.

The third factor is constituted of three variables and may be considered as reflect-
ing the ecological situation and human impact on the environment in the towns.

Having computed the regression estimates of factor scores, the data were parti-
tioned by separate years and their common diagram drawn. The aim of this diagram is
to assign one factor score to each investigated town and to evaluate the development
of each town in three stated areas.
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It is apparent in Fig. 1 that the concentration of economy in Lithuanian towns men-
tioned above are distributed unevenly. Comparing the models created for the year
1998 and 2001, we can notice that this uneven distribution of economy is increasing.
The best economic situation is in Vilnius - the capital city of Lithuania. The tendency
of higher development in the biggest towns - Vilnius, Klaipéda, Kaunas disagrees
with the attitudes of sustainable development, where the main objective is to improve
quality of life all over the country not excluding separate territories.
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Fig. 1. Factor scores of Lithuanian towns in 1998, 1999, and 2001 for the first factor.

The results of factor scores for the second factor show that tourism and cultural life
is the most significant areas for the resorts — Palanga, Neringa, Bir§tonas and Druskin-
inkai. To compare the data of 1998/99 and 2001 we can state that the perspectives of
tourism and cultural life development in Lithuanian towns are rather positive.

4 Hierarchical Cluster Analysis

Another way for urban development presentation is to identify relatively homogene-
ous groups of towns based on selected characteristics. For this purpose the methods of
cluster analysis can be applied. In the case when a large number of variables are used
for cluster analysis, it is recommended to reduce the number of variables before start-
ing cluster analysis procedure [2]. We will use the indicators that are significantly
loaded on the factors for the regions classification.

Having selected the most significant variables for the factors, the agglomerative hi-
erarchical cluster analysis was performed. Agglomerative hierarchical clustering
helped to determine the number of clusters. Applying this procedure the optimal
number of clusters - three clusters were determined. After division of the regions into
three clusters, we can see the following cluster membership for the first factor (Fig.2).
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Siauliai
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Fig. 2. Rank of the towns in 2001 for the first factor.

Comparing the results, received using the methods of factor and cluster analysis,
we can conclude that the information presented by the means of factor scores (Fig. 2)
is very compressed. In one diagram we can present a development of group of towns
during the same period. The diagrams, presented by the means of GIS are more spec-
tacular and apparent, but the amount of information presented is much smaller. The
situation of one year can be presented in one diagram.

5 Conclusions

The objective of the research was to generate a set of underlying attributes (factors)
that capture the development and evaluation potency of the cities and regions and to
find the most suitable method for presenting this information. Factor analysis tech-
niques enabled us to reduce the number of measured indicators from 35 to 16. Consis-
tent with the findings of other studies, the factor analysis method identified three
important latent factors, reflecting 1) the growth of economy and improving life con-
ditions; 2) cultural life and tourism, 3) ecological situation and human impact on the
environment in the towns.

Using the factor scores to rank the development of towns, we found that the growth
of economy tend to concentrate in separate towns and determine their perspective
development. This tendency disagrees with the attitudes of sustainable development,
which carry the main objective to improve quality of life all over the country not
excluding separate territories.



Presentation Strategy of Data Analysis and Knowledge 155

The diagrams established by the method of agglomerative hierarchical clustering

and presented by the means of GIS are more spectacular and apparent, but the amount
of information presented is much smaller and more purposeful. The required informa-
tion on some particular country or towns is gathered and put into the database, which
should be placed on the Internet. Decision-makers get information about specific
issues and it facilitates the decision making process. Local Government institutions
are the main users of GIS (geographic information system) and databases of these
institutions are connected to it. Therefore, it enables to analyze the spatial information
and supports the decision-making for urban and regional development.

References

1.

2.

3.

Berndt E.R.: The practice of econometrics. Classic and contemporary. Reading, MA: Addi-
son-Wesley (1990)

Biihl A. and Zofel P.: SPSS Version 10. Einfiihrung in die moderne Dateanalyse uner Wi-
dows. Miinchen, Addison-Wesley (2000)

Burinskiene, M., Rudzkiene, V.: Multiple Regression Analysis for Recognition of Signifi-
cant Factors for Sustainable Development strategies. International Journal of Strategic Prop-
erty Management. Vol.7, No3, (2003) 144-153.

. Cattell R.B.: The scree test for the number of factors. Multivariate Behavior Research 1:

(1966) 245-276.

. Counties of Lithuania: Economic and Social development. Department of Statistics of

Lithuania Vilnius (2002)

. Danilov—Daniljan, V.I., Losev K.S.: Ecological Challenge and sustainable development, 416.

Moscow, Progress—Tradition, (In Russian) (2000)

. JuSkevicius P, Vitkauskas A.: Urban development in Lithuania, Town planning and architec-

ture Nr. 2(25) (2001) 55-61p. (In Lithuanian)

. A.Kaklauskas, E.Zavadskas.: Web-based decision support Vilnius, Technika (2002) 110-201

(In Lithuanian)

. Schmidt-Thome Kaisa, Bengs Christer.: ESDP and Spatial Planning and development in the

Baltic Countries. Stockholm, Nordregio, 89. Nordregio Report 1999:2 (1999)



What Have We Learned from the TANGO Arena
for Regional Cooperation Around e-Government
in Southern Sweden?

Sara Eriksénl, Annelie Ekelinl, Pirjo Elovaaral, Yvonne Dittrichz,
Christina Hanssonz, and Jeff Winter!

! Department of Technoculture, Humanities and Planning
{Sara. Eri ksen, Annelie. Ekelin, Pirjo. El ovaara, Jeff. W nter} @oth.se
% Department of Technology
Blekinge Institute of Technology, Box 520, SE-372 25 Ronneby, Sweden
{Yvonne.Dittrich, Christina. Hansson} @th. se
http://www. bth. se

Abstract. The TANGO e-government arena is a project in Southern Sweden,
funded by the Innovative Actions of the European Regional Development Fund.
The project is now nearing its end, and we are thus at the stage of reflectively
reviewing what has actually been accomplished and how this relates to the
original goals of the project. In July 2002, when the project began, the aim was
to establish cooperation between the public sector, private enterprise and uni-
versity-based research in designing public e-services. In cooperating around de-
velopment of new, integrated services, catering to various categories of users as
well as to a growing diversity of mobile technologies, we have aimed towards
establishing feedback channels between practice and theory, between use and
design, and between different academic disciplines where we see a need to syn-
chronize the models and methods we work with. Our research questions have
focused on exploring and managing multi-perspectivity as a resource for design.
In this paper we look at how we organized our cooperation around these goals,
and attempt to address those basic summing-up-the-project questions; How well
have we succeeded? What have we learned in the process?

1 Introduction

This is a work-in-progress paper about our experiences of interdisciplinary and inter-
organizational cooperation in developing a regional arena for research and develop-
ment in the area of e-government. The authors are involved in research and teaching
at two different departments at Blekinge Institute of Technology (BIT), a university in
Southern Sweden with a profile in applied IT. There have been other researchers, and
other departments at BIT, involved in developing the e-government arena; all together
we represent seven different scientific disciplines: business administration, telecom-
munications, computer science, techno-science, informatics and human work science,
and spatial planning.

Although we represent different research traditions and approaches, we share the
belief that it is crucial for design and development of technology to be grounded in an
understanding of actual, everyday use of technology. In cooperating within the arena
for e-government around design and development of new public services, many of

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 156-163, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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them integrated and catering to various categories of users as well as to a growing
diversity of mobile technologies, we have aimed towards establishing long-term mu-
tual feedback channels between practice and theory, between use and design, and
between different academic disciplines, where we see a growing need to synchronize
the models and methods we work with. [1]

Our shared research questions are, given this background, pragmatic but not trivial;
we have been focusing on exploring and managing multi-perspectivity as a resource
for design of e-government. In this paper, which is partly based on an article pre-
sented at the EGOVO03 conference in Prague in September 2003, [2] we briefly de-
scribe how we have organized our cooperation, some of the dimensions of multi-
perspectivity that we have been working with, and how we have gone about it. The
TANGO project stretches from July 2002 to April 2004. The paper we presented in
Prague was written during the first half of the project. Today, the project is nearing its
end, and we are at the stage where some basic summing-up questions need to be ad-
dressed; How well have we actually succeeded? What have we learned in the process?

1.1 Background - Developing a Case for Multi-perspectivity

During the period 2000-2002, four of the authors' have developed interdisciplinary
research cooperation around design of IT in the area of e-government, mainly within
the framework of the DitA project (Design of IT in Use — supportive technologies for
services to the citizens, funded by the Swedish Agency for Innovation Systems
VINNOVA?. Although coming from different disciplines, we share an interest in the
Scandinavian Tradition of Participatory Design and evolutionary systems design. The
DitA project focused on computer support for front office employees in one-stop
shops and the integration of municipal intranet applications with public service provi-
sion via the Internet.

It was during this research cooperation that we discovered, on the one hand, the
rich complexity of on-going design activities that are part of emerging e-government
technologies and work practices, and, on the other hand, how combining perspectives
from different disciplines helped us to seriously challenge our own assumptions and
develop new understandings of IT in use and the implications these might have for
design and development of IT. [3], [4]

2 Thematic Arenas Nourish Growth Opportunities - TANGO

During the autumn of 2002, the DitA project was phased into a new, up-starting pro-
ject, the TANGO e-government arena. This is one of five arenas within TANGO
(Thematic Arenas Nourish Growth Opportunmes) a regional project partially f1-
nanced by Innovative Actions of the European Regional Development Fund (ERDF)".
The region, in this case, consists of the two southernmost counties in Sweden, Skéne
and Blekinge.

Yvonne Dittrich, Sara Eriksén, Annelie Ekelin and Christina Hansson.

Project leader Sara Eriksén.

See http://www Kk Ist.se/tango2/engindex.htm

Innovative Actions is basically a European risk capital program for developing regional
innovation systems. See http://europa.eu.int/comm/regional_policy/innovation/index_en.htm

N O
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The themes of the TANGO arenas are - besides e-government - wireless communi-
cation, intelligent transport systems, engineering mechanics and renewal of the food
industry. The first three of these have been run bgf Blekinge Institute of Technology,
while the last two have been run by UNIVA AB”, a subsidiary of LUAB, the Lund
University holding company. Within each thematic arena, the ambition has been to
establish concrete, problem-based and development-oriented cooperation between the
public sector, private enterprise and university-based research. Each arena has had its
own project organization and ways of working. A follow-up of the entire TANGO
project is being carried out during the spring of 2004, through which experiences
from the five arenas will be compared.

2.1 Coordinating Different Rhythms and Rationales

The TANGO arenas have been co-funded by ERDF for a period of roughly two years.
During this time, the aim has been to run several specific, short-term research and
development projects together with different municipalities and companies on each
arena. On the e-government arena, three different research and development projects,
chosen, rigged and owned by three different municipalities in the region, have been
run more or less in parallel during 6-12 months.

Thus, as researchers, we have been forced to ‘dance to a faster thythm’ on the
TANGO arenas than we are used to, and to keep pace with external partners in real
life design projects. Paradoxically, this collectively enforced rhythm has helped us
researchers step beyond our own disciplinary boundaries and find ways to cooperate
between departments, not only in the short-term problem-oriented projects, but also
around building a platform for long-term multi- and interdisciplinary e-government
research. [5]

Some of the most intricate footwork of the entire TANGO initiative, however, has
been of a slower nature, involving the detailed paperwork6 required of projects funded
by ERDF, as interpreted by the administrative office for European funding of the
county administrative board in Blekinge.

Juggling these different rhythms and rationales — of multi- and interdisciplinary re-
search, of design and development of actual e-services for citizens, and of the cum-
bersome administration of regional arenas — such that all involved partners feel moti-
vated to continue actively participating, has proved to be an art in itself.

2.2 Focus and Concrete Results
of the TANGO e-Government Arena R&D Projects

Three research and development projects have been run within the framework of the
TANGO e-government arena. One of these projects, originally planned to last 9
months, was extended to a total of 12 months. The other two projects were shorter,
each lasting 6 months.

The aim of the largest and longest lasting of these projects was the design, devel-
opment and implementation of an Internet-based dialogue forum for enhancing the
consultation process around the municipal comprehensive plan. [11] In Sweden, this

3 See http://www.univa.lu.se
6 Here referred to as ‘paperwork’, whether partially digitalized or not.
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consultation process is compulsory. The partners in this project were Ronneby mu-
nicipality (primarily the information office and the spatial planning office), a software
company specializing in developing web-based applications, and researchers from the
disciplines spatial planning, computer science, informatics, human work science and
techno-science studies. The project resulted in a running application, designed with
the active participation of municipal employees from the spatial planning office, who
were involved in the design process via workshops, mockups and prototyping, and
citizens of the municipality, who were involved via focus groups. The actual consulta-
tion process around the comprehensive plan, and the input received from citizens via
the new dialogue forum as compared to input gathered through more traditional forms
of consultation, are currently being evaluated by the researchers from spatial plan-
ning. (Report forthcoming during the autumn of 2004)

One of the two 6 month projects focused on developing a running prototype of an
Internet-based messaging service for parents of children in elementary school. The e-
service was intended to simplify the contacting of different involved parties when a
child becomes ill and a parent needs to stay home from work to take care of the sick
child. This project was owned by Solvesborg municipality (more specifically, the
public service one-stop shop). The other partners in the project were a small software
company and researchers from computer science, business administration, informat-
ics, human work science and telecommunications. The project resulted in system
specifications and a mock-up (a simple first version of a prototype). These were used
in the ensuing procurement process. The original plan was that the municipality and
the involved researchers would continue cooperating around the design and imple-
mentation of the actual e-service in a follow-up project, together with whatever IT
company made the best offer for developing the application. However, the public
sector procurement legislation proved more complicated than expected. The proposed
e-service has not yet been developed and implemented. As a result of experiences
from this project, the researchers from business administration and informatics are
currently taking a closer look at public service procurement processes and how and
why legislation and current practice appear to prevent small and medium-sized enter-
prise (SME:s) in the ICT sector from gaining access to e-government as a potential
marketplace.

The second of the two 6 month projects focused on developing an Internet-based
system for the management of absence reporting at upper secondary school. The aim
was to develop an application whereby mobile phones and pocket pc:s could be used
to access and update the central student administration system. The partners in this
project were Karlskrona municipality (primarily the upper secondary school af
Chapman) and bachelor-level students from business administration, software engi-
neering and the people, computers and work educational program at BIT where hu-
man work science and computer science are combined in educating future system
designers. This project resulted in system specifications and a prototype’.

7 Tt also resulted in three bachellor’s theses, one presented within each educational program,
and each one representing a different disciplinary perspective on the design and development
process in the project and its outcome.
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3 Co-constructing e-Government

3.1 A Simple Figure of Thought for Discussing Co-construction of e-Services

Our starting-point in cooperating across various organizational and disciplinary
boundaries within the TANGO e-government arena has been e-government under-
stood as co-construction. In order to link theory and practice, and enhance mutual
learning, in discussions between disciplines and across organizational boundaries, we
have used a simple figure of on-going design-oriented interactions (fig.1) to highlight
shifting foci on relationships of co-development of services, citizenship and technol-
ogy. The figure, albeit simple, helps explicate concrete examples of this on-going
everyday co-development, presented from the different perspectives that we, as re-
searchers from different disciplines and traditions, and practitioners from different
organizations and groups, represent in the project. In this way, we have been able to
explore and discuss working relations of technology production and use that we see as
central to what is actually making e-government happen - or not happen. [6] The main
challenge in this area, as we see it, concerns making visible, and developing suppor-
tive infrastructures for, the continuing local adaptation, development and design in
use of integrated IT and public services. [7]

toholio)!

local designers i i

g service providers cilizens
Fig. 1. A simple figure of on-going design-oriented interactions in co-development of e-
govemment.

3.2 Exploring ‘Shared’ Concepts and What They Imply for Design of e-Services

Another way to deliberately make use of multi-perspectivity as a resource for theory-
building within the e-government arena, is by exploring - in depth, and using concrete
examples from our projects - shared concepts of relevance for design and develop-
ment of e-services. Accountability and accessibility are two such concepts that we
have been working with together. Accountability in an ethnomethodological sense,
taken seriously as an issue for design of e-services, may drastically change both the
way we understand information and communication in organizations and society, and
the way we design technology to support it. [8], [9], [10] At the same time, account-
ability and accessibility in telecommunications research rely heavily on mathematical
models for optimization, yet are beginning to spill over into tentative discussions
about users’ experiences of e-services, and how much users need, or want, to know
about the infrastructure in use.

We believe there is much to be gained from confronting and further exploring
these differences in ‘shared’ concepts, as a way of understanding more about each
others’ perspectives and how they differ and yet, to some extent, overlap. By under-
standing more about the respective disciplines we are coming from and how they
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relate to design practice, we believe we will be able to more effectively join forces
and break new ground in the concrete design of public e-services.

During the Tango project, we have shared monthly literature seminars, which have
also been part of Ph D courses for Ph D students from our different research groups.
At these seminars, we have discussed research papers from the different disciplines
that have highlighted accountability and accessibility issues. In parallel with this, we
have worked together in real-life, municipal ICT development projects where these
concepts have been addressed as concrete design issues. Finally, besides shared litera-
ture seminars and interdisciplinary cooperation in real-life projects, we have written a
number of research papers and reports together. This is an accomplishment in itself,
when you have the aim to retain the integrity and professionalism of each discipline
and yet achieve new insights through the interdisciplinary character of the coopera-
tion.

3.3 Quality of Service and User Issues in the Network of Excellence Euro-NGI

One of the results of the interdisciplinary cooperation within the TANGO project is
that we are now developing further interdisciplinary cooperation at BIT around the
concept of quality of service, which is part of the focus of the European Network-of-
Excellence Euro-NGI (Next Generation Internet). The telecommunications research-
ers at BIT are part of Euro-NGI and have been given main responsibility for user and
use issues in this network. They themselves claim that this is a result of the sensibility
to these issues that they have developed within the TANGO project, and they have
thus offered us other researchers a part in the Euro-NGI cooperation, including the
opportunity of writing joint research papers and having travel expenses covered for
attending some of the network workshops. These are workshops with a technical
focus and depth that most of us non-telecommunication researchers would most
probably not have considered writing for or attending, had it not been for our being
especially invited in this way. On the other hand, we will continue challenging what
concepts such as ‘quality of service’ actually stand for in concrete e-service design,
thus bringing the aim and ambition of finding constructive ways of managing multi-
perspectivity with us into this future cooperation.

3.4 Realities of ICT Design for the Public Sector

The realities of co-constructing e-government are about more and other issues than
how to achieve interdisciplinary cooperation in research work, however. In the short-
term, real-life development projects run within the framework of the TANGO e-
government arena, we have among other things encountered some of the problems
private enterprises in the ICT business come up against in addressing the public sector
as a potential market.

A small ICT firm that had done extensive charting, defining and specifying of the
needs within the R&D project for the municipality Solvesborg, and designed a proto-
type of a future application to meet these needs, was not allowed to give a bid in the
actual procurement process because of current legislation on public sector procure-
ment. One of the consequences of this is that Participatory Design according to the
Scandinavian approach, which ideally aims for potential users participating in the
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design process from the very beginning, is made practically impossible. Furthermore,
even if they are wise enough to avoid taking on initial design work before they know
if they will get the job of designing the actual application, SME:s in the ICT business
are discouraged from making bids concerning e-government development because
they do not have the routines and resources to manage the extensive paperwork
(whether digitalized or not) around the public sector procurement process.

Time is another issue. Actual on-going everyday work practice in the public sector
follows other time lines, and has other mile stones, than visionary e-government pro-
jects, and all too seldom do these lines meet and entangle in constructive ways. [11]

4 What Have We Learned?

The interdisciplinary research cooperation within the TANGO e-government arena
has been challenging, but also inspiring and conductive to rethinking the conceptual-
izing work practices of our own research. To quote Lave and Wenger, in Situated
Learning [12];

‘Until recently, the notion of a concept was viewed as something for which

clarity, precision, simplicity and maximum definition seemed commendable.
We have tried, in reflective consonance with our theoretical perspective, to
reconceive it in interconnected, relational terms.” (Lave & Wenger,
1991:5.121)

Working across organizational and disciplinary boundaries takes time, energy and
patience, and does not automatically lead to fame and great wealth. Scientific publica-
tions presented at international e-government conferences do not necessarily impress
or help municipalities and SME:s in the ICT business who are trying to develop e-
services in short-term real-life projects. So there is a multidimensional tension in
settings such as the TANGO e-government arena, where so many different actors and
interests meet in joint projects. We put quite a bit of effort into developing structures
to help us manage the chaos of stepping beyond our respective home grounds. On the
other hand, by moving out into unfamiliar territory, and exploring alternative perspec-
tives to our own, we feel we are gaining a richer understanding of what co-
constructing e-government is — or could be.

Perhaps the best measure of whether the TANGO e-government arena has been
successful or not is to put the question whether the various actors involved would do
it again, if given the chance. The answer may be found in the continuation and exten-
sion of the interdisciplinary research cooperation as described above, within the
framework of the NoE Euro-NGI, and the continued cooperation with a number of
municipalities and ICT companies in the region around research and development
projects — short-term and real-life — in the area of e-government.

We have briefly sketched some of the ambitions, ideas and explorative methods
with which we have been working within the TANGO e-government arena. We have
touched on some of the problems we have come across and some of the issues we
think are important for continued and future research and development in the area of
e-government. Our experiences so far of multi- and interdisciplinary research
grounded in real-life projects in this area have been challenging and inspiring, and we
are currently continuing in this direction.
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Abstract. Among the European countries Denmark is ranked high with respect
to on-line services. This paper presents a preliminary, exploratory analysis of
variables supporting the diffusion of eServices in Danish municipalities. The
objective of the study is to perform an explorative search for explanatory vari-
ables, which make municipalities adopt eServices, and specifically to gain an
understanding of why some municipalities embrace eServices more extensively
than others. Based on an analysis of quantitative data it is found that urbaniza-
tion, population density, educational level of citizens, and increase in employ-
ment in the municipality appears to be the most significant explanatory factors
supporting a high level of eService adoption.

1 Introduction

According to arecent study prepared by Cap Gemini Ernst & Young [1] for the Euro-
pean Commission Denmark is ranked as number one among eighteen European coun-
tries with respect to being “Fully available online”. The parameter “Fully available
online”, was defined as the public sector institutions’ capability to offer complete
electronic case handling. The same study reports that Denmark is ranked as number
two, only surpassed by Sweden, with respect to “Online sophistication” of electronic
services offered to citizens and businesses. The Cap Gemini Ernst & Young-study
presents a picture of the state-of-the-art with respect to the level of electronic service
offered at the national level and it indicates that Denmark provides a relatively high
level of electronic services to its citizens and businesses. One initiative which con-
tributes to the high ranking is the NetCitizen [NetCitizen.dk the English equivalent of
the Danish “NetBorger.dk™] self service portal.

The NetCitizen initiative has been on-line since the beginning of year 2000. During
its first four years of existence it has increased the number of services available for
citizens. By December 2003 a total of 32 electronic services (eServices)' were avail-
able for citizens. These services vary in degree of interactivity and sophistication.
Some offer information while others provide more interactive services such as calcu-

! This number is based on number of services listed on the start-page for each municipality at
the NetCitizen.dk portal. Some of the listed links represent several services at the deeper lev-
els.

R.Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 164—-171, 2004.
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lation of pensions or payment of debts. A number of studies have discussed the nature
of eServices and have provided extensive categorizations of eServices, see for exam-
ple [2] and [3].

In the present study of the diffusion of eServices in Danish municipalities focus is
shifted from the attributes of the innovation and thereby also the particularities of the
eServices provided by NetCitizen. The present focus of this study is municipalities as
adopting units and an identification of parameters possibly explaining what make
municipalities adopt electronic services. It has been argued that “one cannot under-
stand policymaking unless one can explain the process through which governments
adopt new programs” [4]. The objective of the present study is to perform an explor-
ative search for explanatory variables, which make municipalities adopt eServices,
and specifically to try to understand why some municipalities embrace eServices
more extensively than others.

The remainder of this paper is organized as follows. In the next section theories
used to analyze the diffusion of innovations in public sector institutions are presented.
Thereafter follows a section, which outlines the variables included in the study of
diffusion of eServices among Danish municipalities. The subsequent section presents
the research method. The penultimate section outlines the results of the quantitative
analysis of possible explanatory variables of the diffusion of eServices in the munici-
palities. The paper ends with a presentation of the results of this preliminary, explora-
tory analysis and some reflections of the implications of the results.

2 Adoption and Diffusion of e-Services
in Public Sector Institutions

Given that other considerations than profit typically drive public institutions to adopt
innovations other variables than those traditionally studied in the adoption of innova-
tions among individuals [5] or among organizations [6] should be included. Public
services are contrary to private services either offered universally to all or provided to
specific eligible groups such as disabled or elderly. Public services have to be acces-
sible for those living in rural and remote areas as well as those living in urban areas
and most importantly they are not based on a citizens’ capability or willingness to pay
[7]. Incentives for public sector institutions to adopt innovations are thus driven by
other considerations than those normally related to organizations.

Though there might be competition among municipalities to adopt innovations the
incentive is dual: to achieve competitive advantage and to avoid being disadvantaged.
Berry and Berry [4] illustrate this situation by the following examples: municipalities
may decrease welfare benefits to match the levels of their neighbours to avoid being a
welfare magnet for the poor, or municipalities may adopt economic development
incentive programs already present in other states to prevent an exodus of businesses
from the area. Another argument, which drives the diffusion process, is that most
elected officials would like to stay in office for another term. Therefore, public pres-
sure to adopt a popular policy programme might influence the adoption of innovations
which voters favor.
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In their review of dominant theories of government innovation in the public policy
literature Berry and Berry [4] claim to have found two dominant forms of explanation
for the adoption of a new program of a state® internal determinants and diffusion
models. Explanations driven by internal determinants models focus on internal condi-
tions of the adopting unit. Factors related to political, economic or social characteris-
tics in the municipality explain a given adoption behavior. Diffusion models in con-
trast are driven by the inspiration from peers. According to this view municipalities
imitate other municipalities, which have already adopted a given innovation. Diffu-
sion of innovations therefore happen due to emulation of politicians [8].

In this first phase of search for explanatory variables for the diffusion of eServices
among Danish municipalities focus is on the internal determinants leading to adop-
tion. The study focuses thus on different characteristics of the adopting unit. In the
following section the variables studied are presented in detail.

3 Empirical Model: Variables and Measurement

In order to identify possible patterns of adoption and reasons for the different levels of
adoption of the NetCitizen eServices by the 271 municipalities in Denmark a number
of variables were included in an exploratory analysis of adoption patterns.

When studying internal determinants for diffusion of innovations the traditional
approach is to measure how early a programme or policy has been adopted by a given
unit compared to other units [4]. In the case of adoption of the NetCitizen eServices a
slightly different approach was chosen. The dependent variable of the study is defined
as the level of adoption of services from the NetCitizen portal Just by browsing
through a few municipality sites at the NetCitizen portal it is obvious that there is a
significant variation in the number of services the 271 Danish municipalities offer
their citizens. Of the 32 different services provided by December 2003 by NetCitizen
the by far largest municipality in Denmark, Copenhagen, only offered 9 services from
the NetCitizen portal to its citizens whereas three municipalities offered 28 different
services from the portal to their citizens.

Previous studies of the diffusion of policy initiatives have suggested two overall
groups of explanatory variables: political and demographical [9; 8]. In this study the
overall groups are expanded to four groups of explanatory variables: political, demo-
graphical, geographical, and economic. It should, however, be noted that the study is
exploratory in nature and as a consequence hypotheses for testing have not been
clearly formulated.

Berry and Berry base their study on American research and refer to state level not municipal-
ity level. It should be stressed that there are important differences between American states
and Danish municipalities e.g. with respect to size and even more importantly governance.
However, there are also similarities especially due to the significance of elected representa-
tives and their maneuverability due to voters’ judgment at the end of the councilor’s term.

It has to be stressed that NetCitizen.dk is not the only provider of eServices. Some munici-
palities have chosen to develop their own eService solutions or they have subscribed to
alternative off-the-shelf applications. However, KMD the provider of the NetCitizen.dk
portal is by far the largest eService solution provider among Danish municipalities.
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3.1 Political Explanatory Variables

Two overall variables related to the political characteristics of the municipality were
included in the dataset: political affiliation of elected representatives and voter turn-
out. Voter turnout is used as a measure of the political involvement of citizens. Citi-
zens’ involvement in political processes can be used as an indicator in the sense that
elected representatives might feel pressure to adopt eServices, which can ease the life
of their voters. It is therefore expected that municipalities with a high voter turnout
tend to adopt more eServices. The variable representing political affiliation of elected
representatives is related to the political affiliation of the council members. As
pointed out by McNeal et al. [8] political factors are not straight forward with respect
to adoption of innovations. In the Danish political scene social democrat-left wing
parties tend to argue in favour of administrative reforms to support improved citizen
participation. Liberal-conservative parties on the other hand tend to be in favour of
reducing the costs of administration thereby implicitly focusing on efficiency. In the
analysis of political affiliation, political affiliation was categorized as social democ-
rat-left wing and liberal-conservative. The variable, political affiliation is split into a
number of subgroups: party affiliation of the mayor, first vice-mayor and second vice-
mayor and gender of these three groups. Finally, the party affiliation of all members
of the council was included in the search for explanatory variables.

3.2 Demographical Explanatory Variables

The adoption-rate of Internet is high in Denmark. According to Statistics Denmark
(www.dst.dk) about eighty percent of the population had access to the Internet at
home or at work by mid-2003. A larger share of citizens with higher education has
access to the Internet compared to citizens with a relatively lower level of education.
In the age-group 16 to 59 years the adoption rate varies from 87 to 95 percent,
whereas only one out of two persons in the age-group +60 has adopted Internet. Given
that Internet access and in particular use of the Internet is a prerequisite for using
eServices it is found prudent to look at the age and the educational level of the popu-
lation in the different municipalities. It could be expected that decision-makers would
take into consideration if their citizens are among the population typically well repre-
sented in the Internet or not. In order to explore this proposition the impact of age
distribution and educational level of the municipality’s inhabitants were included in
the analysis of the level of adoption of eServices of a given municipality.

3.3 Geographical Explanatory Variables

Urbanization has been suggested to be a possible explanatory variable for adoption of
innovations [8; 9]. With respect to the adoption of eServices variables related to area
of municipality was included. Given that municipalities with large areas/ distances
must be expected to have more logistic challenges in servicing their citizens, access to
services via Internet might be a solution worth pursuing. Furthermore, it is found
plausible that the population density of a municipality influence the incentive to adopt
eServices. Given that sparsely populated areas require the same services as heavily
populated areas but that sparsely populated areas have fewer inhabitants to cover the



168  Helle Zinner Henriksen

expenses, a low population density could therefore be expected to favour eService
adoption. The third and final geographical variable included in the dataset is related to
the metropolitan, rural or urban status of the municipality.

3.4 Economical Explanatory Variables

Slack resources are an important factor when innovations are adopted [10]. The eco-
nomic resources were measured as the relative wealth of the municipality. Two vari-
ables were used to measure economic resources: growth in employment and tax level.
The variable employment growth was measured as number of full-time employed
workers during the period 1997-2002. Employment growth was defined by calculat-
ing the municipality’s share of the total employment in Denmark for each year and by
calculating the average employment growth for each municipality for the period
1997-2002. This variable is based on the assumption that growth in employment in a
region attracts investment and tax payers, which again contribute the resources of the
region. The second economic variable tax level indicates the relative level of expenses
of a municipality compared to its income.

4 Data Collection

The number of eServices provided by the 271 Danish municipalities to its citizens
was gathered from the NetCitizen eService portal. The procedure followed was to use
the entry to the portal available to citizens. Data from the individual site of each mu-
nicipality in the portal was registered separately. All data from the NetCitizen portal
were gathered from the portal during December 2003. Data related to political affilia-
tion of the mayor, first vice-mayor, second vice-mayor and the council members were
collected from the Handbook of Municipalities year 2002 [11]. The gender of the
mayor, first vice-mayor, and second vice-mayor, voters turnout, municipal tax rate,
and the area and population size of the municipality were also collected from the
same source. The remaining data concerning socio-economic status and age distribu-
tion of citizens from each municipality were obtained from Statistics Denmark
(www.dst.dk).

5 Results

In the following results from bivariate relationships between number of eServices
offered and the political, demographical, geographical, and economic variables are
presented.

6 Discussion and Conclusion

The exploratory search for explanatory variables supporting the adoption of eServices

provided by the NetCitizen portal in Danish municipalities resulted in four statistical
significant variables.
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Table 1. Bivariate analysis of number of eServices by categorical variables.

Variable Statistics DF Value Probability
Mayor’s gender MHC 1 2.2886 0.1303
First vice mayor’s gender MHC 1 0.5731 0.4490
Second vice mayor’s gender MHC 1 3.1488 0.0760
Urbanization, 3 categories: metropolitan, Chi- 4 8.8329 0.0654
urban, rural square

Utrbanization, 2 categories: urban, rural MHC 1 7.1060 0.0077%*
Percentage of citizens with higher educa- Chi- 4 12.0365 0.0171*
tion. 3 categories: 1-14, 15-19, 20+ square

City council’s party affiliation, 3 catego- Chi- 4 2.0442 0.7276
ries: left, right, other square

Mayor’s political affiliation. 3 categories: Chi- 4 5.2177 0.2657

social democrat and lefi-wing, liberal and square
conservative, all other

City council’s majority 3 categories: Chi- 4 1.5446 0.8187
social democrat and left wing, liberal and  square
conservative, all other

Percentage of elderly in the municipality, Chi- 4 6.5853 0.1595
3 categories: more, average, fewer square

Employment increase, 3 categories: Chi- 4 11.2516  0.0239*
fewer, average, more square

Legend: * = p<= 0.050; ** = p<=0.010; *** = p<= 0.001

Table 2. Bivariate analysis of eServices by three quantitative variables.

Variable Statistics DF Chi-Square Probability
Voters turnout Kruskal-Wallis tests 2 0.2821 0.8685
Taxation level Kruskal-Wallis tests 2 1.0737 0.5846
Population density ~ Kruskal-Wallis tests 2 7.5673 0.0227*

Legend: * =p<=0.050; ** = p<=0.010; *** = p<=0.001

It was found that the higher population density the more eServices a given munici-
pality provides (p = 0.0227). The same trend is also reflected in the bivariate analysis
of number of eServices by urbanization, where the MHC test shows a highly signifi-
cant relationship (p = 0.0077). What is surprising is, that when including the metro-
pols in the analysis the statistical significance is reduced (p = 0.0654). This indicates
that municipalities with larger cities, but not metropols, are eager to adopt eServices
from the NetCitizen portal. This result contradicts the assumption that long distances
to public service institutions would stimulate the adoption of eServices.

Another finding from the statistical analysis is that the longer the formal education
the population has in a given municipality the more eServices are provided (p =
0.0171). This could indicate that decision-makers consider if the citizens living in the
municipality actually are among the most represented Internet users as identified by
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Statistics Denmark. If this line of thought is pursued then considerations related to
efficiency might drive the adoption of eServices in the Danish municipalities. There
could be an expectation that there is a return on investment given that a larger number
of users will use the eServices provided. Thereby reducing the requirements for staff
available in offices.

The fourth variable, which turned out to be statistically significant in the analysis
was growth in employment during the period 1997-2002 (p = 0.0239). One interpreta-
tion of this result is that municipalities, which have experienced growth in employ-
ment has achieved more slack resources, which generally have been found to stimu-
late adoption of innovations [10]. Another interpretation is that growth in employment
means that the municipality has more citizens engaged in active employment who
demand various public services. In order to attract and especially keep employees
(and in particular tax payers) an increased level of services is therefore crucial. Given
that most public offices have opening hours similar to the working hours eServices
might be the best solution if employees are to stay in the municipality.

The exploratory search has indicated that other factors than direct pressure from
voters influence the decision to adopt eServices. The variable voters turnout was not
found to have any statistical significance in relation to level of eService adoption. One
reason for this result might be that the last election for offices at municipality level
took place in year 2001. The NetCitizen initiative was still in its infancy by that time
and voters might not have been aware of the possible convenience of eServices.

The other political variable, political affiliation, which was included in the analy-
sis, was similarly found not to bear any statistical significance when related to level of
eService adoption. This trend that political ideology does not determine adoption of
innovations at the public sector level corresponds to findings by McNeal [8] and
Walker [9]. A recent study of eService adoption in Switzerland [12] confirms the
same trend.

One issue, which should be taken into consideration in the context of the politi-
cians and their influence on technology adoption, is their interest in the matter. With
direct reference to Aristotle Jeger points to the distribution of responsibilities be-
tween politicians and employees/ civil servants as defined by the Greek philosophers
[13]. It is a distribution where politics are above practical matters. Adoption of tech-
nology is according to this view something, which is left to employees not politicians.
Therefore, attitude of the head of the IT-department in the municipality could turn out
to be a determining factor for adoption of eServices. The works of Rogers [5] sup-
ports this type of argumentation. According to Rogers the role of opinion leaders and
change agents are crucial for the diffusion of innovations in any social system.
Among other issues their role in the adoption process should be explored in future
research.

The results of the exploratory study of the adoption of eServices from the NetCiti-
zen portal point towards the conclusion that demographic, geographic, and economic
variables rather than political variables stimulate the diffusion of innovations in Dan-
ish municipalities. However, there are also indications of that other explanatory fac-
tors should be included to give a more adequate picture of the motivations for adop-
tion of eServices from the NetCitizen portal in Danish municipalities.
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Abstract. The presence of economies of scale has been often taken for granted
in the discussion of many eGovernment implementation issues. This paper dis-
cusses this assumption by showing that empirical evidence in favor of econo-
mies of scale may be considered context dependent. Although the analysis car-
ried out does not lead to discard the presence of economies of scale in the
provision of eGovernment services, it casts a new light on the concept of one-
stop-shopping portals as well as providing some insights for future research.

1 Introduction

In March 2000, the European Council met in Lisbon and set the following goal:
“BEurope will have to become the most competitive and dynamic knowledge economy
by 2010”. A bold statement that has been followed by the creation of a series of action
plans labeled eEurope laying out the intermediate steps necessary to the meet the
2010 deadline.

The eEurope action plans heretofore published have placed a considerable amount
of attention on eGovernment related objectives. This suggests that the implementation
of eGovernment plays a strategic role in the achievement of the Lisbon target and thus
in the future of Europe.

The two main factors that contribute to eGoverment’s strategic importance are the
following: firstly, the indirect positive impacts that the implementation of eGovern-
ment has on both citizens and firms in terms of technology adoption and usage. In this
respect, eGovernment may be considered as a complementary innovation to eCom-
merce. In Europe, Government consumption amounts to about 20% of the gross do-
mestic product. This makes it the single biggest consumer whose behavioural patterns
may exert a significant impact on the economic system. The switch to an online
model of government procurement, for instance, may act as a catalyst by encouraging
a large number of enterprises to adapt in order not to loose what may be a significant
part of their business.

Secondly, the implementation of eGovernment is expected to lead to an increase in
efficiency which should both alleviate the pressure caused by a decrease in the num-
ber of taxpayers due to aging populations, as well as increase expectations in terms of
service quality.

Part of the expected efficiency gains mentioned above was assumed to be associ-
ated with the alleged presence of economies of scale. As a matter of fact, the literature

R.Traunmiiller(Ed.): EGOV 2004, LNCS 3183, pp. 172—-177, 2004.
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points out that municipality size is an important factor in the implementation of elec-
tronic service delivery [9]. This has led the research community to accept the concept
of one-stop-shopping portals since they may function as demand aggregators among
municipalities, thus creating bigger virtual front offices. As sensible and intuitive as it
may be, the assumption of economies of scale still requires some empirical evidence
to be provided. This paper will question the economies of scale assumption and will
seek evidence of its presence.

2 Objectives

The objective of this paper is to investigate the possible efficiency gains that may be
enjoyed in the provision of eGovernment services to a large number of customers. In
particular, empirical evidence of the presence of economies of scale in the implemen-
tation of e-Government at the municipal level will be researched.

Given the high geographical localization of the sample used for this analysis
(Piedmont, Italy), the ultimate goal of the paper is not to provide a final answer on the
existence of economies of scale in e-Government, but rather to stimulate some discus-
sion on its context dependency.

The results obtained will also be used to cast a new light on the concept of one-
stop-shopping portals, suggesting that both its advantages as well as a possible hybrid
solution should be further investigated.

3 Methodology

The data used for the purposes of this paper was generated by a survey conducted in
the context of a project sponsored by the European Commission and named Regional-
IST (www.regional-ist.org).

The project was carried out by an international network of regional official obser-
vatories whose mission is to support Regional Governments in the policy design
process by periodically monitoring the diffusion of technology among public admini-
strations, citizens and enterprises.

The analysis was carried out on the data collected by the observatory in Piedmont
(Italy). The unit of analysis of the survey was the municipality.

The sample frame was extracted from a population made up of the 1206 Piedmont
Region’s municipalities.

The population distribution was known and looked as follows:

Table 1. Population and Sample Distribution.

[ Stratum | Municipality size | Population | Sample

| number | (Inhabitants) | Distribution | Distribution
- e T s e A
. s T T B R
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The sample was built by adopting a differentiated probability approach in order to
over represent the last two strata. The stratification variable is municipality size in
terms of number of inhabitants. Stratification thresholds were chosen in order to:
isolate the main city and allow a proportional distribution among strata in most of the
regions that took part to the Regional IST project (i.e. Piedmont, Catalonia, Baden-
Wiirttemberg).

The sample frame was set at 600 units and the redemption rate was 45.8%. Thus,
the final sample size was 275 units.

As per data collection, the first contact with municipalities was made by CATI
(Computer Aided Telephone Interviews), while data were collected through a written
questionnaire.

4 Problem Layout

Three factors were considered while looking for evidence of economies of scale:
eGovernment related costs, website complexity and municipality size.

E-Government activities are cross sectional in nature, and thus, their related costs
are difficult to isolate and measure objectively. As a consequence, in order to proceed
as rigorously as possible, for the purposes of this study a definition provided by the
European Commission' was adopted:

“E-Government is defined as the use of information and communication
technologies in public administrations combined with organizational
change and new skills in order to improve public services and democratic
processes and strengthen support to public policies”

This definition was used as a starting point for defining the variable utilized to
measure the costs generated by the eGovernment related activities. Municipalities
were asked to specify their annual expenditure on Information and Communication
Technologies (ICT). This value was the aggregation of a number of cost items:

1. Hardware

2. Software

3. Connectivity

4. ICT related consultancy and training.

As per the measurement of website complexity, the European Commission guide-
lines® were adopted. Five stages of online sophistication were in used to rate the ser-
vices:

- Stage 0: Service not available online

- Stage 1: Information

- Stage 2: One way interaction (downloadable forms)

- Stage 3: Two way interaction (possibility to fill in forms online)
- Stage 4: Transaction (full electronic case handling)

I “The role of eGovernment for Europe’s Future” European Commission 2003.
2 CAP Gemini “Online Availability of Public Services: How is Europe Progressing?” Euro-
pean Commission DG Info-Society 2003.
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Municipalities were asked to assign a score from 0 to 4 to a set of services identi-
fied at EU level as having priority. Website complexity was then measured by com-
puting the average level of sophistication.

Finally, regarding municipality size, two options were considered: number of in-
habitants and number of civil servants. In order to avoid an arbitrary choice, two sepa-
rate analyses were run using both variables. The results obtained did not differ. This
paper presents only the results obtained using the number of civil servants employed,
but a similar analysis could be carried out using the number of inhabitants.

S Analysis

The following production function was used to describe the empirical relationship
between input and output:

y=ax? ¢))
where:
“y” is the municipality annual ICT expenditure;

“o” is amultiplication factor;

“x” is the number of civil servants employed in the municipality;

“B” is the parameter of the function allowing the presence of economies of scale to
be identified. If the parameter’s value is less than one, this means that economies

of scale are present.

In order to compute the value of the parameter B, logarithms were used to trans-
form formula (1) into an additive linear function:

log (y) = log (a) + B log (x) 2

In the graph below, the logarithm of the annual ICT expenditures of all the munici-
palities in the sample was plotted against the logarithm of the number of civil servants
working in each municipality. The line in the middle represents the line of best fit
while the outer lines are the 95% confidence intervals. As it may be noticed, the coef-
ficient of the trend line is less then 1 (B = 0.89) and thus reveals the presence of
economies of scale.

From the first analysis carried out, it may be concluded that the annual ICT expen-
diture per civil servant tends to diminish as the municipality size increases. However
this result reveals to be a Pyrrhic victory if municipalities without a website are ex-
cluded from the calculation. In fact, the regression run only on municipalities with a
website provides a p whose value is not below 1 with a 95% confidence level. This
suggests that the presence of a website (regardless of its complexity level) seems to
create inefficiencies and thus diseconomies of scale.

Another component was introduced in the analysis in order to further explore the
impact that the presence of a website may have on municipal ICT expenditures. Web-
sites were classified according to their level of complexity and divided into two
groups (L and H). Websites with an average level of sophistication lower than 1 were
put in the L group, while more complex websites (with an average sophistication level
greater than 1) fell in the H group.

The analysis carried out on these two subsets of the population showed that mu-
nicipalities with less complex websites (L group) enjoy the presence of economies of
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Fig. 1. Logarithm of ICT Annual Expenditure against the Logarithm of Number of Civil Ser-
vants.

scale (B=0.762). However, the analysis revealed the presence of diseconomies of scale
in municipalities that have a more complex website (B=1.029).

6 Conclusions

The first conclusion that may be drawn from the analysis described above is that
economies of scale in eGovernment at the municipal level should not be taken for
granted, since their presence seems to be context dependent.

In the analysis carried out, for instance, although the presence of economies of
scale may not be discarded, the supporting evidence is not extremely strong. The
implementation of complex websites that allow a high degree of interaction with the
citizenry, in fact, seems to foster the creation of inefficiencies.

A possible explanation to these findings may be that, at this early stage of eGov-
ernment implementation, a municipality that has implemented a more sophisticated
web interface covers a pioneering role. Thus, the presence of economies of experience
should also be taken in due account. In this respect, the theme of reuse and experience
sharing plays an important role in contributing to the reduction of the inefficiencies
found.
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This simple empirical exercise also suggests that it may be worth reconsidering the
concept of one-stop-shopping portals in light of these findings, in order to better un-
derstand to what extent they may lead to the creation of more efficient and effective
systems. In particular, it could be interesting to investigate the possible presence of
minimum aggregation threshold (or a critical mass) that may be necessary to reach in
order to enjoy the presence of economies of scale. Moreover, different levels of ag-
gregation/collaborations should be explored as a solution that, in addition to allowing
the attainment of efficiencies, also takes in due account the importance of local idio-
syncrasies, identified by the literature as being a crucial factor in a successful imple-
mentation of public e-services [2].

As acaveat, it must be added that the study presented in this paper adopted a cost
based approach. As such, it may not be considered exhaustive, since no provision was
made for value creating aspects. Nevertheless, given the highly intangible nature of
these aspects, a cost based approach seemed to be the only viable option.

In conclusion, the results found reveal that the process of scaling up the provision
of eGovernment services may turn out to be a fruitful field of research. In particular.
efforts should be directed towards understanding the managerial implications that
may hinder an efficient implementation and management of eGovernment systems.
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Abstract. This paper assesses the maturity of the eGovenrment (eGov) field by
examining the nature of 170 papers published at three major eGov conferences
using a maturity model. Papers were examined mainly for rigor, but to some ex-
tent also for relevance. It was found that theory generation and theory testing
are not frequent while case stories (no theory, no structured data collection) and
product descriptions (no analysis or test) are. Also, claims beyond what is rea-
sonable given the method used are frequent. As for relevance, only a few of the
cases where theories are either tested or generated concern the role and nature
of government, most concern general organizational issues which could well
find a place within traditional IS conferences. On the positive side, global out-
reach appears fairly good, as does involvement of various pertinent disciplines.
It is concluded that eGov conferences need to address quality criteria, both rigor
and relevance oriented ones, if the field shall develop to become a distinct re-
search field

Introduction

After a few years of growth in the field, it is time to pause and summarize eGov (elec-
tronic government or electronic governance) research — what is it all about? The field
set out in the late 1990’s as a context within which to share experiences among practi-
tioners but has over the past few years given rise to several academic conferences and
specialized journals.

A scientific field is usually characterized by not just a common object of study, but
also a set of theories which can be used to understand the general conditions of the
field. Although the eGovernment field is certainly generating an increasing amount of
research literature, it appears to run a risk of not achieving maturity, for several rea-
sons. As for the object of study, government is made up of a huge number of disparate
organizations and processes. It is not apparent what a small village in France and the
US federal government share in terms of process rationalization potential. The fields
in which government agencies work also differ considerably, from road construction
to social welfare to schools to railroads to defence. eGovernment hopes range from
process rationalization to better democracy. With eGovernment emerging as a re-
search “field”, it is likely that experts from different trades would take their pet view
into eGovernment studies leading to the field becoming a microcosm containing al-
most anything there is in research while not addressing the field as a whole.

This paper sets out to examine the state of the art in eGov research today. To what
extent is it already a research field? This would mean more that “putting IT into gov-
ernment”, it would require, apart from rigorous research, some theories distinguishing
it form other fields, such as Information systems (IS).

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 178-185, 2004.
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Research Questions

The basic question asked in this paper is, what is the eGov field like in terms of what
constitutes a scientific fields? This is operationalized by questions concerning rigor
and relevance, with an emphasis on the former.

Relevance: To what extent is the eGov field distinct from other fields? This could be
assessed by investigating what are the questions asked — what (kind of) theories are
used, or sought in an inductive manner? If eGov is indeed a specific field, at least
some of these issues and theories would be different.

Rigor: Depending on the maturity of the field, the balance among methods used
would likely change over time from case stories to more of methodologically sound
examination of relevant issues, be they related to technological quality, user under-
standing, extent and qualities of use, or other. A mature eGov field would also involve
many disciplines, certainly public administration and other fields specializing in gov-
ernment, not only IT-related disciplines by example from e g the HCI field.

Maturity could be measured by a longitudinal study — comparison with the past — or
by comparison with some other field, such as the IS one. In this paper we do neither.
As the purpose is not comparison but only to raise a discussion about the future of the
field, we focus on eGov conferences of 2003 only, and measure maturity according to
the following rather intuitive model. The model is based on the assumption that re-
search fields mature over time passing through (but never completely leaving!)
roughly the following phases:

Philosophical (“What will the world be like when everyone has a computer?”). As
there are no or few theories in the field and empirical data is uncertain as the object of
study is changing rapidly, studies will at this stage be mainly speculation based on
philosophy, properties of technology, world view, etc.

Anecdotal case stories (“Ma, look what I found”). At this stage there is an increasing
amount of data, but there are still no clear focus in the field so studies focus on
“emerging” features, which may be anything but are usually grounded in factors like
the researchers field of origin, personal interest, and commercial focus of the IT de-
velopment. Focus is still on exploration, finding new exciting traits of the develop-
ment. The researcher is an Amerigo Vespucci finding new land.

Clustering (grouping according to similarities among cases). At this stage cases
abound and people start looking for similarities. The new continent is found physi-
cally, now we try to understand life on it.

Theory creating (similarities more strictly modelled). When similarities are found,
people start looking for more stable relationships, models and theories so as to more
credibly inform further research, product development and organizational remodel-
ling.

Theory testing (using theories found by inductive methods or borrowed from other
fields pertinent to government and/or IT). This stage would generally be expected to
appear slightly after stage 4, as theory creating is usually qualitative and builds on
smaller but richer data sets than theory testing and hence is more suitable to early
stages of development where radical changes are about), but thereafter they continue
in parallel.
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Although vitality in a field probably requires that even mature fields contain some
component of each of the above “stages”, we propose that a new, immature, field
would contain more of the early stages while a mature field would contain more of the
latter ones.

Method

Although eGov related papers are beginning to appear in journals, the bulk of them
appear in conference proceedings. As eGov started as a practitioner field, most con-
ferences so far are practitioner-oriented, e g conferences arranged by G8, Telecities,
and national associations of municipalities. Other conferences invite academic papers
but try to attract a mixed audience. This includes DEXA EGOV (www.dexa.org) and
European Conference on e-Government (ECEG). Yet other conferences, or parts
thereof, focus on research knowledge exchange only. This includes IFIP WG 8 (an-
nual conferences since more than a decade on several eGov themes), HICSS (with
eGov-related minitracks since 3 years), as well as other major conferences such as
ECIS, TFIP3E, and the Bled eCommerce conference having in the past few years
added eGov sections.

For this paper a selection of conferences was made that included both of the latter
kinds of conferences (academic and mixed) but excluded the practitioner-only ones. A
further criterion was the conference be rather big, hence excluding specialized aca-
demic associations however interesting. We wanted to track eGov mainstream as of
today. The final choice was:

DEXA eGOV - in its 3rd year, comprehensive coverage of Europe, including the
eastern part. Also comparatively good international coverage, including Asia and
Latin America. Academic but with a stated mission to reach also practitioners.

HICSS - a traditional IS conference focusing on academics. Global coverage, but
within the IS field.

ECEG - In its 4th year. More academic than DEXA, but still with a strong focus
on practitioner relevance. Also more limited in geographical scope than DEXA, by
history a focus on UK and north-west Europe (but this is changing)

This study covers only conferences held in 2003. A total of 170 papers were stud-
ied, 94 from DEXA, 25 from HICSS, and 51 from ECEG.

To assess rigor and relevance, the following categories were used:

Rigor: Research type, Method, Claim, Number of pages, Number of references.
Relevance: Focus unit, Target audience, Institution, Discipline, Collaborative,
Country.

The categories were designed so as to involve a minimum of interpretation. Both
category definitions and interpretation were “generous”. As my hypothesis was that
the eGov field is indeed immature, I wanted to avoid this bias to guide my interpreta-
tion, and so a generous approach was necessary. To check my coding, 25 randomly
selected papers were coded by five independent reviewers (five papers each). In all
cases but one where there were discrepancies (15 %), the control coders were harsher
— they required more data or more stringent use of theory than I did. Category defini-
tions:
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Research type
Category Description
Descriptive Describes a phenomenon in its appearance without any use of theory
Philosophical Reflects upon a phenomenon without data or reference to any theory
Theoretical Reflects upon a phenomenon based on some theory but without empiri-

cal data or with only anecdotal and particular such

Theory generat-
ing

Attempts to analyse/interpret quantitative or qualitative data in a sys-
tematic manner for the purpose of model building.

Theory testing

Attempts to test a theory using quantitative or qualitative data in a
systematic manner, i.e. not just strict theory testing

Method. The categories used are a mix of the whish to keep the number as low as
possible, to include any quantitative and qualitative method while being specific
enough to not hide the fact that sometimes very specific methods are used. The latter
is the reason for including GT as a separate item. The former motivates including both
quantitative and qualitative methods under the category “interpretative”. “Product
description” was not preconceived but emerged as necessary.

Category Description

Argument Logical argument but not based on any particular theory or relating
explicitly or by clear implication to any theory

Case story Tells about a case but as opposed to a case study there is no strict data
collection method. Usually own experiences or anecdotal evidence

Etnography Any attempt to understand actions by systematic observation and inter-
pretation

Experiment Field experiments included

GT Grounded theory

Interpretative Any kind of more strictly performed data collection than “case story”

but not necessarily strictly explained or spelled-out method for interpre-
tation. A case study belongs here, but also more limited studies where
qualitative or quantitative data is analysed.

Literature study

Only documents used, be they scientific, policy documents or other.
Not necessarily strict method or even explicitly labelled as literature
study

Product descrip- | IT product, method, or similar, described by the manufacturer

tion

Survey This covers also qualitative overviews of several documents or cases
Unclear Not even the widely defined categories above fail to capture the method

Focus unit employed largely categories used to define other fields, such as HCI,
CSCW, and IS: Individual, Group, Method, and Organization. I added “Society”, as
government is not just any organization, and eGov research should consider not just
internal efficiency but also societal role.

Target audience concerns whether results explicitly or implicitly primarily aim at
guiding “researchers” or “practitioners”. When both target groups are mentioned clas-
sification is based on whether advice given fall within the domain of city officials’
work or that of researchers.




182 Ake Gronlund

Claim concerns what validity authors claim for their results

Normative = The paper claims generality beyond case.

Descriptive = claims validity but not generality. He authors claim to have described
the situation correctly and/or credibly.

Lessons = only claims anecdotal value, e.g. “we learned that we need a champion and
we weren’t prepared for that”

Ongoing = research is not completed and the paper does not make any claim as to the
validity or scope of the findings, not even in principle.

In cases when the claim was not explicitly stated, it was often very clearly implied
by the way findings were formulated. When the claims were not possible to discern,
the paper was classified as ongoing.

Findings

Research type. Descriptive papers dominate. It appears clear that much of the phi-
losophical hype surrounding both e-government and e-democracy during the period in
the mid-1990s has disappeared, as only 3 % of the papers were of that nature, and at
the more researcher-oriented conference, HICSS, there were no such papers at all. In
2003, philosophy has been replaced by theoretical arguments (15 %) and a growing
amount of theory creation and theory testing, although not so much at the conferences
trying to attract not just researchers but also practitioners.

DEXA 03 HICSS 03 ECEG 03 Total
Descriptive 57 61% 6 24% 27 53% 90 53%
Philosophical 3 3% 0 0% 2 4% 5 3%
Theoretical 12 13% 5 20% 9 18% 26 15%
Theory generating 12 13% 12 48% 7 14% 31 18%
Theory testing 10 11% 2 8% 6 12% 18 11%

The use of theory is much higher at HICSS, reflecting the more academic focus.
Given the largely quantitative tradition in (US) IS one might have expected a higher
figure for “theory testing”. The mere 8 % at HICSS may reflect that the field is new
and there are not that many theories to test. It might, however, also reflect the fact that
IS research concerned with case studies to a large extent has to be qualitative given
the often complex situations involved, and in a new field there is likely a dominant
stream of case study research to explore emerging features.

The high score for descriptive papers at DEXA and ECEG can probably be ex-
plained by the practitioner focus. A closer read revealed that many, especially at
DEXA, describe methods and computer applications in a straightforwardly introduc-
tory rather than analytical manner.

Method. There are big differences among the conferences. 25 % of the total number
of papers are case stories (no attempt to interpret data) and another 21 % are argu-
ments (no data). At HICSS, however, data are “interpreted” in 32 % of the papers,
meaning use of either qualitative (mainly) or quantitative methods.
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DEXA 03 HICSS 03 ECEG 03 Total
Argument 19 20% 6 24% 11 22% 36 21%
Case story 32 34% 2 8% 8 16% 42 25%
ethnography 0 0% 1 4% 0 0% 1 1%
Experiment 4 4% 1 4% 2 4% 7 4%
GT 0 0% 2 8% 0 0% 2 1%
Interpretative 11 12% 8 32% 5 10% 24 14%
Literature study 10 11% 1 4% 13 25% 24 14%
Product description 13 14% 3 12% 6 12% 22 13%
Survey 5 5% 1 4% 6 12% 12 7%

13 % of the papers are product descriptions describing a method or some software
without analysis or test.

The top score of 34 % for “case stories” at DEXA may reflect the practitioner fo-
cus. It could also support the hypothesis that eGov is a new field inviting first curios-
ity among researchers to explore a new field: “what is it all about”. This is, however,
contradicted by the HICSS low score of only 8 %. On the other hand, the “new field”
hypothesis is supported by the very low scores on methods often used in IS research
in other fields, including surveys, ethnography, grounded theory and (field) experi-
ments. In most cases the “interpretive” cases used very little and not very precise data,
stemming from national surveys and limited empirical studies.

The high number of literature studies at ECEG should also be noted. This is an in-
dication that the field is moving from initial anecdotal stories.

Focus unit. There is still a strong focus on IT, especially at DEXA. Although there is
a strong focus on organization and method, it is interesting to note the very weak
interest in society. Government is more seen as an organization than as a specific
instrument in society. That is, the internal operations are considered more important
than its role. This appears a clear indicator of the immaturity of the field, as “organi-
zation” and “method” are strong focal points in IS research in general. A mature e-
government would focus more on studying the specifics of government. This said,
some such discussions are indeed found under the labels of organization and method,
but the bulk of the papers take a traditional view on both topics.

DEXA 03 HICSS 03 ECEG 03 Total
Individual 6 6% 7 28% 3 6% 16 9%
Group 0 0% 0% 0% 0 0%
Organization 20 21% 8 32% 20 39% 48 28%
Society 12 13% 2 8% 6 12% 20 12%
Method 25 27% 0% 16 31% 41 24%
IT 31 33% 8 32% 6 12% 45 26%

Target audience. Although totally there is equal focus on practitioners and research-
ers, there are great differences among conferences. While DEXA is strongly focussed
on practitioners, HICSS has an equally strong focus on researchers.
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DEXA 03 HICSS 03 ECEG 03 Total
Practitioners 52 55% 3 12% 8 16% 63 37%
Researchers 28 30% 15 60% 25 49% 68 40%
Unclear 14 15% 7 28% 18 35% 39 23%

The figures are a bit vague, as target audience often had to be inferred. Still the
overall impression is that the figures are reasonably correct as there are other indica-
tors. One is the number of pages — shorter papers would indicate a practitioner focus.
We found 29 % being short (<5p), 23 % long (10+p), and 47 % medium length (6-
9p), supporting the impression that the target is 50/50 researchers and practitioners.

A further indicator is the number of references, where a low number would indi-
cate a practitioner focus. Again, the difference among the conferences is apparent.
While 35 % of the DEXA papers had 5 or less references, 88 % of the HICSS ones
and 80 % of the ECEG ones had 9 or more, often up to 25. Also, HICSS papers typi-
cally referenced academic literature while DEXA ones often referenced organization
or product web pages. The high number for ECEG reflects the high number of litera-
ture studies. Taken together, these three criteria clearly indicate a different focus of
the conferences in terms of intended audience.

Research origin. The affiliation of the first author is overwhelmingly a university at
all conferences (83 %). Companies and governments are represented equally little.
DEXA is the only conference with some representation from NGOs (1 %).

Looking at co-authors, the picture remains the same. Despite slightly higher figures
for HICSS, the picture is rather consistent across conferences — around 1/5 of the
papers were collaborative (involving more than one institution), and many of these
involved no practitioners but researchers from more than one university or more than
one discipline within the same university. In fact, only 11 papers involved at least one
practitioner and one researcher (6 at DEXA, 2 at ECEG, and 3 at HICSS).

From what disciplines do eGov researchers come? Judged by first author and or-
dered by size, the 170 papers studied here came from Informatics (45), Computer
science and related (20), Public administration and social studies (19), Business ad-
ministration (17), Law (12), Government professional (4), and Library sciences (2).
There seems to be no bias towards technology-focused disciplines. This conclusion,
however, should be cautioned. First, in 50 papers discipline was not stated. Second,
depending on where you put the Informatics discipline the balance changes dramati-
cally. Assuming half of the Informatics papers to be on each side (reasonable both
given the nature of the IS discipline and my impression from having read the papers)
we get a fairly “social” score with 62 papers on the social side and 44 on the techni-
cal.

A final factor indicating the (im)maturity of a research field is the credibility of
the claims. To investigate this, we matched the categories “research type”, “method”
and “claim”. A reasonable combination would be, for instance that a “descriptive”
type implemented by an “argument” would result in modest claims. We found 49
dubious claims, equivalent to 29 % of the papers. There were several combinations,
the largest being descriptive case story resulting in normative claims (11 cases) and
theoretical argument ending by normative claims. In both cases, researchers overesti-
mate their own experience and judgement to the detriment of method.
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Geographical distribution. It appears eGovernment conferences reach a fairly wide
audience in terms of global reach, with reat variety. DEXA gathered researchers
from30 countries, as compared to 9 for HICSS. While HICSS included people from
Western Europe, USA and the Pacific, DEXA also included Latin America, Asia
Russia and Eastern Europe. ECEG included authors from 15 countries, with no devel-
oping country or East Europe one represented, and 23 papers from the UK.

Conclusions

We set out to assess the maturity of the eGov field as a research area. The conclusion
is that the field is indeed immature, because theory generation and theory testing are
not frequent, case stories (no theory, no data) and product descriptions (no analysis or
test) are frequent, dubious claims (beyond what is reasonable given the method used)
are frequent, appear in 29 % of the papers, and only a few of the cases where theories
are either tested or generated concern the role and nature of government, most con-
cerns general organizational issues which could well find a place within traditional IS
conferences.

This said, there are important differences among conferences on the above points,
and the findings from the HICSS conference, rooted in the IS field, at least gives
some indication as to our immaturity hypothesis that in comparison the IS field is
substantially more prone to combine theory and data systematically. I believe that for
egovernment/nance to develop to a distinct research field there is a need to consider
the role of each conference. As for relevance, somewhat alarming may be that only 11
papers (of 170) involved shared authorship involving government practitioners.

On the positive side there are contributions from a number of disciplines, both so-
cial science ones and technically oriented, and international outreach beyond the
North Atlantic shores is good if not truly global
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Abstract. The paper that follows is concerned with the communities of interest
(or actor networks) and communities of practice that articulate the delivery of e-
government services, and with the discourse formations that shape the delivery
of e-government services in the UK. The approach adopted within this paper is
based on historical reconstruction and discourse analysis. This suggests that the
delivery of an integrated and accountable e-government apparatus is a non-
trivial objective for system developers, and that the overall complexity of such a
development has been, and is grossly underestimated.

Introduction

The technical complexity of large scale integration of new and legacy components is
acknowledged by developers, but they appear blind to ‘discursive complexity’, or the
management of issues that emerge when new rhetorical formations replace the legacy
rhetorics that have shaped investment. It is well-known that systems implementation
is indeterminate (there is always a time-lag between the articulation of a design and
its realisation, in a working system), and many project methodologies accommodate
this by adopting iterative design techniques. But iteration, and indeterminacy are not
acceptable rhetorical principles for public sector investment, where systems are pre-
sented as ‘solutions’ to tricky problem. Governments are traditionally elected to con-
trol or minimise risk, not to say that they do not know how things will turn out. There
is thus a dissonance between the discourse of policy-making for e-government, and
the discourse of systems design.

Social Shaping as a Methodological Framework

The investigation draws upon a sociotechnical study of indeterminacy and systems
implementation. In the UK, pertinent work has been undertaken by, for example,
Williams and his colleagues [1] working in the Social Science Research Centre in
Edinburgh. Much interpretive systems research considers the human-technology as-
semblage after installation. It draws on observations of work that has been re-shaped
or re-directed as humans accommodate the constraints of system formats and architec-
ture. This process of accommodation may be protracted or continuous. In some cases,
users may try to stabilize their social order by minimizing their interactions with the
system. In other cases, enthusiastic managers may de-stabilise the social order by
enforcing system-led innovations at a pace that accelerates the pace of change beyond

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 186-193, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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what is tolerable. Historically, systems engineering has been based on formal models
of objects and relationships that have been purged of contextual connotations: the
systems that result are inevitably compromised in the workplace, in a process of ‘par-
ticipative implementation’, or implicit or explicit configuration. Where design ration-
ale has been parsimonious, and specifications and models are too narrowly defined,
the divergence between system and context (where those who interact with the system
make sense of their work) may be a source of stress.

The socio-technical approach outlined here embraces a number of concepts that are
relevant to the investigation of e-government systems. These include ‘innofusion’ (an
iterative cycle of supply and use); ‘learning by struggling’ or ‘social learning’ (that
leads to ‘negotiated’ or ‘emergent’ outcomes); ‘configurational technology’ (the
assemblage that results when components designed elsewhere ‘imprinted with differ-
ent assumptions, categories and divisions of labour’, must be fitted to local circum-
stances); and ‘socio-technical constituencies’ (or the competing communities of inter-
est who much reach closure if technology is to be stable in organisational terms).
Analysts who take this approach may also be sensitive to paradoxes of design and
implementation. These are evident in the tension between stability (standards, com-
mon expectations) and instability (dynamics of new technological opportunities and
user requirements). In addition, the urge to make things manageable may lead devel-
opers to ‘black box’ some elements of design and reduce local knowledge while rec-
ognizing that ‘sticky’ problems are treated/solved with local knowledge which thus
needs to be maintained.

Fleck (with Howells), a member of this group, has proposed the concept of the
‘technology complex’; a multi-faceted framework for analyzing the complex factors
that may be observed in the ongoing work of configuration (the de facto customisa-
tion in practice of new and existing components). He has described both organiza-
tional communities of practice in this context (that shape technology at work) and
communities of interest, that shape pre-implementation policy-making and decision-
making [2]. The discourse of organizational communities defines a common agenda,
but may also be a source of competitive strength where social capital or social net-
work effects come into play. The messages from an interest group within the organi-
sation have more weight if they resonate with those of more powerful external allies.
For example, many large corporate contracts are awarded not on the basis of require-
ments analysis, but on the basis of industry ecology, a phenomenon that is replicated
in the world of e-government. A good example of this is the ten-year study of the
implementaton of traffic policy in the city of Aalborg by Flyvbjerg [3].

But the distinction between the two types (‘interest’ and ‘practice’) of community
is important. The rhetoric (or discourse that defines) an ‘interest’ community will tend
to simplify the issues involved in systems implementation, and downplay risk by
emphasising the track record of those who share the rhetoric. This discourse is what
the public (or external audience) will hear. The discourse of a ‘practice’ community
will, in contrast, focus on the difficulties of implementation, on ways of working
around infeasible features, and on informal education in these processes for newcom-
ers to a workplace. This process is well analysed in studies of ‘articulation” or ‘invisi-
ble’ work [4]. The audience for this discourse is internal, though containment may be
leaky, as apologetic ‘officers’ may share the ‘work-around’ with clients. By focusing
on and analysing such rhetorical dissonance in interest and practice groups involved
in e-government applications, investigations may provide insight into a complex set
of domain trends.
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The SQA Story — A Public Account of Discourse Dynamics

In the case study that follows, we tell the story of a public agency implementation of a
computer system called the Awards Process System. Our account tracks events that as
far as 10 August 2000, when the agency, the Scottish Qualifications Authority (SQA)
sent out incorrect or incomplete examination results (or in some cases did not send
out results data at all) to 16,748 candidates. This was deemed to be something of a
national disgrace in a country that prided itself on the quality of its educational sys-
tem, and led to resignations, litigation, four governmental inquiries, not to mention
considerable adverse publicity. We also cover the aftermath, focusing on a number of
disparate rhetorics.

The story begins in 1996 when a new national qualification for Scotland was de-
veloped, the Higher Still award'. This was intended to augment rather than replace the
existing qualifications framework, and was intended to represent the merging of aca-
demic and vocational qualifications. There were two consequences of this develop-
ment that are significant to our discussion. The first was that the development was
beset with difficulties, which led to the Scottish Executive setting up, and chairing,
the Higher Still Development Group to address ongoing problems in moving towards
implementing the new award across Scotland. The second consequence was that it
was decided that in tandem with the introduction of the Higher Still award, that a new
agency — the Scottish Qualifications Authority (SQA) — would be set up to replace the
two existing national examination award bodies in Scotland, the Scottish Examina-
tions Board (SEB) and the Scottish Vocational Education Council. The SQA came
into being on 1%t August 1997 as a non-Departmental Public Body. The root of the
problems with the 2000 examinations are traced back to this point [5], where senior
management of the SQA ‘failed’ in the management and organisation of the newly
merged authority.

Within the first couple of years following the instantiation of the SQA a number of
things happened that would affect the future outcome in August 2000. Firstly, almost
half of the SEB’s experienced examination officers left on early retirement packages,
and hence a considerable amount of specialist knowledge was lost to the SQA. Sec-
ondly, a very experienced Director of Operations retired and not replaced, followed
soon after by the Head of Operations. Responsibility for the area of operations now
fell under the Director of Awards, one of seven business units that this person over-
saw. Finally, despite the fact that one of the working legacy IT systems that came
with the merger had been developed to handle the Higher Still qualification, it was
decided by the soon to retire Director of Operations that a completely new LT. system
should be developed and installed. This new system became known as the Awards
Processing System (APS). As a part of the formal project management procedures
required in public body IT projects, a Project Board was set up to oversee the specifi-
cation and implementation of the APS project. The Board met for the first time in
November 1997, with the first software scheduled for delivery in September 1998.
One aspect of this decision was that the decision to develop a new system was not
discussed, according to reports, with bodies responsible for developing the new quali-
fication. This meant that the decision to develop a new system was taken before the

I Traditionally in Scotland, the norm has been that secondary level students attempt the Stan-
dard Grade awards at approx. 16 years of age, and Higher Grade awards at 17 years.
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qualification process had been finalised. As noted subsequently by the Director of
Awards, the software for the APS project “had to be specified and written for business
processes not yet in place” [6] The proposed APS system would be the largest system
of its type in the UK. Despite this, the schedule seemed rather optimistic; the software
build was to begin in July 1998, with the first software release planned for September
1998. It was proposed that the APS system would first be used to handle the issuing
of some examination certificates in December 1999.

By July 1999 major difficulties in user testing were minuted. Concerns that arose
in October 1999 at the Scottish executive were met with assurances by the SQA in
October and November 1999 that the reported anomalies were ‘caused by a computer
error’ [7] but were of limited significance. On 28 September 1999 it was noted at a
meeting involving the SQA that there were concerns about the high volumes of data
that assessment centres were supposed to be able to supply to the SQA. While the
SQA did not acknowledge any sense of problems with the assessment process, in
March 2000, national press reports suggested that the IT systems used by schools to
transmit data to the SQA were not working properly. While later that month SQA
meeting minutes note that software to process marks was still being developed, and
that staff were working very long hours, there was no suggestion that there would be
any problem with the way in which awards would be made in the coming summer.

In fact, the plan to utilise the APS system to process some results in December
1999 had to be abandoned because it became evident to the SQA that the system
would not work. Instead they reverted to an earlier system, the Record of Education
and Training (RET) system, used by SCOTVEC, one of the institutions merged to
form the SQA in 1997. This incident was not recorded as having been acknowledged
as a matter of concern by the management or board of the organisation.

Nonetheless, further reports of software problems between the SQA and the award
centres appeared in the national press once again. This article quoted a senior man-
ager of the SQA stating that the examination and award process would run smoothly,
a view backed up in a letter to the Scottish Executive on 6 April [8]. On 24 May 2000,
the APS project board noted that there may indeed be apparent problems ahead in the
processing of results by the SQA given that the necessary software for APS still had
not arrived, more than two years later than specified Not only was the delay in im-
plementing APS meaning that the time to process an estimated 4 million pieces of
data (permutations of candidates and courses) was getting considerably shorter but
there was no contingency plan should the software either not be implemented, or
should it fail to work as expected once implemented [9].

Communications between the Scottish Executive and the SQA are reported as indi-
cating that there was no official hint of a problem with the publication of national
assessment results until 26 June 2000, when a phone call with a senior official at the
SQA revealed that substantial volumes of assessment data was missing from the
SQA’s database, and 22,000 examination papers had not been allocated to markers
(although elsewhere it is reported that in fact the true figure was 65,000). Both of
these points were consequences of previous initiatives. In the case of the data, the new
qualification required much greater amounts of assessment recording by schools and
colleges, and this data then had to be transmitted to the SQA using technology with
which there were evident problems. The non-allocation of papers to markers arose as
a result of delay in recruiting markers because of uncertainty about numbers required
for the new qualification, coupled with a reduction in people (teachers primarily)
wishing to be markers because of reductions in the financial rewards for marking.
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Nonetheless, on 28 June, an SQA representative insisted during a radio broadcast
that the results would be delivered on time. Further press reports of ‘serious computer
problems’ the next day were met with SQA insistence that any marking problems had
been contained [10]. During July 2000 it is reported that the Scottish Executive and
the SQA were in frequent contact discussing aspects such as contingency planning,
should there be any problems, and the evident lack of management information given
that the SQA could not say whether or not data was missing, nor even what data had
been received.

The first admission of problems by the SQA are said to have come on 31 July 2000
when it was suggested that the publication of results may be postponed. The next day,
it is reported that the SQA decided not to delay results, although it would be another 3
days until they had management information about the number of students for whom
results may be missing or incomplete. By 4 August, the SQA reported that about 1%
of results may have errors in the, which would affect over 1000 candidates. The Scot-
tish Executive proposed that an independent review be instigated, although this was
not well received by the SQA, it is reported, because of fears that the public image of
the SQA may be harmed. Instead, the SQA suggested that their internal auditors,
Price Waterhouse Coopers, conduct a review.

Either way, on 8 August, the central University applications handling service
(UCAS) which formed the basis for the awarding of University places to the vast
majority of applicants, had not received the results it was expecting. The SQA issued
results on 9 August, although when many did not turn up with candidates on 10 Au-
gust, the SQA initially argued that this was a problem with the Royal Mail delivery
process. Later that same day, apparently following questioning from the Scottish
Executive, the SQA admitted that in fact some results had not been issued. Intense
media coverage followed, although initially it was thought that the number of students
affected ranged into the hundreds, not thousands. It was not until October 2000 that
the final figure of 16,748 candidates (or 2.7% of the results) had been affected.

Some Organizational Consequences of Discourse Dissonance

Three consequences of discourse dissonance may be identified from the public ac-
counts from which the above historical investigation has been constructed. These are

» Elitism (and its concomitant, design inertia)

» Resistance (in the form of demoticisation, or local language to describe technol-

ogy at work)

¢ Speciation (in the form of local variants of practice that may compromise inter-

operability)

The phenomenon of elitism may be explained by the brief analysis offered above,
which implies that the ecology of communities of interest is likely to be shaped by
social network effects. This means that there are likely to be a few very strong players
who have links to most of the networks in the relevant field. This is manifest in the
small and oligopolistic market that has developed for e-government service imple-
mentation, where repeated contracts are awarded to large corporate developers whose
previous contracts have not been delivered to budget, on time or to a performance
standard that satisfies agreed criteria. Elitism was also evident in the selection of
members of the ‘watchdog’ committee for the SQA project; this comprised members
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of the Edinburgh establishment many of whom had no experience of systems work.
The ‘winning’ discourse among competing rhetorics of interest will draw its strength
by association with proven players, who can offer ‘integrated off-the-shelf solutions’
in the form of implementation plus training that are cheaper than those involved in
detailed local user requirement analysisz.

This explains the second trend of resistance through demoticisation, or the devel-
opment of local discourse to justify and accommodate variants of ‘official’ designs.
The vested interests of corporate suppliers often support minimal modification to
existing product, rather than accommodation of deeply observed local practice. This,
in turn, leads to practice work-arounds, that may compromise the investment in train-
ing that accompanies development. Work-arounds can minimise the effort needed to
adapt to change (which may in the interests of clients (citizens or extra-departmental
colleagues) and so on) as much as co-workers. But work-arounds imply a level of
intimacy and stability in staff (the conditions that obtain in a community of practice)
which may not be present where there is high turnover and little social capital, and
where discrepant understanding may be source of tension. This was evident in schools
in the case of the SQA, where overworked and concerned teachers developed some-
what desperate if ingenious ‘fixes’ to escalating problems.

Where local registers develop to support local practice, it may be difficult to design
integrating ontologies for joined-up systems, or interoperability, and a form of ‘speci-
ation’ may develop as happened with the SQA and the various educational centres,
and other bodies that did not feel that they could rely upon the electronic services.
Internal speciation in organizations is common: there are many instances, for exam-
ple, in the UK National Health Service of incompatibilities in patient clinical records
held across departments. In ‘non-e’ practice, ‘bridging’ comments are often written on
traditional paper records to align different specialist interpretations (and thus different
classification systems). This practice, in spite of the best efforts of designers, is diffi-
cult to re-produce in the contexts of e-services.

Some Political Consequences of Discourse Dissonance

Our historical account has been developed from a number of public data sources.
These sources comprised newspaper and other journalistic (e.g. computer press) re-
cords, the reports of the four official inquiries referred to previously, the Scottish
parliamentary records, and the minutes of the inquiries (where available) that pur-
ported to record the proceedings and evidence presented. While the data draws our
attention to an apparent disparity between institutional discourse for internal con-
sumption and discourse for external consumption, the account does nonetheless lack
insights to discourse arising through the more private, localised, institutionally based
interactions.

Rhetorical dissonance is reflected in this case amongst interest groups that were
supposed to be cooperating. However, this rhetorical dissonance can be better under-
stood when we consider the communities of interest and communities of practice. The

1 User requirements analysis is an atavistic presence, however, in most of the approved meth-
odologies for e-government systems development and design (it is, for example, a staple
component of UK public sector (Prince) and EC 5® and 6" Framework projects).
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community of interest within the SQA was the lead project ‘controllers’, for whom a
key element became the control of public discourse. At the same time, a community
of practice within the institution, as well as amongst networked educational institu-
tions were privately raising concerns about the systems being developed. Some of
these concerns ‘leaked out’ to the media, but nonetheless, the dominant rhetoric of the
‘interest’” community held sway.

What we see at the SQA is both conflicting discourse over time (the before/after
views), and also conflicting discourse amongst communities of interest (particularly
in the ‘before’ period). What is particularly interesting is the (unsurprising) tendency
for the ‘public rhetoric’ of the controlling/primary constituency to dominate, suggest-
ing that there were no problems — although as would later be seen, the private dis-
course (as evidenced in documentary records) displayed a different level of aware-
ness, namely that there were problems.

A social shaping perspective draws out the interrelationships of what took place —
the web of relations; it also draws our attention to the inseparability, or mutual consti-
tution, of the sociotechnical, where each, often imperceptibly, shapes the other. The
interplay of such trends and discourse dynamics has major consequences. The per-
ceived rewards for failure in the form of renewed systems contracts to a perceived
‘elite’ are a source of cynicism in the public. Demoticisation also breeds cynicism,
both as an indication that the original designers of systems were ‘off the mark’, and
because of inefficiencies in meeting clients’ demands. Experienced government offi-
cers, competent under the terms of a previous policy regime, may find themselves de-
skilled by the demands of developers™. Speciation is bewildering for clients, who are
required to provide again and again what seems to be identical information, to what
they perceive as a unified department. A systematic and comprehensive investigation
of the discourse dynamics of e-government is thus in the public interest.
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Abstract. Recently national, state, and local governments from many countries
have been attempting to reform their administrative structure, processes, and
regulatory frameworks. E-government can be seen as a powerful approach for
government administrative reform. The dynamics and evolution of e-
government is a complex process resulting from strategic behavior, develop-
ment of rules and standards, and appropriation of those rules and standards by
the international community. The purpose of this paper is to present a theoreti-
cal and analytical framework that explains how this e-government evolution has
taken place. Based on a literature review about the study of rules and principles
from both institutional and principal-agent theories, a dynamic feedback-rich
model is developed and a number of lessons are presented and discussed.

1 Introduction

Currently public officials, citizens, and academics are talking about e-government and
its impact on society and government performance. Most people are interested in
receiving better services from government, and some think information technologies
(IT) are at least part of the improvements necessary. However a consensus does not
seem to exist with respect to defining or characterizing electronic government.

The academic literature contains at least three different approaches for understand-
ing electronic government [6]. The first view creates a concrete definition containing
the main characteristics of what electronic government is or should be. A second
approach lists the different variants or applications of electronic government as a way
to clarify this concept. A third conceptual approach develops an evolutionary argu-
ment in which an electronic government is defined by referring to the different stages
that exist in its development. This type of vision maintains the assumption that there
is an evolution towards electronic government. This work investigates the dynamics
of e-government evolution by understanding the mechanisms that influence rule evo-
lution in organizations over time as a function of endogenously generated pressures.

For e-government, standards and rules are developed through a process of interpre-
tation, adaptation, and implementation. First, actions of several governments over
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time condition what is interpreted and understood as being an effective and useful e-
government. This interpretation becomes a history of success in this area. Second,
lessons from history are adapted into standards and rules about what e-government
should be; these are incorporated into the repertoire of information technology fea-
tures that government organizations accept and use to develop their own web pages
and electronic services. Third, actors in the system select and implement new rules
and standards from the existing repertoire; when used by other actors, these become
part of the expected minimum features for effective e-government. Therefore under-
standing the changing nature of the norms and rules in e-government can generate
insights concerning the evolution of initiatives in this sector. An evolutionary model
centered in the nature of the rules of e-government can provide knowledge about
expected specific behaviors and explain the existence of today’s e-government initia-
tives.

2 The Evolution of e-Government

There are different ways to understand the evolution of electronic government. Some
authors have adopted what can be called the evolutionary approach [7, 14]. They
considered that there are certain e-government stages, from developing a web page to
the integration of government systems behind the web interface. Therefore the evolu-
tion of electronic government can be understood as the dynamics of rules and stan-
dards from one stage to the following (e.g., from interactive presence to transactional
presence). Several endogenous pressures exist that drive governmental behavior to-
wards compliance with certain minimum standards (rules about what e-government
should be). These pressures create dynamic behaviors that push governments to move
from one stage to the other.

The different stages are as follows: (1) Initial Presence. These sites normally work
solely as a source of public information, presenting static data about the government;
(2) Extended Presence. Citizens can have access to dynamic and specialized informa-
tion that is updated through a great number of official sites. Generally, the govern-
ments use simple interaction forms such as “searching machines” or electronic mail;
(3) Interactive Presence. A national or statewide portal normally serves as the initial
page. Greater interaction occurs between citizens and the different governmental
agencies. It is possible for the user to have access to information according to her/his
interests and necessities; (4) Transactional Presence. The portal allows users to per-
sonalize it and has a type of unique window that practically takes them to all the gov-
ernmental services in their interest areas. Access is organized according to people’s
needs instead of governmental functions or structure; (5) Vertical Integration. This
consists of the physical and/or virtual integration of governmental organizations from
the different levels of government that serve similar clients or have responsibility for
a common function; and (6) Horizontal Integration. To accomplish this kind of inte-
gration it is necessary to cross organizational boundaries and develop an integral vi-
sion of the government as a whole.

It is clear from the descriptions above that each of the different stages represents
the addition of several rules and standards related to what e-government is expected to
be in a certain governmental community. The different stages are presented as the
right path to follow to develop a fully integrated e-government (as it is now con-
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ceived). It is very important to emphasize that these stages are different for different
communities of governments. For example, in the United States of America, many
local governments are attempting to go from the initial or extended presence stages to
a more transactional stage. However other local governments are still trying to estab-
lish their first web page containing the basic information they want to provide to citi-
zens and business organizations. Therefore, this paper is not talking about a general or
global dynamic of e-government, but about an analytical approach for understanding
the evolution of e-government in specific contexts and governmental communities
(e.g. states, urban counties, large cities, etc.).

3 The Approach

We used the system dynamics approach to study the evolution of e-Government be-
cause it provides a way to explore feedback-rich systems in which the nature of the
relationships among the elements creates circular causality. System dynamics allows
the researcher to investigate the effect of changes in one variable on other variables
over time. System dynamics is a computer-aided approach to policy analysis and
design that applies to dynamic problems arising in complex social, managerial, eco-
nomic, or ecological systems [12]. Dynamic systems are characterized by interde-
pendence, mutual interaction, information feedback, and circular causality. The aim
of a system dynamics modeling intervention is to generate structurally-based explana-
tions of the behavioral evolution of the phenomenon under investigation to generate
insights that will allow the finding of leverage points of intervention.

4 Understanding the Dynamics of e-Government Evolution

We propose that e-Government dynamics can be understood using an endogenous
view based on the notion that observed behavior conditions the system of rules pre-
sent in an organization, which in turn conditions the responses individual actors have
to the system of rules [2]. Over time, e-Government presence becomes the norm and
eventually an operational standard that can become a legal requirement (a new rule of
how government services should be provided). In Figure 1 we present a model in
which performance measurement is a function of the government’s actions and the
performance measurement mechanism in use. To improve the measured performance
of the government, it is necessary that either the government changes its actions or
that the performance measurement mechanism itself changes.

The measured performance influences people’s perception of added value that
when compared with the people’s goal for added value allows the people (the princi-
pal in this model) to perceive a gap in the performance of the government. The per-
ception of this gap will create pressures to meet the predetermined goals and will
change governmental actions. This cycle (cycle L1 in figure 1), generates what Argy-
ris and Schon [1] call single-loop learning, which also can be understood as an exter-
nal motivation loop for the government at any given point in time. A similar loop (L2)
is present on the government’s side (the agent in this model). L2 (associated with the
governments’ actions) represents an internal motivation loop for the government. This
cycle would act as a driver in the pursuit of additional e-government initiatives and
capabilities.
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Governmental perception of gaps in performance also influences the perceptions of
how to meet the goals by means of how to use (and sometimes misuse) the perform-
ance measurement system changing the way the rules of the game are interpreted and
used. This cycle (L4) is akin to Argyris and Schon’s [1] double loop learning concept.
L3 represents a similar cycle on the people’s side.
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Fig. 1. Dynamics of e-Government Evolution.

An expansion to Argyris and Schon’s [1] concept of double-loop learning is pre-
sented in our model and articulated via loops LS5 and L6. The distinction relates to the
main sources of learning in the double-loop mechanism. The expansion presents a
difference between double-loop learning cycles based on behavioral knowledge as
opposed to cycles based on structural knowledge. LS captures the opportunity for the
governments to redefine the way in which they follow the performance measurement
rules based on a deeper knowledge (structural) of the mechanism itself, not only on
knowledge of the deviations from their own goals (L3).

In addition, the historical level of performance influences the way in which the
goals of both the people and the government behave so as to adjust goals on both the
people’s side and the government’s side (L7 and L8). Adjustment in goals has been
documented in the system dynamics literature [13] as moving goals mechanisms, in
the organizational and decision-making literature as adaptive goals, and in the eco-
nomic literature as the ratchet effect. This assumption is key to the model because it
allows for the possibility of sliding goals that, over time, become new norms and
standards of operation (or even new expectations as to what governments should do).
This affects the way in which e-government initiatives behave in general, because if
previous initiatives become ‘the normal way to operate governments’, these can be-
come the standard way to do it over time.

According to our model, we can expect governments to design and implement new
initiatives simply to comply with a normalization process and not necessarily to try to
fulfill their purpose of generating improvement mechanisms within the government to
benefit the people. In the best-case scenario, these normalization processes would be
aligned with improvement mechanisms, and the overall effect would be to get more
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added value for the people (efficiency and effectiveness in government activities).
However, even if this were the case, it would happen for the wrong reasons (normali-
zation processes) and could lead to a total disaster if the new initiatives in place result
in significantly decreased value being added for the people.

The model presents an endogenous theory of the change of e-government initia-
tives with actions based on learning mechanisms present on both the people and gov-
ernmental sides as to how to evaluate and use the performance measurement mecha-
nisms of governmental activities. Governments may decide to provide (or suspend) e-
government services either as a way to improve the added value to the people or as a
means to be perceived as a better provider (or agent) of public services.

5 Final Comments

In the case of e-government, initially it was important to have an electronic presence.
Every government needed to develop websites to provide information to citizens and
organizations. The performance standard was based on providing information through
electronic web pages. Competition between government entities as well as the mimic
effects [11] among different levels of government and governments from different
countries pushed them to adopt new standards and rules as to what a government web
page should contain. These forces coupled with the endogenous mechanisms took e-
government to the next stage and the ones thereafter. Following this argument, the
evolution of e-government is related to citizen expectations and demands, responses
of government officials to these demands, and the reactions of the people to those
responses.

Additionally, the observed changes are linked to the political competition and gov-
ernment multi-layered mechanisms attempting to accomplish their own interests and
goals (learning about what to do and how to do it) and to the competition between
governments in different countries. Citizens and politicians can be seen as the princi-
pals of public servants [9] who can learn the wrong lessons about what is better (espe-
cially when comparing local activity with international activity) and encourage the
wrong types of behaviors. Comparison of the endogenous dynamics between citizens
and governments, between governments at different levels (e.g. local, state, federal,
etc. as another principal-agent relationship), and governments in different places
(countries), will help shed light on the multiplying effects and dynamics of these
different sources of change.

The development of the different stages of e-government is not homogenous. Ac-
cording to Giddens [5, p. 245], “if the social life is contingent, all social change is
conjunctural. That is to say, it depends upon conjunctions of circumstances and events
that may differ in nature according to variations of context, where context (as always)
involves the reflexive monitoring by agents involved of the conditions in which they
‘make history’.” Many local governments in developing and developed countries are
struggling to have at least a formal presence on the Internet. On the other hand, na-
tional governments from developed countries are competing for transactional portals
with many services and personalization features. Understanding the way in which
rules, norms, and individual preferences for action evolve over time can be a powerful
framework to understand the dynamics of e-government evolution.
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Abstract. The introduction of e-Government thus far has been largely focused
on improving service delivery and governmental back office integration. Never-
theless the State of Affairs in e-Government in Europe shows a growing mis-
match between supply and demand in e-Services to the public. The current fo-
cus on the reduction of the administrative burden however has opened up new
perspectives in the development of e-Government. In this paper we present an
overview of the political and technological issues that dominate the discussion
on the reduction of administrative burden. We will furthermore explain some
critical success factors in this process. As an illustration we will refer to the ap-
proach followed in the Dutch e-Government Programme.

1 Introduction

The European Institute of Public Administrations (EIPA) [3] describes in a recent
study of the State of Affairs in eGovernment in Europe that a growing mismatch be-
tween supply and demand in eServices exists. Only few governmental portals support
full transactional communication and the majority of so-calles ‘best practices’ (see
e.g. the eEurope Awards for eGovernment winners and honorable mentions in 2003
[4]) concern information delivery, domain oriented one-way transactions (governmen-
tal service delivery on tax, customs, jobs, social security) and/or re-use of governmen-
tal data.

Our recent study on data reporting strategies shows that the main motivators for
eGovernment innovation are improvement of the efficiency ofthe governmental back
office processes and improvement of the services delivery towards businesses [1]. A
new promising motivator for eGovernment innovation is getting a more and more
attention in discussions within the Dutch and other European governments: the reduc-
tion of the administrative burden for businesses. This development must be positioned
within Europe the political attention of the issue of the administrative burden is part
of the broader discussion on ‘better law making’, ‘European Governance’ and simpli-
fication of regulations (e.g. European Commission, COM (2002) 275). Already every
new EU-regulation has to be assessed on regulation costs. The Mandelkern Group
who advise the European Commission on better regulations, found that all Member
States have now recognized the importance of addressing the need for pruning of
accumulated regulations, procedures and formalities that have built up over many
years [5]. But although this report dates from 2001 most member states have only
recently begun to take concrete actions along the lines recommended by the EU and
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more particularly the OECD. In this paper we will discuss the theme of reduction of
the administrative burden and its relationship with ICT. We will look at the success
factors of this new eGovernment motivator. In the next paragraph we will introduce a
framework build upon some underlying concepts regarding administrative costs.
Based on that framework, we will discuss the possible contributions of the ICT in-
struments. We will illustrate our framework with some practical examples from the
related Dutch eGovernment programme. We finally will conclude with a discussion
on an emerging eGovernment perspective.

2 The Administrative Burden

2.1 The Governmental Perspective: Administrative Costs

The fact that businesses are active within a social constitutional state with its many
public goals explains to a considerable extent why compliance with so many regula-
tions is required [6]. Governmental organizations regulate the behaviour of business
to have them contribute to (or not harm) the achievement of public goals. This gov-
ernments’ regulatory power is based upon administrative laws. The obligations im-
posed by these regulations (e.g. environmental and safety regulations, taxes and the
payment of social welfare premium) apply to the businesses’ behaviour and/or their
situations. Nijssen [6] calls this type of administrative regulations ‘content obliga-
tions’ (thus distinguishing them from juridical process-related information obliga-
tions).

In order to allow governmental organizations to check compliance with and, when
necessary, enforce the material (content) obligations, businesses have to inform them
on their behaviour. Nijssen mentions different aspects of information obligations
between governments and businesses [6]:

¢ The transfer of information has a dual character. Governments make and com-
municate about laws and regulations (regarding content and information obliga-
tions). Businesses report according to these information obligations. Without
regulations there are no information obligations.

¢ The transfer of information is always based on a material (content) obligation
(e.g. the amount of taxes that should be paid).

o The information to be transferred is specifically stated in the related set of
norms expressed in laws and regulations.

¢ The information transferred has multiple functions: it serves as input for the
governmental monitoring and enforcement processes as well as input for ‘calcu-
lating’ the primarily legal obligations (e.g. calculating the amount of taxes that
should be paid).

o There is no monetary reimbursement from the government for businesses for the
transfer of information.

e The transfer of information is not within the framework of penal law.

2.2 The Business Perspective: A Burden

Businesses suffer from the many legal obligations enforcing them to produce, distrib-
ute and store large amounts of data. This information provision is not in the interest of
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the business but merely in the interest of the government (i.e. the public administra-
tions responsible for law enforcement). The business although paying the costs for
developing and maintaining information systems and administrative procedures to
fulfill their obligations perceive no or just little direct added value returns from these
information providing obligations [1]. The legal obligations to provide the public
administration with information are therefore considered to be an administrative bur-
den.

The current implementation of the Business-to-Government interfaces supporting
these data reporting streams adds to the burden. In [1] we gave some examples:

slightly similar data have to be reported to different agencies

reporting frequencies differ

various implementations of the data reporting interfaces exist

different definitions for the same object (e.g. salary) are used in different regula-
tions.

These business costs e.g. sum up to approximately 3% of the Dutch Gross National
Product and have a negative impact on economical growth and employment. In a
relatively small country as the Netherlands in 2003 the total of administrative costs
was 17.000.000.000 Euro of which 5.000.000.000 Euro was caused by just the fiscal
obligations. One can easily understand why the issue of the reduction of the adminis-
trative burden has become a political issue. Finding a solution for reducing these costs
without deteriorating the legal systems too much is extremely complex. As a conse-
quence of the many inter-related regulations one could not just retract a costly infor-
mation element by deleting one norm in one law without looking into related norms
(other articles in the same or in other laws may refer to that specific part of the law).
The relation between normative expressions in the law, the legal meaning (and pur-
pose of these norms) and the practical consequences (including law enforcement is-
sues and administrative costs) therefore also got academic interest. Within the field of
Juridical Knowledge Management this field is called ‘legal engineering’. Legal engi-
neering is the discipline that develops methods for designing and developing norma-
tive systems (and consequently looks into legislation drafting, law enforcement etc.).
A special point of attention is paid to developing a systematic approach for analyzing
the sources for administrative costs and developing tools that support legislation
drafters with their attempts to reduce these costs.

3 The Reduction of Administrative Costs

3.1 Measuring the Costs

An important aspect in governmental programmes aimed at reduction of administra-
tive cost is the use of a systematic or methodical way of measuring these costs. Many
Dutch programmes make use of the ‘Mistral model’, a model that contains the costs
of different information elements that are causing the administrative burden of busi-
ness [6].

According to the creators of that Mistral model administrative costs relate to the
collection, processing, storage, and distribution of this information. The information
is delivered to public administrations in the form of a message. This message of
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course can have different physical implementations: a paper form, an EDI message or
an e-mail. Each type of message has its own “production process” consisting out of
several administrative activities. The administrative costs therefore can be determined
by a function over (at least) the number of messages and cost per message. Whereas
the cost per message is determined by a function over (at least) time per activity and
tariff.

In the search for efficient and effective implementations supporting the transfer of
the obligated information, number of and cost per message are therefore determining
factors.

3.2 The Overall Approach

The problem of administrative costs resulting from legal obligations can not be solved
by the sole introduction of ICT instruments. Better regulations, the synchronization of
legal data definitions and the introduction of new enforcement methods, certification,
licensing, etc. have to be part of the structural solutions to this problem. These meas-
ures to a large extent reduce the number of messages.

Looking at different European countries and initiatives [1], [7] we find that a suc-
cessful overall approach for the reduction of administrative costs consists out of:

- Political commitment on reduction targets and plans resulting in the repeal and
simplification of laws and regulations (including the implementation of Euro-
pean legislation). The process aiming at reducing administrative cost has many
stakeholders and sometimes conflicting interests. Consequently it should be
monitored by an independent organ should monitor the progress. In the Nether-
lands each department has measured the administrative costs caused by regula-
tions they are enforcing. The Dutch government has committed itself to a 25%
reduction objective and has recently presented reduction programmes.

- Cooperation between public administrations and businesses with concern to
planning and execution of reduction programmes and message standardisation.
In the Netherlands business are closely involved in the planning of reduction
programmes. Government and business representatives jointly discuss the direc-
tion of the related ICT programme.

- Simplification of the administrative infrastructure by redesign of public admini-
strations’ back office processes and (related) reporting interfaces between these
administrations and the businesses. In the Netherlands e.g. the ICTAL Pro-
gramme (ICT en Administratieve Lastenverlichting in English ICT and Reduc-
tion of Administrative Burden) delivers the supporting generic ICT solutions as
described in the next paragraph.

3.3 e-Government Instruments

Administrative costs are related to the available administrative infrastructure and its
associated ICT components. The way the administrative infrastructure is implemented
largely influences the cost of the messages that have to be exchanged. These costs are
as mentioned before a function over at least the time per activity and its tariff.

From an ICT-service perspective there are three main area’s in which ICT can di-
rectly contribute to the reduction of administrative costs:
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1. Information and transaction portals. The use of information and transaction
portals centralises the contacts between government and businesses and can
thereby reduce search time for obligations and forms. The portals in general
support initiating transactions. The electronic forms, sometimes partially filed,
need human handlings to be completed and returned. The Spanish business por-
tal and the Danish VIRK (“work”) are successful examples. In a Dutch survey
on ICT and the reduction of information obligations [2] the reduction potential
of separate portals was estimated as (very) low, being somewhere between ten
and fifty million Euros per year and probably even less (thus a relatively small
amount compared to the 17 billion Euro of administrative costs but still substan-
tial).

2. Authentic data registers. The use of authentic registers supports governmental
back office integration. Data registered in these central databases are considered
to contain the identifying attributes of an object (e.g. person, company, estate).
Re-use of these data elements by governmental agencies is often obligatory, for
example in the case of the Belgian KBO. This reduces the administrative burden
in the case of the identifying data: once delivered by a company allows many
times used by public administrations. The Dutch survey estimated the reduction
potential of each register as (very) low, also less than 50 million Euros per year.

3. Electronic data translation and transport facilities. The use of electronic data
translation and transport facilities simplifies the cyclic reporting of standard-
ised messages. In most cases this is done by direct interconnection of business
systems and governmental systems. ‘“Translation” in this respect means the
automatic semantic mapping of data definitions used in the business administra-
tions to the defined message structure. “Transport” means the distribution of the
message to the governmental system using an electronic network, thus eliminat-
ing human handling and reducing handling time and tariff per message. The
specific implementation of these facilities varies and with it the reduction poten-
tial. The Dutch survey estimated the reduction potential of some of the facilities
as very high, being circa more than 500 million Euros per year.

A growing number of successful examples in the first two areas exist, while in the
Nordic countries also systems supporting the last area are being developed [1]. Within
the Dutch ICTAL Programme the above mentioned areas are currently being imple-
mented. Within all three areas first releases of ICT applications were implemented in
the first quarter of 2004.

4 A New e-Government Perspective?

While the governments’ focus is shifting towards integrated services, knowledge
management and good governance, technology is no longer a major issue. This devel-
opment of Integrated Government [4] focuses on designing a (cost) effective the legal
framework, administrative processes and chain management approach.

The political desire to reduce administrative costs has definitely been stimulating
for further developing eGovernment. In this conclusive paragraph we will elaborate
on three important change drivers. These drivers have been and still are important for
the Dutch ICTAL programme and for the governmental renovation programmes in
Norway and Denmark that follow a similar integrated strategy as the one in the
Netherlands.
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Shifting from means orientation towards a goal orientation

The reduction of the administrative burden is a major political issue and the proper
use of ICT can help to achieve this political aims. Consequently eGovernment is seen
as a means to help realise political goals instead of being a goal in itself. eGovern-
ment solutions of course have to fit the legal systems they are part of and contribute
to the public administrations’ (re)design but above all they should help to reduce
administrative costs. This enlarges the pressure on the administrations to deliver prac-
tical solutions but also mobilizes support for eGovernment initiatives.

Shifting focus from governmental processes towards business processes (internal
versus external focus oriented)

Instead of merely automating existing (paper oriented) governmental processes and
services the governments focus has shifted towards the added value delivered in rela-
tion to business processes. The results of many joint business-government studies on
administrative costs reduction initiatives point in the same direction: take the business
(system) as starting point and try to synchronise with the business’ processes and
systems. Several Dutch governmental organisations using annual reporting figures
have therefore decided to base their joint project on electronics reporting on IRS (In-
ternational Reporting Standards) and XBRL market standards.

Shifting from point solutions and isolated e-services towards generic standards and
facilities
In the Netherlands the majority of the business-to-government interfaces are sup-
ported by paper forms and via websites and web forms. A growing number of repeat-
ing, standardised, transactions and messages are being supported by automated inter-
connection. But, implementation and adaptation are harsh, partly caused by lack of
interoperability standards. A result of the closer business-government cooperation on
the reduction topic has been the establishment of the ICTAL Programme. Both busi-
ness and governmental organizations are committed to the use of the generic facilities
and standards implemented by the Programme. This creates a basis for the establish-
ment of one central reporting Gateway, investments in standards by software devel-
opers and joint development of message standards.

However some fundamental issues regarding the directions for an effective eGov-
ernment strategy are still unsolved:

» Will businesses be seduced or obliged to implement the ICT instruments devel-
oped by the government to reduce the administrative burden? If obligation is
needed, why then is the cost reduction possibility for business not persuasive
enough? This practical issue points to a theoretical question regarding the rela-
tion between the macro quantification of administrative costs (as e.g. expressed
in the Mistral model) and the micro decision of a particular business man that
needs to invest in a solution first in order to reduce administrative costs later.

e What can be the role of (private) intermediary parties in the reduction of admin-
istrative costs? In some OECD countries these parties have a regulated status
within the data reporting domain. In the Netherlands implementation efforts
from governmental organizations tend to shift from individual companies to
large intermediary data processing “hubs”.

Further research on European experiences should provide us with answers to these
questions and consequently help to find smart solutions for smart governance.
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Abstract. The scope of this paper is to analyze the main obstacles that resulted
in the deployment of an unsuccessful G2G (Government to Government) enter-
prise in Brazil due to user resistance to Information Systems. In order to
achieve this, case study explanatory methodology along with interpretative re-
search based on a recent real-life case was adopted, namely the digital link be-
tween the Brazilian Central Bank and the Federal Senate. Some findings are
drawn with respect to the importance of adequately managing the change asso-
ciated with an endeavor such as the one analyzed in order to assist policy mak-
ers and public administrators in dealing with this new field of knowledge.

1 Introduction

Since the beginning of the 1980s, a movement was fomented by academics and ex-
ecutives to use Information Technology (IT) not only as a tool for processing data
more rapidly, but also as a powerful strategic weapon. The need to use IT as an en-
abler to reformulate old processes, rather than simply automate existing practices was
perceived by these academics and executives (see, for instance, [2] and [5]).

As Internet technology became more readily available, the reformulation of pro-
ductive processes in the public area became a reality, leading all levels of government
to strive for greater efficiency, efficacy and accountability in their relationship with
citizens [7].

Within this context, this article was elaborated in order to establish some lessons
learnt from the unsuccessful implementation of an e-government initiative, based on
the digital linkage between two different public agencies, so as to streamline their
workflows, create more transparency between the agencies and assist civil servants
more effectively and at reduced cost.

In order to fulfill the goal of this work, a case study is conducted examining an in-
ter-organizational system (IOS) between the Brazilian Central Bank and the Federal
Senate, known as BacenSenado. The detailed study of this case with its unsuccessful
outcome enabled the researcher to isolate the factors involved in the failure of an
endeavor of this nature.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 207-210, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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2 Case Study!

For a series of reasons, Brazil applied for and received a loan from the International
Monetary Fund (IMF) in 1999. After a memorandum of understanding was signed,
this agreement had to be approved by the Brazilian Senate in order to ensure compli-
ance with the Brazilian Federal Constitution. The Central Bank realized that greater
transparency would be guaranteed if the Senate, namely the organ in charge of con-
trolling the Central Bank’s acts and procedures, were able to monitor compliance with
the agreement at all times.

After due analysis, during which several alternatives were studied, it was realized
that an inter-organizational system between the Senate and the Central Bank (Bacen-
Senado) would be ideal. It was decided that Internet technology would be used to
build a website granting restricted access, with the same security features adopted by
the Central Bank. Consequently, only senators would have permission to access this
website instead of using e-mail, as the transmission of e-mails was not considered a
secure channel. All necessary information about the agreement would be posted in
timely fashion for access by the Brazilian Senate on this website.

Since the information transmitted was of a highly confidential nature, security was
a critical issue in the process of collaboration between these two public organizations.
Besides access controlled by password, the system featured a 40-bit digital certificate.
However, these controls were not considered sufficient to ensure that the system
would not be prey to hackers and crackers, so new features were introduced. One of
them was to restrict access to the website, such that it would only be possible to ac-
cess the system from the Federal Senate building itself.

Another security feature adopted was to grant permission to access the site exclu-
sively to senators. This meant that it would not be possible for the senator to assign an
assistant to access to the information. Hence, the process was designed in such a way
that only the senators had access to the site.

During the first three months after its deployment, it was recorded that more than
90% of all senators accessed the system at least once. However, with the passing of
time, a marked decrease in the use of the system by the senators was detected. Over
the course of the last three years, the Central Bank has updated the information on the
website, though there has not been a single access by any senator.

3 Understanding the Causes of Resistance

By using the User Resistance Theory to Information Systems [3], [4] and an interpre-
tative approach [6], it is possible to understand the reasons that led this G2G enter-
prise to fall short of its main objectives.

3.1 User-Determined Resistance

Although the G2G system was developed with a user-friendly interface and based on
well-known technology, G2G processes demand a new modus-operandl that most of

! For further details on this case, see Cavalcanti-Neto [1].
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the staff in public agencies is not acquainted with. Therefore, training strategies re-
lated to the use of the system are necessary, in order to communicate the benefits of
this new workflow. Moreover, specific training events that allow greater collabora-
tion among public agencies lead to a better understanding of the system, not to men-
tion the possibility of upgrading it with feedback from the trainees. These training
sessions are also important for disseminating and sharing the knowledge associated
with processes involving public agencies, so as to make it possible to develop and
implement better practices. It was apparent that some senators had great difficulty
using web technology, as they rarely use Information Technology appliances in their
daily activities and do not feel any need to use it, as their assistants are responsible for
dealing with IT. In the BacenSenado case, it became obvious that the G2G process
was implemented without thinking of the necessary skills needed by the senators, and
consequently, the training initiatives required. It then became clear that only a few
senators had the basic instrumental skills necessary to grasp the G2G process. Fur-
thermore, as the best practices associated with the implementation of a G2G project
might be was not clearly established, most senators failed to perceive any utility in
using the system, as they didn’t see it as a valuable tool for enhancing their daily
operations and their reputation in society.

3.2 System-Determined Resistance

Security is a key factor in a G2G project, as the harm caused by flaws in the new
processes deployed can damage not only the public agencies involved, but also soci-
ety as a whole. However, it must be stressed that the security solution adopted should
comply with the characteristics associated with the way access will be conducted by
the public agency. The access issue should deal with the fundamental fact that those
who will take part in the process must have the ability to do so wherever they may be
located. A G2G process must incorporate a high level of security, but this should not
hamper the use of the system in a significant way. Consequently, security must be
established in such a way as to allow the process to be flexible and permit the coexis-
tence of different modus operandi within the same organization. In its attempt to
increase the level of security, BacenSenado limited the possibility of access, as sena-
tors could only log on from the Senate. Moreover, the restriction that only senators
could use the system — and not their assistants — was unnecessary and inappropriate to
the way work is conducted in the Federal Senate. G2G systems impact the processes
of these organizations, obliging them to innovate, redesign or be more flexible (see
[2] and [5]). Unfortunately, the system under analysis here lacked the necessary flexi-
bility to deal with the peculiarities of the Senate’s processes.

3.3 Interaction Theory

a) The Socio-Technical Variant

All existing information systems were traditionally accessed by the senators’ assis-
tants, even those dealing with personal information, such as bank accounts, etc. This
arises from the senators’ ingrained conviction that their only obligations are to make
decisions and to cultivate political links. Any behind-the-scenes work required to
achieve these ends is traditionally carried out by their staff. The Central Bank’s rec-
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ommendation that senators should not give their passwords to their staff was duly
adhered to by all of them, as legal formality is also part of the culture of the Senate.

So, the BacenSenado case focuses on the distribution of responsibility for organ-
izational tasks across various roles and on the work-related communication and coor-
dination around the division of labor. It ascribes a division of roles and responsibili-
ties at variance with existing ones; structuring patterns of interaction that are at odds
with the prevailing organizational culture.

b) The Political Variant

The obligation of the senators to deal personally with the G2G process was seen as
being beneath their standing in the culture of the Senate. This arises from the sena-
tors’ ingrained belief that their only obligations are to make decisions and to cultivate
political links. Their staff is traditionally in charge of all the back-office activities
needed by the senators to accomplish their actual duties. So, resistance is explained
here as a product of the interaction of system design features with the intra-
organizational distribution of power and status, defined both objectively, in terms of
vertical power and status dimensions, and subjectively, in terms of symbolism.
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Abstract. International trade negotiations among national governments
and organizations are usually arduous and complicated. We propose a
framework that supports government to government negotiation. With
this framework, governments can keep track of previous negotiations us-
ing a database of negotiation records in an electronic platform. Moreover,
the framework supports searching, sharing and learning past negotiation
records as well as the ability to conduct negotiations on a variety of
resources, products and services.

1 Introduction

International trade not only brings trading countries substantial economic gains
from specialization and more efficient resource allocation, but also the adoption
of new technologies, leading to higher productivity [1].

Generally, the traditional notion of a negotiation can be understood as the
process toward a final agreement on one or more matters of common interest
to different parties. Global trade negotiations are arduous and complicated as
they cover all manner of goods and services. Moreover, countries often erect
trade barriers over time for a variety of reasons: to protect local industries,
to protect special interests and to provide stable employment. So governments
negotiating with one another must find means to reduce these barriers. Finally,
as the negotiations can span many years and different governments in power,
agreements and sub-agreements are often cumbersome to keep track of [2].

In this paper we describe a framework that helps automate government to
government negotiations, helps decide on what negotiation conditions to use,

* This work was supported in part by NSF ITR 0312629.
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tracks agreements in time and provides decision support. With this framework,
governments and organizations can conduct and keep track of previous nego-
tiations using a database of negotiation records in an electronic, easy to use
platform. Furthermore, the framework supports searching, sharing and learn-
ing past negotiation records as well as the ability to conduct negotiations on
a variety of resources, products and services. Building background knowledge
about previous agreements and classifying this knowledge according to the type
of trade involved, the conditions, the country, or other parameters, is valuable
in promoting international trade.

2 Negotiation Scenarios and Negotiation Protocols

During a traditional trade negotiation process, a government usually has the
following requirements. Before the negotiation, it wants to find those past ne-
gotiations related to the current negotiation from all the negotiation history it
keeps locally. This is usually a manual process sensitive to human judgement as
to what document is relevant and to human lapses as to being able to collect
all the necessary documents, which may be distributed among different sectors,
physical areas and nations. Moreover, a government also wants to see any addi-
tional related negotiation history kept by the other governments involved. This
history is often in different terms and susceptible to epistemological barriers.

Once all information has been gathered, a government is interested in finding
useful rules hidden in these resources to help it decide the negotiation strategy
it will use. After choosing the appropriate strategy, all negotiation parties must
find a common time, place and mechanism to start and conduct the negotiation.
This is a costly process, both in terms of time and money. Providing a trusted
electronic platform to conduct this negotiation would facilitate differences in
time, language and ability to access previous conditions, and would reduce the
overall cost in terms of lost time. The system as we describe below would enable
all or most negotiation stages to be processed automatically and act as assistants
to the people involved in a physical meeting.

Generally there are two categories of negotiations in international trade
agreements among governments. In the following, we will describe them and
discuss the related negotiation protocol needed in each:

The first category is bilateral negotiations. An example for this case might be
when two governments are trying to lower the barriers such as tariffs or quotas
on the agriculture products exported to the other country, or when they are
processing a large government purchase from each other.

The traditional bilateral negotiation protocol in this application has four
primitives: Call for Proposals (CFP), Proposal (or Counter-Proposal), Accept
and Reject. A party sends a CFP to the other party, which announces the start
of negotiation. Then, both parties continuously send proposals and counter pro-
posals to each other until one of them accepts the offer proposed by the other
or one rejects continuing with the negotiation.
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The second category is multilateral negotiations. An example of this case
is when there are three or more governments that are trying to reach a trade
agreement enabling free trade in the affiliated countries. This kind of negotiation
is popular in World Trade Organization (WTO) negotiations [3].

Multilateral negotiations can be conducted bilaterally, which means that ev-
ery two parties can conduct a bilateral negotiation and reach an agreement, then
all these bilateral agreements are merged to form the group agreement. Gener-
ally, these bilateral negotiations can be conducted asynchronously. However it
is necessary to conduct all the bilateral negotiations simultaneously if there is
a dependence in two conditions proposed in different negotiations. For exam-
ple, suppose government A wishes to ensure that its tariff on government B’s
electronic products is the same as its tariff on electronic products it imports
from country C '. Therefore, government A need to make sure that the condi-
tion variable (tariff on products from B) in its negotiation with government B
is always the same with the condition variable (tariff on products from C) in its
negotiation with government C. Moreover, sometimes parties may want to use
majority rules in multilateral negotiations, which means if most governments are
not satisfied with government A’s performance in negotiations, they can give a
warning to urge it to make satisfactory concessions or even drive it out of the
final group agreement if it still fails to make any concession. In [4], we introduce
a new negotiation model for reaching a group consensus in multiparty negotia-
tions using majority rules. This model and the traditional bilateral negotiation
protocol are used in our system.

3 Proposed Framework

There are four components in our system: the negotiation component, the sharing
component, the searching component and the learning component. The details of
each component are provided later in this section. We now use a simple example
to illustrate how the whole framework works.

Assume the United States government wants to reach an agreement with Ger-
many on an automobile trade issue. To prepare for such a negotiation, the United
States government searches its negotiation digital library through the searching
component (see figure 1) to retrieve all those past negotiation histories which
relate to the German government or which relate to the automobile market.
Further, the United States wants to see whether there are any other govern-
ments that have had any negotiations conducted with Germany on automobiles
in the past several years. So the government uses the sharing component and
finds that France just had such a related negotiation history or behavior. How-
ever, France would like to share this negotiation information with the United
States only if the United States agrees to share its experience of negotiating
with China on electronic products. After a series of bargaining steps, the United
States and France finally reach an agreement on how to share the information
of these negotiation history.

! This is a way of expressing Most Favored Nation clause.
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Fig. 1. The framework for trade negotiations among governments.

Once the United States has obtained all negotiation history data related to
Germany and automobile products (both originally from its negotiation digi-
tal library and from other governments), it sends these data to the learning
component for data analysis. The learning component helps find that using an
aggressive negotiation strategy to negotiate with the German government usu-
ally gets better negotiation results. After getting this useful information from
past experience, the United States government starts a formal negotiation with
the German government. This negotiation can be conducted by human beings
or negotiation agents, and is supported by an electronic platform through the
negotiation component.

When the negotiation ends, the United States keeps all the negotiation
records in its negotiation digital library. This negotiation now becomes a ref-
erence for the government when it has future negotiations with Germany on
similar issues, and may also help other governments if United States shares this
information with them.

3.1 Negotiation Component (SCENS)

Governments can choose to conduct negotiations either in person or using our
negotiation component SCENS [5,6] (Secure/Semantic Content Exchange Sys-
tem).

SCENS is a three-layer web service based negotiation system. Layer 1 be-
haves as a traditional web-based negotiation support system for human beings.
It provides some negotiation agents, which are actually user customizable utility
functions. With this layer, we have a uniform platform for global negotiations
among governments and international organizations.
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Each government or organization can register into the system and find its
negotiation party (or parties). Using a friendly interface, users can enter their
negotiation conditions and start a negotiation. Meanwhile, while the negotiation
is going on, and if the negotiation parties want this, negotiation agents can ana-
lyze the negotiation process as negotiation assistants by suggesting a reasonable
negotiation behavior (i.e., accept, decline or give a new counteroffer).

Layer 2 of SCENS provides support for complete negotiation strategy cus-
tomization by users. In Layer 2, governments can have their own negotiation
agents implementing any negotiation strategies. The negotiation agents, which
are treated as web service consumers and run on the client side, conduct nego-
tiation with other negotiation agents or human beings through web services.

Layer 3 of SCENS provides an open automated negotiation environment,
which could allow governments to pass all the negotiation tasks to their agents
and have agents complete the whole negotiation process on their behalf. In this
layer, we use NOODLE (Negotiation OntOlogy Description LanguagE) [7], a
language for creating negotiation ontologies (formal representations of domain
knowledge) and marking up information, which allows agents to acquire knowl-
edge about how to conduct negotiations. This knowledge includes negotiation
protocols, negotiation proposals and conditions, efc. Agents communicating with
Layer 3 can be used in any negotiation activities given the proper negotiation on-
tology. (In Layer 2, in contrast, the knowledge about negotiation rules is actually
hard-coded into the agents.)

So from layer 1 to layer 3, SCENS provides various choices to government
users, from the lowest level of providing an electronic platform to the highest
level of supporting automated negotiations.

3.2 Negotiation Digital Library and Sharing Component

We envision that each government has a negotiation digital library where it
maintains and updates all its past negotiation history (including those negotia-
tions that failed to reach a deal). A metadata framework [8] is used to construct
this library. Except for the original negotiation records, metadata descriptions
(higher level descriptions of negotiation processes) are also stored. After each
negotiation ends, metadata is extracted from the negotiation record. Then the
government decides whether the original negotiation record is private or public.
If it is private, then it will always be kept in the local digital library together
with the corresponding metadata. If it is public, the government can add an ap-
propriate usage policy to it. This usage policy can vary according to a variety of
factors: the time of the agreement, the product, the parties involved, the sharing
conditions, the laws involved and other factors. All the public metadata with a
related usage policy are put onto the sharing component and can be browsed by
other governments.

When another government is interested in accessing the public original nego-
tiation records a government provides, they can negotiate about the conditions
on access to this information. This type of negotiation is mainly used for shar-
ing existing information or generated information from previous negotiations.
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It becomes a valuable commodity that can also be leveraged. In other words, a
country or government that has undergone a lot of negotiations and has main-
tained a good record using SCENS has higher leverage than a country that just
enters the game. This is used as incentive for governments to want to become
part of this process. Built-in services such as these are important incentives for
using SCENS and are also ways to build trust among governments. The orig-
inal record is kept private until an agreement is reached on how to share the
information.

3.3 Searching Component

The searching component helps users find those negotiation histories that relate
to the current ongoing negotiation. Negotiation records are usually stored in text
documents, so traditional search methods use text-based retrieval by matching
the metadata with the query. These methods are relatively simple to implement
and easy to use. However, there are two problems which can lead to poor retrieval
accuracy. One is that different people (who may be in different countries) may use
different words in metadata description, and the other is that people who know
little about the domain can not always specify the most appropriate keywords
for the query.

To address these two problems, we introduce an ontology based retrieval
method in [9]. In ontology-based retrieval, both metadata and retrieval queries
are represented by XML files based on a shared ontology that encodes seman-
tic annotations. By extracting combined concept entity, fundamental semantic
units can be extracted for both. Based on sets of combined concept entities,
we compare the semantic similarity between stored data and a retrieval query.
Compared with other approaches, ontology-based retrieval provides better stan-
dardization of information descriptions and potentially allows understanding of
semantic content.

3.4 Learning Component

The learning component is in charge of finding useful rules and information in
these retrieved negotiation histories. With the negotiation strategy pool frame-
work we introduce in [7, 10], we can incorporate a higher level artificial intel-
ligence into the basic traditional negotiation strategies. This higher level intel-
ligence has the following two parts that are used to enable users to be more
flexible and robust in negotiations.

A neural network helps the user choose a best fit negotiation strategy that
generally works well (decided by the user satisfactory ratio) in similar negotiation
environments (e.g., similar negotiation conditions, preferences and constraints).
Moreover, since in each negotiation process the strategy is potentially different
and is subject to revision, it is more difficult for the other agents to deduce
or reason out the strategy than it would be when using, instead, a uniform
negotiation strategy.
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The second part is a multidimensional data mining technique that is used
to find those inter-transaction association rules hidden inside the negotiation
histories. An example of such a rule is that if Germany offers a 10% concession
on the tariff, one needs to give a 5% concession as a response. Such rules are
good references to the users and might be incorporated into the negotiation
strategy.

4 Conclusion

We have presented a new e-negotiation framework for international government
to government trade negotiations. This framework supports governments in (a)
searching the past negotiation records, (b) finding useful information by learning
from past negotiation experience, (c) sharing the negotiation records among
different governments and (d) conducting an e-negotiation or even have agents
complete all negotiations.
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Abstract. The development of effective public policies and programs concern-
ing the big problems of modern societies is an increasingly complex task. The
social problems today are multidimensional and their solution requires close
collaboration among various Public Organizations from many regions or even
countries. Each individual organization involved possesses pieces of informa-
tion, experience, knowledge and competence about the problem. Their values,
interests and expectations are often different, or even conflicting, and have to be
taken into account. Similar hold for the ‘high level functions’ of the Public
Administration, such as decision making towards the development of legisla-
tion. This paper presents a web-based system that supports collaborative activi-
ties in the above setting. Through a well-structured discourse graph, the system
facilitates the wide participation and collaboration of the Public Organizations
involved in the solution of social problem and provides a series of knowledge
management and argumentative decision making features. The use of the sys-
tem is described through a detailed example concerning a debate about state vs.
non-state universities, which has recently started in Greece.

1 Introduction

Information and Communication Technologies (ICTs) have a huge potential for sup-
porting and transforming the full range of contemporary Public Administration activi-
ties concerning the design, production and delivery of public services [4, 5, 9]. How-
ever, e-Government today is mainly focused on e-transactions, i.e. on offering citizens
and enterprises the capability to perform electronically their transactions with the
Public Administration (e.g., declarations, applications, etc.). The ICT-enabled innova-
tion in this area is limited, mainly to the development of ‘virtual public agencies’ or
‘one-stop e-Government’, i.e. of single access points to many related electronic trans-
actions and services, which are usually required in a particular life event or by a par-
ticular target group (of citizens or enterprises) and offered (or managed) by several
different Public Organizations [9, 10, 17].

It is therefore necessary to exploit to a much larger extent the huge innovation po-
tential of ICTs and enrich the concept of e-Government [10, 11, 12]. In particular, e-
Government should be directed not only to e-transactions, but also to more critical
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‘high level functions’ of Public Administration, such as: (i) the design, implementa-
tion, monitoring and evaluation of public policies, programs and services, (ii) the
development of legislation, and (iii) the high level decision-making concerning diffi-
cult and complex social problems, granting licenses and permissions with high social
impact, etc. These high level functions are of critical importance for the Public Ad-
ministration and the society; at the same time, they are highly difficult and complex
since they usually require close collaboration among many Public Organizations
(POs), and very often the participation of citizens, enterprises and their associations as
well.

In particular, the development of effective public policies, programs and services
concerning the big and complex problems of modern societies is becoming more and
more difficult. The social problems today are multidimensional and cross many re-
gions or states. Also, the continuously growing international economic cooperation
and interdependence gives rise to new complex problems of international nature. The
forthcoming enlargement of the European Union with new member states will give
rise to many complex international problems and issues. It is widely argued that the
development of effective public policies and programs for such big and complex
problems requires close collaboration among many POs from many regions or even
countries (e.g. central governments, regions, prefectures, municipalities, local devel-
opment organizations, employment organizations, social security organizations, edu-
cation organizations, environment organizations, etc.). Each of these POs possesses
small — but valuable — pieces of information, experience, knowledge and competence
about the problem. In addition, there often exist differences among their values, inter-
ests and expectations. It is thus necessary to properly handle all these diverse but
valuable pieces of information, experience, knowledge and competence, as well as
their different values, interests and expectations. Effective and efficient collaboration
may be a remedy to this problem. However, geographical distance and time/budget
limitations do not allow this collaboration to be close enough, resulting in the design
of suboptimal and ineffective public policies and programs, which are developed
without the required wide participation of all competent and knowledgeable parties.

Similar hold for the development of legislation, for the decision making concerning
difficult and complex social problems, and also for granting licenses and permissions
with high social impact; a high level of participation and collaboration is required, but
very often this cannot be achieved due to distance, time and budget limitations. There-
fore, it is of critical importance to exploit the capabilities of modern ICTs for support-
ing and facilitating the required wide participation, argumentative discourse, interac-
tion, synthesis and, in general, collaboration required for the abovementioned high
level functions of Public Administration.

At the same time, one of the most important advantages of any organization in to-
day’s political, economic, social and technological environment is its ability to lever-
age and utilize its knowledge [14]. Such knowledge resides in an evolving set of as-
sets including the employees, the structure, the culture and the processes of the
organization. Of these, employee knowledge, and particularly tacit knowledge is iden-
tified as the dominant one, which is decisive at all mental levels and has to be fully
exploited [13]. Such an exploitation refers to the transformation of tacit knowledge to
codified information, which is considered as a core process for economic activity and
development [1]. For the above reasons, we argue that it is necessary to adopt a
knowledge-based decision-making view in the development of technologies for sup-
porting collaboration [6]. According to this view, decisions should be considered as
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pieces of descriptive or procedural knowledge referring to an action commitment. In
such a way, the decision making process is able to produce new knowledge, such as
evidence justifying or challenging an alternative or practices to be followed or
avoided after the evaluation of a decision, thus providing a refined understanding of
the problem

This paper presents a web-based system that supports the structured collaboration
required in the Public Sector and meets all the above requirements. Our approach
allows for distributed and asynchronous collaboration and aims at aiding the involved
POs by providing a series of argumentation, decision making and knowledge man-
agement features.

2 An e-Collaboration Framework

The representation and facilitation of argumentative discourses in diverse collabora-
tive settings have been the subject of interest for quite a long time. Many interesting
systems have been developed so far, based on alternative models of argumentation
structuring. Generally speaking, such systems aim at structuring group decision-
making processes and helping group members in reaching a shared understanding of
the issue by supporting knowledge elicitation, knowledge sharing and knowledge
construction. Moreover, they exploit intranet or internet technologies to connect deci-
sion-makers in a way that encourages dialogue and stimulate the exchange of tacit
knowledge. Representative systems falling in this category are Questmap [2], QOC
[16], Sibyl [8], Zeno [3], Hermes [7] and Compendium [15].
RS
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Fig. 1. Activities supported in our e-Collaboration framework.

The e-Collaboration framework proposed in this paper extends the one conceived
in the Hermes system by providing additional knowledge management and decision-
making features (see Figure 1). Discourses about complex problems in the Public
Sector are considered as social processes and, as such, they result in the formation of
groups whose knowledge is clustered around specific views of the problem. Follow-
ing an integrated approach, we have developed a web-based system that provides POs
engaged in such a discourse with the appropriate means to collaborate towards the
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solution of the underlying issues. In addition to providing a platform for group reflec-
tion and capturing of organizational memory, our approach augments teamwork in
terms of knowledge elicitation, sharing and construction, thus enhancing the quality
of the overall process. This is due to its structured language for conversation and its
mechanism for evaluation of alternatives. Taking into account the input provided by
the individual POs, the system constructs an illustrative discourse-based knowledge
graph that is composed of the ideas expressed so far, as well as their supporting
documents. Moreover, through the integrated decision support mechanisms, discuss-
ants are continuously informed about the status of each discourse item asserted so far
and further contemplate on them according to their beliefs and interests on the out-
come of the discussion. In addition, our framework leverages group sense-making and
mutual understanding through the collaborative identification and evaluation of di-
verse opinions.

Our web-based system provides a shared workspace for storing and retrieving the
messages and documents of the participants, using a widely accepted document for-
mat (i.e. XML). The system’s knowledge base maintains all these items, which may
be considered, appropriately processed and transformed, or even re-used in future
discussions. Storage of documents and messages being asserted in an ongoing discus-
sion takes place in an automatic way, that is upon their insertion in the knowledge
graph. On the other hand, retrieval of knowledge is performed through appropriate
interfaces, which aid users explore the contents of the knowledge base and exploit
previously stored or generated knowledge for their current needs. In such a way, our
approach builds a ‘collective memory’ of the Public Sector community.

The basic discourse elements in our system are issues, alternatives, positions, and
preferences. More specifically, issues correspond to problems to be solved, decisions
to be made, or goals to be achieved. They are brought up by users representing a PO
and are open to dispute (the root entity of a discourse-based knowledge graph has to
be an issue). For each issue, the users may propose alternatives (i.e. solutions to the
problem under consideration) that correspond to potential choices. Nested issues, in
cases where some alternatives need to be grouped together, are also allowed. Posi-
tions are asserted in order to support the selection of a specific course of action (alter-
native), or avert the users’ interest from it by expressing some objection. A position
may also refer to another (previously asserted) position, thus arguing in favor or
against it. Finally, preferences provide individuals with a qualitative way to weigh
reasons for and against the selection of a certain course of action. A preference is a
tuple of the form [position, relation, position], where the relation can be ‘more impor-
tant than’ or ‘of equal importance to’ or ‘less important than’. The use of preferences
results to the assignment of various levels of importance to the alternatives in hand.
Like the other discourse elements, they are subject to further argumentative discus-
sion.

3 An Example Case of Use

This section presents the features and functionalities of the proposed system through
an illustrative example. An intensive debate has recently started in Greece concerning
the establishment (or not) of ‘non-state universities’. So far in Greece, all universities
are ‘state’ ones, which have been established and are being supervised by the Ministry
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of National Education. Also, according to the Greek Constitutional Law, the higher
education should be provided only by the State, and not by any private-sector enter-
prises. In order to change the current situation, it has been recently proposed that
initially new ‘state universities’ should be established, not by the Ministry of Educa-
tion, but by other Public Sector Organizations, such as the big Municipalities, the
Chamber of Commerce, the Church, etc. It has been also proposed that the Constitu-
tional Law should be amended, so that it will allow higher education to be provided
by private-sector enterprises as well. After such an amendment, new ‘non-state uni-
versities’, either ‘non-profit’ or even ‘profit-making’ ones, could be established.
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Fig. 2. An instance of the discourse-based knowledge graph.

In the instance depicted in Figure 2, six users (i.e., representatives from the Minis-
try of National Education and Religious Affairs, two state universities, the National
Pedagogical Institute, and two secondary education schools) have been participating
so far in the related discourse. Each of them possesses some information, experience
and knowledge about the problem. As shown, our approach maps the overall collabo-
rative process to a discourse-based knowledge graph with a hierarchical structure.
Each entry in the graph corresponds to an argumentation element. Each such element
is accompanied by an icon that indicates the element type. There are also icons for
folding/unfolding purposes, thus enabling users to concentrate on a specific graph’s
part; this is particularly useful in graphs of considerable length and complexity. Each
entry in the graph may contain the username of the user who submitted it and the date
of submission (alternative forms in the appearance of each entry can be obtained
through options provided under the View menu). The lower pane of the window pro-
vides more details about a selected entry of the discussion graph (users can select an
entry by clicking on it).
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In our case, the overall issue under discussion is “State vs. Non-state Universities”,
while three alternatives (namely “State Universities”, “Non-state non-profit universi-
ties” and “Non-state profit universities”) have been asserted so far. The users may
argue about them by expressing positions speaking in favor or against them. For in-
stance, “Equality of admission opportunities for all young people” is a position that
argues in favor of the first alternative, while “Lower level of admission opportunities
for young people from families with lower income” is a position that argues against
the second one. All graph entries are subject to additional (multi-level) argumentation.
For instance, “this is highly accepted by the society” has been asserted by a user to
further validate the “Fair admission system, defined by law” position.
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Fig. 3. A second graph instance.

As noted in the previous section, users may also assert preferences about the al-
ready expressed positions. In the instance shown in Figure 3 (compared to the in-
stance shown in Figure 2, all items asserted so far under the second and third alterna-
tives are now folded), a user has expressed his opinion about the relative importance
between the level of professors’ qualifications (see position “High level of Professors
qualifications, defined by law”) and the equal opportunities in admission to universi-
ties (see position “Equality of admission opportunities for all young people”) through
the preference “High level of Professors qualifications, defined by law is more impor-
tant than Equality of admission opportunities for all young people”. Figure 3 also
shows the full information provided in the lower pane of the basic interface of the
system. This comprises details about the user who submitted the selected argumenta-
tion element, its submission date, any comments that the user may had inserted, as
well as links to related web pages and documents that the user may have uploaded to
the system in order to justify this element and aid his/her peers in their contemplation.
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Further to the argumentation-based structuring of a discourse, the system integrates
a reasoning mechanism that determines the appropriate labeling for each entry of the
discussion graph, the aim being to keep users aware of the discourse status. More
specifically, the positions and preferences of a graph have an activation label indicat-
ing their current status (they can be active or inactive). This label is calculated accord-
ing to the argumentation underneath and the type of evidence specified for them.
Activation in our system is a recursive procedure; a change of the activation label of
an element is propagated upwards in the discussion graph. Depending on the status of
positions and preferences, the mechanism goes through a scoring procedure for the
alternatives of the issue. This procedure takes into account the active arguments in
favor and against each alternative, as well as their relative scores, as extracted from
the preferences asserted so far (due to space limitations, it is not possible to describe
this procedure here; the same holds for the argumentation’s formal dialectics applied
in the reasoning mechanism — for details, see [7]). At each discussion instance, the
system informs users about what is the most prominent (according to the underlying
argumentation) alternative solution. In the instances shown in Figures 2 and 3, “State
Universities” is the better justified solution (it is shown in bold characters). However,
this may change upon the type of the future argumentation. In other words, each time
an alternative is affected during the discussion, the issue it belongs to is updated,
since another alternative solution may be indicated by the system.

The system also integrates e-mailing and electronic messaging features (options
provided under the Tools menu) to further facilitate the communication among users
before one asserts an argumentation element in the graph. The insertion of all types of
entries in the graph is performed through appropriately designed interfaces (these are
deployed upon the user’s selection under the Actions menu).

4 Conclusions

A preliminary evaluation of the system described in this paper has already been made
by the six users who participated in the argumentative discussion illustrated in the
previous section. The results of this evaluation are positive and encouraging: the func-
tionalities of the system were found to be complete, correct, user-friendly and well-
integrated. These results advocate that the proposed system can offer an effective and
user-friendly electronic space for G2G structured multi-participative argumentation
on complex Public Sector problems and collaborative knowledge creation. In this
sense, it can improve the quality and reduce the cost of the collaborative activities
required for the critical ‘high level functions’ of Public Administration.

In particular, the system can effectively support the collaboration required for the
design, implementation, monitoring and evaluation of public policies, programs and
services, by first enabling all the involved POs to identify the basic problems and
issues, propose alternatives and discover their advantages and disadvantages. A multi-
criteria decision making approach can be then followed, in order to select the optimal
alternative(s) based on the insight and understanding previously gained. The proposed
system can also support the collaborative development of detailed action plans for the
selected optimal alternative(s) (i.e. for each proposed action, positive or negative
positions as well as preferences can be expressed by the participants, etc.). During the
implementation of these actions, the proposed system can be used for the collabora-
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tive monitoring of them, the identification of implementation problems and issues,
and the development of alternatives for managing them. Finally, the system can be
used for the collaborative evaluation of these actions by all the involved POs, and the
citizens and enterprises who are their recipients. In a similar way, it can support the
collaborative development of legislation and the ‘high level’ decision-making con-
cerning complex social problems, granting licenses and permissions with high social
impact, etc.
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Abstract. A deeper cooperation among Public Administrations (PAs)
could prevent or at least reduce the inefficient provision of complex ad-
ministrative services typically suffered by individual citizens and orga-
nizations. For this aim Information and Communication Technologies
(ICTs) can be adopted for the design and implementation of a coop-
erative architecture providing an information system in which the dis-
tributed, independent PAs participate by exchanging services each other.
A technological infrastructure based on e-Services, which, through the
interconnection at application level of the different PA information sys-
tems, could (semi-)automate complex processes and intensify the com-
munication among PA employees, is currently under development in the
IST EU-PUBLI.com project: the context and the requirements as well as
the architecture are presented in this paper.

1 Introduction

Public Administration employees typically execute administrative activities or
processes required to provide services to customers, including both individual
citizens and organizations such as companies, private enterprises, and nonprofit
organizations. These processes are often fragments of a larger whole which is
identifiable through the service provided to the end customer. In complex busi-
ness scenarios fragmentation of responsibilities, frequent interruptions of pro-
cesses inside an administration, and the absence of cooperation among differ-
ent administrations result in inefficient provision of services and execution of
macro-processes, 1.e., sequences or aggregations of processes that have to be ex-
ecuted jointly in order to satisfy the request of a service from a customer [1].
The EU-PUBLI.com project [2,3] aims at supporting inter-administration co-
operation through the definition of a Cooperative Architecture, that, besides
providing the essential interconnection services (e-mail, file transfer, etc.) to ad-
ministrations by supplying them with basic interoperability tools, interconnect
at the application level the Information System of public administrations across

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 226-233, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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several European countries, by bringing together the collection of distributed,
autonomous systems of each administration.

In the last few years, some projects have been experimenting with different
technologies, architectures and approaches to cooperation, in order to investi-
gate the most suitable solutions to realize a Cooperative Information System
(CIS). The cooperative architecture’s information system consists of numerous
components distributed over large and complex computer and communication
networks that work together, requesting and sharing information and computing
services supporting individual or collaborative human work. Various approaches
have been proposed for the design and development of CIS’s, e.g., schema and
data integration [4] agent-based methodologies and systems [5], or business pro-
cess coordination and service-based systems [6]. In the latter case, cooperation
among different organizations is obtained by sharing and integrating services
across networks (e.g., Internet and the Web); such services, commonly referred
to as e-Services, are exported by different organizations as semantically well
defined functionalities that allow users and applications to access and perform
tasks offered by back-end business applications. According to this perspective,
a cooperative process is the abstraction of a complex business process involving
different organizations; each organization cooperates with the others by offer-
ing services. The cooperative process is supported by some applications that
coordinate the services, through automated interfaces to be exported by the or-
ganizations, that shield internal details [7]. This last approach has been adopted
in the EU-PUBLI.com project, in which a general architecture focusing on those
characteristics typical of the e-Government context has been designed. In the
following sections general requirements due to the application domain, the re-
sulting architecture and additional consideration are further discussed.

2 Some e-Government Requirements

The aim of the EU-PUBLlL.com project is the development of an infrastructure
allowing the seamless integration of public services amongst PA employees in
PA units, and the challenge of an evolutionary architecture for the integration
of very large heterogeneous systems.

Compared to private enterprises, the value of such an architecture is more
prominent in the PA “world” since: (i) PA business processes are more frag-
mented and PA Information Systems have a much larger number of users, (ii) PA
ISs are tied down not only by the technological considerations regarding the
legacy architecture, but also by the existing organizational structure and by
legal constraints.

Towards this direction, it is fundamental to establish an overall architecture,
respecting the autonomy of the single organization: the autonomy concerns not
only the reengineering of the systems according to each organization’s schedule,
but also the business process reengineering of the various customer service work-
flow and tasks feeding the systems. The constraints imposed to an organization
to cooperate with the others must be as loose as possible if the system has to
work in the real world.
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Moreover, the architecture should comply with other general functional and
non functional requirements. As far as services, tasks or functions the system
is required to perform, legal and document processing requirements have to
be pointed up. In the general legal framework of the European legislation the
most relevant directive to take into account are: (i) the Directive 99/93/EC on a
Community framework for electronic signatures, and (ii) the Directive 95/46/EC
on the protection of individuals with regard to the processing of personal data
and to the free movement of such data. The former directive, recognizing under
specific conditions the legal validity of digitally signed e-documents, open the
way to the issuing of e-certificate and e-declaration by PAs and their circulation
among PA employees via ICT channels; the latter constrains the circulation and
sharing of individual citizens and organizations information under the explicit
authorization by the data owner. Other requirements the EU-PUBLI.com system
have to comply with, refer to the existence of national legal framework fixing
explicit due date for administrative services to be carried out.

On the other hand, for what concerns document processing, an efficient and
effective (semi-)automation of administrative procedures requires that those doc-
uments and certificates involved in a business procedure and preexisting in a
certain PA should be automatically retrieved by the system. Important require-
ments to support this features are then (i) a well-defined hierarchical structure
of the e-documents and e-certification as well as (ii) codified mapping rules to
support the “document interoperability” among different public administration
systems. In these cases what often happens is that the information set of a
certificate valid in a PA system is fragmented in many subsets spread into sev-
eral different documents and certificates valid in another PA system, and this is
especially true in cross-national scenarios.

Finally regarding non functional requirements, i.e., system qualities capturing
other properties of the system, we can briefly list:

— design issues, such as the use of reusable code and/or the definition of simple
activities each of which can be encoded in a different component with the
aim of populating a reusable library;

— security issues addressing both the secure exchange and the long term storing
of data as well as role based access policy in order to cope with unauthorized
access to the overall system or specific features;

— availability issues of the overall system that should ensure minimal service
levels and reliability issues relative to single transaction that should be per-
formed ensuring the “exactly-once” property even in presence of exceptions,
errors or failures.

3 The EU-PUBLI.com Architecture

Figure 1 shows the overall EU-PUBLI.com architecture; by following the Ser-
vice Oriented Architecture (SOA) framework [8], it is designed as a peer-to-peer
system, in which each organization deploys an instance of the three core com-
ponents:
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Fig. 1. EU-PUBLIl.com Architecture

— Peer Information Manager: it represents the core of each EU-PUBLI.com
peer, through which (i) e-Service schemas, (ii) orchestration schemas and
(iii) instance data are stored and made accessible. On top of such a module,
a component checking compatibility for substitutability [9] is designed; it is
referred to as Compatibility Engine;

— Peer Cooperative Gateway: it represents the back-end layer of the archi-
tecture; briefly, (i) it exports the set of data and application services offered
by a single administration through a well-defined interfaces (possibly wrap-
ping a Legacy System), and (ii) it includes the Peer Orchestration Engine
component that coordinates e-Services.

— Front-End: this component is responsible for the presentation to the end
user; it represents the employees’ front-end of the overall architecture.

The cooperation of different agencies is achieved by making them responsible
for exporting some views of its own information system as e-Services; the Peer
Cooperative Gateway sub-system represents “where” and “how” e-Services are
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deployed; it includes the definition on how different cooperating organizations
are organized and connected and how pre-existing legacy applications (Local IS
in figure) can be integrated in a common cooperative process. As EU-PUBLIl.com
architecture is based on e-Services, the implementation of such a system, un-
der development within the project consortium, is based on Web Services [8]
technologies. So, each PA joining the EU-PUBLI.com network must export its
functionalities as Web Services.

The Peer Information Manager is accessed at design-time by the cooperat-
ing agencies, in order to publish and register their e-Services, and to define and
register the cooperative schemas with the needed mappings. The Peer Informa-
tion Manager is also accessed at run-time by the Peer Orchestration Engine, in
order to gain access to both e-Services specifications and instance data, and to
update running process instance data. Moreover, in order to get the informa-
tion distributed on all the organization joining the EU-PUBLI.com architecture,
an additional component, named Global Information Manager Registry,
is designed: it points to specific Peer Information Managers containing specific
information. The basic technology used for the implementation of these compo-
nents is UDDI [10].

The Peer Orchestration Engine sub-system is the responsible of coordinating
all the e-Services involved in a cooperative process; figure 2 shows the two differ-
ent layer at which the Peer Orchestration Engine works. Through “cooperative
process definitions” (technically referred to as orchestration schemas) stored into
the Peer Information Manager, it dynamically finds and links suitable e-Services;
it accesses the Peer Information Manager during the enactment of different or-
chestration schemas, and interacts with the different e-Service instances deployed
on the different cooperating organizations (steps 1 and 2). Moreover, during the
orchestration of a particular business process, the Peer Orchestration Engine
can pass the responsibility to enact the process to another Peer Orchestration
Engine (step 3), deployed onto another administration (for example this could
be needed due to some legal constraints).

The implementation of such a component is based on BPEL4WS [11], i.e.,
the orchestration schema is a BPEL file. In order to implement the distributed
features of the architecture (not included in the BPEL specification), a specific
protocol to “send” and “accept” the orchestration responsibility has been de-
signed : from a technological point of view, the BPEL file describing the process
is modified and transfered to the new Peer Orchestration Engine, that (i) restores
the state of the computation (explicitely sent by the old peer), and (ii) contin-
ues the computation from the point at which the old peer has interrupted its
activities. From this point, the old peer is no longer involved into the process
(unless another peer pass to it the responsability for the orchestration).

In Figure 1 are also depicted the Semantic Engine, the Security Engine
and the Transaction Engine, three specific sub-system which have been appro-
priately introduced in the overall architecture to support document processing,
security, reliability and availability requirements as discussed in the previous
section.
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As EU-PUBLI.com offers B2B integration to organizations that exist in dif-
ferent countries, the orchestration of the processes involves also cultural and
linguist aspects in the exchanged information. Therefore the existence of a com-
ponent that will cope with the semantics of the exchanged information both in
the presentation and the communication level is needed. The Semantic Engine
consists of mechanisms that enable the translation and the correspondence of
terms. The presentation of the information that will appear in the presentation
layer (front-end system) will be translated and matched in the semantic engine
before it appeared to the user. The semantic engine lays between the orchestra-
tion engine and the front-end system (as Figure 1 shows). The implementation
of this component is based on OWL-S [12] and UDDI [10].

The Transaction Engine provides transaction and reliability features, which
are mainly independent from the business domain. About the Security Engine,
this component could validate some operations that have to be performed by
other architectural elements. For example, digital signature validation precedes
content document matching (performed by the Semantic Engine). About the
implementation of these two components, the consortium is investigating the
W3C standards for security and transactions (i.e., WS-S [13], WS-T [14] and
WS-C [15]).

4 Conclusions

In this paper, we have presented the EU-PUBLI.com architecture, specifically
focusing on e-Government service provisions based on orchestration of e-Services.
The basic concept of our approach is the one of cooperative process, as unifying
element among different inter-country agencies providing value-added services
to European citizens.
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The consideration and methodologies underlying this solution relies on a
technological improvement approach. Compared with a business process re-
engineering one, technologies can be used to (semi-)automate macro-processes
through cooperative applications, thus obtaining cooperative processes. Such
an approach does not necessarily require initial radical changes, neither in the
macro-process structure nor in the internal processes. Each organization inter-
faces the others by offering specific services, independently of their realization,
and therefore internal changes do not impact on the macro-process, as they are
hidden by the service interfaces presented to other organizations; separate orga-
nizations are thus loosely coupled, and each can re-engineer its own processes
without impacting on the cooperative process and related applications.

This strategy is very appealing in e-Government applications as the over-
all system can evolve following the modification and update occurring both in
the local administration procedure and in the general legal framework, which
strictly constrains the e-Government domain. Moreover, by avoiding the need of
preventive re-engineering at organizational level, this approach offers the oppor-
tunity to design and implement a ready to use platform, which could represent a
valid support for the overall performance analysis for successive and incremental
business macro-process re-engineering.

An implementation of the EU-PUBLI.com system, currently under develop-
ment within the project consortium, is offering the opportunity for further in-
vestigating features and limits as well as advantages and flaws due to the system
and the underlying technologies adoption.
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Abstract. Realizing complete digital intake and processing of building permit
applications has been a long time challenge for many governments. Especially
the processing of digital drawings and plans constitutes a major obstacle. In
2004 legal barriers to communicate digitally between government and appli-
cants have disappeared in the Netherlands. A group of local governments used
the momentum to study the feasibility of a large scale introduction of the intake
of digital building permit applications by using a shared services concept. The
feasibility study contained technical, economical, juridical and demand site fea-
sibility aspects. This paper reports especially on the demand site feasibility. The
paper is mend to present a case study about the readiness of both applicants and
local governments in the Netherlands to deal with building permit applications
in a digital way.

1 Building Permits in the Netherlands

In many countries the guaranteeing of the safety, health, and durability of the con-
structed environment is a traditional government task. In The Netherlands the issuing
of building permits is delegated to local governments. Each of the 483 Dutch munici-
palities has its own building permit department. Together these departments process
over 120,000 building permits each year. The local departments check whether the
submitted design meet the local zoning requirements and whether the construction
meets the technical and environmental requirements on safety, durability, and health.
Additionally, an independent committee of professionals judges whether the design
fits into the existing buildings and landscape from an aesthetical point of view'. Per-
mits will only be granted if the proposed design passes all three tests. Applicants have
to pay a fee to the building permit departments for having their application checked.
The size of the fee depends on the total estimated building costs. There are also sub-
stantial hidden costs for the applicant. Each submission has to be accompanied by a
sizeable set of prescribed plans, drawings, and calculations — in six fold. An average
application file can easily consist of more than sixty plans, drawings, and calculations.
In most cases, envelopes won’t do and the paper files are delivered at the departments
counter in boxes. The extra costs for the applicant, due to extensive bureaucratic re-
quirements, can amount up to € 10,000 per application. The current structure of work-

! The aesthetics committee (‘welstandscommissie’) is probably a typical Dutch institute. It is
the committee which decides what is good and bad taste.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 234-239, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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ing procedures in the application chain involves several inefficient conversions from
paper to digital files and vice versa. Most professional applicants design everything in
CAD-software, while an increasing number of municipalities are scanning their per-
mit files and store them into digital accessible databases. Only at the transfer mo-
ments between applicants and governments the applications, and all appendixes are
converted to paper, forcing all parties to deal with unnecessary and expansive bu-
reaucracy. A fully digital procedure seems to be an obvious improvement for both
applicants and local governments. At the beginning of 2004 however no single Dutch
municipality offered the possibility to file a complete electronic application. Three
important causes can be mentioned. First, for individual departments the number of
submltted permits is too small to justify the substantial investments in a digital
counter”. Secondly, the building permit inspectors are used to work with drawings on
a 1:100 scale. Monitors can only show a small part of the entire map. Thirdly, until
January 1 2004 application forms had to be signed by hand which effectively prevent
the use of fully digital apphcatlons

2 The Shared Service Concept for Building Permits

The City of Rotterdam has by far the biggest building permit department in The Neth-
erlands. Rotterdam has recently decided to digitize its application procedure. Yet even
in the case of Rotterdam the volume of permits would not be sufficient to Justlfy
investment costs’. The department therefore suggested establishing a shared service
digital counter for the intake of building permits, to share investment costs. Some-
where in The Netherlands a hosting service organization (a.k.a. ‘the central server’)
would be set up to receive digital applications. The front office module that facilitates
the actual intake of the digital building permit applications can be integrated in the
interface of websites of local governments — the applicant does not notice his applica-
tion is actually being processed at the central server. When the central server receives
an application a notification is sent to the relevant local department. The responsible
permit inspector can access the complete application file on the central server relying
only on his web browser and internet connection. Another functionality of the soft-
ware is to add notes and corrections to the drawings. Working from different locations
specialists can add comments to thelr own dedicated layers. Setting up the central
server involves substantial fixed costs’. If a sufficient number of municipalities join
the concept, the costs per application can become economical. Assuming a certain
critical total of applications, the business model can be solely built on a variable base

2 Even the biggest building departments (in the major Dutch cities) do not receive more than

2,000 to 3,000 permits a year.

3 As from January 1, 2004 complete digital communication between government and applica-
tions is legally allowed if both parties agree upon it in advance (Wet elektronisch berichten-
verkeer april 17, 2003 (Law on Electronic Administrative Messages Exchange).

4+ The intake of building permits is not a high volume service. On average, professional appli-
cants file about fourteen permits a year, in five different municipalities. The average total
number of permits processed by Dutch municipalities is about 780 a year, with a peak in the
250-500 range.

3 First estimates for the initial investments arrive at about € 3.3 million, operating costs (annual
base) are in the range of € 1.0 — € 1.6 million.
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(pay per application). Investments by single municipalities in advance would not be
necessary. The business model is especially appealing to small municipalities which
can hardly afford to maintain a basic website. Due to the modular design of the cen-
tral server concept, municipalities can use the service at different levels, ranging from
simple intake services to advanced semi-automated processing of permits. At the
basic level, the central server just receives and forwards the application to the local
government. Subsequently, the server could host the files during the entire application
procedure. At a third level, the server also has (web based) workflow functionalities.
At the fourth and final level, services facilitate advanced ways of supervising building
applications, such as automatic checks of drawings on technical requirements and
generation of risk profiles based on aggregate statistical analysis. The City of Rotter-
dam interested several building permit departments of other major cities to conduct a
feasibility study and to build a proof of concept. Additional support was obtained
from two federal departments, the Ministry of Spatial Planning & Housing, and the
Ministry of Interior Affairs.

3 Results from the Market Research

During the feasibility study a rough business plan for the central server concept was
drawn up. Based on desk research and expert panels, investment costs and operating
costs were estimated. To map the potential demand, two market surveys6 were con-
ducted, one aimed at professional applicants’ and one at local building permit depart-
ments. To get a feel for the weight of administrative burden applicants were asked to
the amount of time and money they spend on the current application procedure. On
average it takes them about forty (extra) hours for each application. Average total
costs per application are between €1,000 and €1,500 — excluding the application fee.
Costs were strongly related to the estimates of the total time of the additional activi-
ties.

Digitization has made much more headway among applications than among mu-
nicipalities. While almost 60% of the contractors and architects already work fully
digital, only 6% of the municipalities indicated to be ready for the digital processing
of applications.

The striking difference in degree of digitization is to some extent reflected in the
potential willingness to make use of the new service. While 44% of the applicants
indicate to make immediately use of the service, less than 20% of the municipalities
will do so. Simultaneously, 6% of the applicants has no interest at all in the service,
against 19% for the municipalities.

Applicants expect considerable savings from the new services. Average total sav-
ings are estimated at € 521, the arithmetic total of the sub items is again higher (€
680). Not surprisingly, the price respondents are willing to pay for the new services is

 The questionnaire was both available on paper and on the Internet. 134 professional appli-
cants and 118 local building permit departments responded to the survey. The survey was
complemented with several panel discussions to gain additional qualitative information about
the interview results.

7 Only professional applicants (project developers, architects, contractors) were approached.
Individual citizens usually rely on professional applicants (contractor or architect) to process
the application.
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Table 3. Time and Money Spent by Applicants per Item and Correlations of Cost Items with
Total Time of Additional Activities (n=134).

TIME Ex ante Ex post Total Total (est.
(hours) consultation | Printing consultation Other | (arithmetic) | applicant)
9.7h 7.2h 7.9h 17.0h 41.8h 40.0h
COSTS (€) Labor | Out of Pocket O.u I 2 Totla.i Tomf {esk
sourcing | (arithmetic) applicant)
Wet{ghfed €76 €272 € 675(%) € 1326 €764
averages
Correlation
with Total - i -
Time of TBI(**) ST8(**) 318(**)
Activities

* 43% outsourced the application, for the remaining 57% score for this item is zero.
** Pearson correlations: significant at the 0.01 level (2-tailed).

Table 3. Degree of Digitization for Professional Applications and Municipalities.

Degree of Digitization (%) Low Medium High
Professional applicants 18% 23% 59%
Municipalities 76% 18% 6%

Table 3. Potential Interest in a Shared Service for Building Permits (% of population).

Not No price | Proven added | Immediately | Digitization
interested | increases value interested under own
control
Applicants 6% 29% 21% 44% n/a
Municipalities 19% 35% 24% 19% 4%

related to total expected savings but the correlation is much weaker than expecteds.
The distribution for expected savings for municipalities collapses into two groups.
Almost half of the municipalities (48%) do not expect any savings from the new ser-
vice, scores for the remaining 52% differ widely. Average total annual savings are
about € 12.000 but there are a significant number of municipalities (7,6%) which
expect to save more than € 50.000 a year. The willingness to contribute in the costs is
more or less equal between applicants and the municipalities. There is a sizeable
group which does not want to pay anything, a large group (MASS) which is willing to
spend a modest amount per application, and smaller group (NICHE) which is willing
to pay much more. The high prices in the NICHE market more than compensate for
the relatively low number of potential users. However when the entrance strategy is
aimed at this particular group the MASS market will probably never be opened up.
The other way around NICHE users are of course willing to pay the much lower
MASS prices. When combining revenues from applicants and municipalities both
MASS and NICHE markets have sufficient volume to recoup the investment. In the
case of municipalities, at first glance there is just a weak correlation between size and
willingness to pay. This is however mainly due to the disturbing influence of the rela-

8 Pearson correlation of 0.219 (significant at the 0.01 level, two-tailed).
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tively low scores of the second-biggest category (50-100,000 inhabitants). Both ex-
pected savings and accepted maximum price per application are more than three times
the average for the biggest municipalities in the sample (>100,000 inhabitants).

Table 4. Expected Annual Savings, Accepted Maximum Price per Application, Amount Trans-
ferred to Applicants (€).

Expected Maximum Contribution
annual costs per applicant per
savings application application

Biggest municipalities €33,382 €263 €24
Avcragc € 10,926 €83 €31

4 Reflections on the Results

Improvements in the virtual front office are much easier and more visible than im-
provements in the back office. Many e-Government programs have therefore started
at the front office. This has also been reflected in conceptual classification schemes
which usually run from simple to advanced web services, only to arrive at back office
integration in the fuzzy final ‘transformation’ phase. Concepts such as one stop por-
tals and full electronic services — usually referring to the ability to pay for public ser-
vices online — are seen as important stepping stones in the route to electronic perfec-
tion. The market results indicate that users are not interested in electronic services as
such. They just want (in the right order) more transparent, easier, faster, safer, and
cheaper services. The professional applicants put relatively little weight on unique
identification and found electronic payments irrelevant altogether. The increasing
demand for quality improvements in traditional services is the primary drive to de-
velop online services, and not the other way around. The e-government development
is about to reach limits when solutions do not transcend the boundaries of a single
government organization. The social problem at hand and its adjoining service deliv-
ery chain should be central, not the individual organizationg. The shared service con-
cept is somewhere in between the traditional single organization based service and the
future seamless integration centered on a specific social problem. Shared services
transcend individual organizations but are still built on traditional segregated services.
The initial push from single to multiple organizations is mainly driven by financial
considerations. The subsequent pull from problem oriented services is mainly driven
by striving for quality improvements. Somewhat ironically, in this particular case (but
may be in general) those that are technological most advanced seem to realize the
future potential of shared services the least. Problem (demand) oriented services are
only possible when information is shared with third parties outside the traditional
(supply driven) service shaft (e.g., the information gathered by building permit de-
partments might be of live-saving importance to fire brigades). Municipalities regard
the possibility to share information with third parties as one of the most important
improvements of the shared building permit service yet they are the least advanced
from a technological point of view. Professional applicants seem to regard the possi-

9 Zuurmond, A. (2003), The Neglected State: A pleafor a Copernican shift in public admini-
stration, inaugural speech at University of Leiden.
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bility to share information as a threat rather than a strategic possibility. They still
seem to be stuck in the traditional competitive mode. In other words, those, who can,
do not see it and those who cannot, do see it. The picture should be modified for the
biggest municipalities. They are technically the most advanced and seem to be the
most interested in the shared service concept. Given the presumed economic advan-
tages of increases to scale we expected that small municipalities, with their limited
budgets, would be the most interested in the shared services concept. However, they
are not interested in the service, neither in its presumed economic benefits in the short
run nor in its strategic benefits in the long run. From a (national) policy perspective
this gives an additional rationale for aiming at the NICHE strategy, next to the busi-
ness economics motive. The distribution of the potential interest in the new service
(Table 3) seems to follow the classical concept of the acceptance categories in the
product life cycle of innovations neatlylo. A small group of innovators and early
adopters (biggest municipalities) is willing to take the risk, while a majority (MASS)
intents to wait and see how the early adopters get along. While starting at the NICHE
end one should already keep MASS in mind. The new service — and its strategic po-
tential — will only be taken up by the next lowest category if the market price is not
set too high. In this particular business case this might compel the federal government
to subsidize the (relatively high) initial investments. It also points at the importance to
constantly strive for vigorous cost reductions during the roll-out of the new service.

1 Rogers, E.M. (1962), Diffusion of Innovations, New York: The Free Press.
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Abstract. In this paper we identify the high-level requirements for a G2G col-
laborative platform to support the deployment of e-voting in the UK context.
After referring to the stakeholders involved in the deployment of e-voting pro-
jects we identify the government agents that the platform would serve. Based on
the process description followed in earlier pilots we define the role of each gov-
ernment agent and subsequently suggest four areas of collaborative support.
Accordingly we refer to aspects of knowledge sharing that the system could
foster. In concluding we suggest not only the usefulness of such a collaborative
system for government agents but also its prospective benefit in supporting
transparency and public scrutiny of e-voting.

Introduction

The use of computer supported collaborative environments to support G2G higher-
level functions, such as monitoring and evaluation of public programs has been previ-
ously suggested [6] as an evolutionary step to the existing large-scale provision of e-
government transactions and services. In the UK, one of the most innovative e-
government initiatives has been undertaken in the field of electronic voting. Overall
16 pilot programs have been held in May 2002 [9], and 20 more in May 2003 [2]. The
deployment of pilots involved three main government agents: the Office of the Dep-
uty Prime Minister (ODPM), the Electoral Commission (EC), and the Public Authori-
ties (PA) in which the pilots were held. More similar pilots are programmed to take
place in the May 2005 Local Authority Elections following the UK Government’s
policy to put “robust systems in place for an e-enabled General Election after 2006”
[51 (p-47). The collaboration between the fore mentioned government bodies was
proven to be a much more difficult task than originally expected despite the small
scale of the pilots. In this paper we discuss the need for a G2G collaborative platform,
which has the potential to support these agents and provide additional transparency to
the e-voting process.

This paper forms part of a doctoral program concerned with the identification of
the emerging constraints in re-designing the electoral process in relation to ICTs.
Given the administrative constraints identified from the detailed analysis of the
evaluation reports produced on each of the pilot programs by the EC and from obser-
vations and interviews undertaken in one of the 2003 pilot PAs, we present the high
level requirements for a G2G collaborative system dedicated to the support, monitor-
ing and evaluation of future e-voting schemes in the UK.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 240-245, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Stakeholder Analysis

The need to identify the multiple stakeholders in relation to the deployment of sophis-
ticated G2G collaborative e-government applications has been suggest by Scholl [10].
The deployment of e-voting in particular, due to its democratic nature, involves more
agents in the process compared to other government provided processes. Fairweather
and Rogerson [4], suggest seven agents involved in the deployment of electronic
elections: central government, local government, those seeking election, minority
groups, citizens as voters, suppliers of technological elements, systems developers.
Xenakis and Macintosh [12] in their analysis of the legal issues involved identify five
legally inter-related agents: voters, candidates, commercial vendors, local authorities
and central government. At a more detailed level, central government organizations
should be differentiated from independent government bodies like the Electoral
Commission according to their role in the delivery of the process. Candidates and
elected politicians should also be regarded separately from political parties, as they do
not necessarily share the same views on controversial issues such as the introduction
of electronic voting. Non-profit specialized organizations have also been identified in
the literature mainly in relation to specialized groups of voters (e.g. providing for the
disabled). All the identified stakeholders could provide inputs to the system however
the system itself is addressed at the three involved government agents: central gov-
ernment (ODPM), local authorities (PA), and the Electoral Commission (EC). In the
following section we describe the role and the responsibilities of each of these three
agents as undertaken in the 2002 and 2003 pilots.

Government Agents Involved and Their Role in the Process

The ODPM was the government agent who procured and funded the pilots. Commer-
cial suppliers who could provide e-voting systems to the PAs were previously ap-
proved by the ODPM through an organized supplier validation process. The result of
that process, internal to the ODPM, provided the program with an approved list of
suppliers who could in turn “join up” with PAs and apply to run an e-voting pilot.
Officially however it was the PA that applied to the ODPM, suggesting their preferred
commercial supplier and it remained at the discretion of the ODPM to combine PAs
with commercial suppliers. After the PA applications had been submitted, the ODPM
had to examine them and according to their scope, approve or reject them. Approved
PAs would then be attributed commercial suppliers and the ODPM contracted the
services and products of the supplier on behalf of PAs. As the results of the voting
pilots were legally binding in all cases, the ODPM was also in charge of preparing a
special act of law, which would allow and describe the use of e-voting technologies in
the voting process. Due to the limited time scale followed PAs and commercial sup-
pliers had to initiate some project stages for the deployment of the pilots prior to the
official legislation being passed by the Parliament and the sign-off of suppliers’ con-
tracts [13]. PAs were fully responsible for the administration of the pilots, and the
Returning Officer of each PA personally liable for the result of the election [11]. The
fact that no administrative support was centrally provided to the PAs resulted in the
PAs’ dependence on commercial suppliers for specialized knowledge of the systems
piloted and expert advice on how to better manage the adopted ICTs. Finally the EC
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had the statutory duty to evaluate pilot schemes and report to the ODPM after the
pilots had been completed. The EC based its evaluation reports on its own observa-
tions and assessments, but also sub-contracted external consultants to report on spe-
cific issues of the programs. For the 2003 pilots the ODPM also contracted the ser-
vices of professional quality assurance external consultants who monitored the
practices followed by PAs prior to the election event and accordingly reported to the
ODPM. Therefore, the high-level responsibilities and resulting needs of each gov-
ernment agent were as follows:

¢ ODPM

. Procure pilot programs

. Fund pilot programs

. Validate commercial suppliers

. Approve/reject PA applications

. Combine approved PAs to approved commercial suppliers

. Prepare and sign-off supplier contacts

. Prepare legal acts and forward them to the Parliament

. Monitor the quality of e-electoral administration practices followed by PAs

e PAs
1. Administrate the deployment of the pilots
2. Co-operate with commercial suppliers to support administrative responsibilities
3. Provide evaluation data to the EC
4. Provide evaluation data to the ODPM

e EC
1. Evaluate PA performance on practices followed
2. Prepare evaluation reports
3. Report to the ODPM

This highlights the need for better collaboration between the agents involved in the
delivery of the pilots, and therefore, we discuss how a computer supported collabora-
tion platform could support them in their inter-related activities and tasks.

eI Neo WU, B SN OV I NS Iy

Areas of Collaborative Support

Based on the overlapping needs of each government agent we identify the collabora-
tive areas that a platform should support.

o Design of the pilots: In the existing process, the ODPM internally decides on
the strategic targets that all pilot projects should aim at and applications are ap-
proved or rejected on the basis of their compliance to these targets. Furthermore,
PAs due to their lack of expertise and specialized knowledge have to rely on
commercial suppliers for the design of the suggested pilots. This fact in turn
replicates the dependence of PAs on their suppliers of e-voting technologies. Al-
though suggested in the literature as one of the final stages of G2G collaboration
[7], in the presented system the project design function aims at enabling the
ODPM and PAs to jointly decide the scope of an e-voting project and accord-
ingly design the different aspects of its implementation. More government
agents may be involved in this function according the need for specialized
knowledge.
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¢ Administration of the pilots: In the current practice PAs are not typically pro-
vided with support in their task to properly administrate the adoption of new
technologies in the voting process. The administration support of the pilots aims
at providing PA staff with the necessary information, past experience, gathered
knowledge and if required expert advice. Part of this support can be constantly
available in a documented form while additional support could be provided on
the PA’s request. The ODPM and the EC could provide such support through a
collaborative platform while supplementary government or external agents
could be introduced according to the support request.

¢ Monitoring of the pilots: Following the ODPM existing e-voting project man-
agement requirements [8], the project management function should be compati-
ble with PRINCE 1I, a specific project management methodology. PRINCE II
[1] involves the production of an implementation plan with specific milestones
and review dates. It also identifies tasks, activities, deliverables, risks and de-
pendencies of delivery between tasks. Tasks are allocated to the responsible
agents along with the relevant resources. Accordingly this function would relate
the main activities to agents, tasks to single person agents, and dependencies of
delivery between agents when collaborative activities are involved. Since the
provision of e-voting technology is outsourced to commercial suppliers the pro-
ject monitoring function should also mirror the proper delivery of the contracted
and sub-contracted task. This function would primarily serve the requirement of
the ODPM for audit of the project progress. Additionally the EC would have
one extra stream of information useful to the overall evaluation of the pilots.

¢ Evaluation of the pilots: Usually related to the monitoring function, in this case
we isolate it, as evaluation of the pilots is undertaken by a different government
agent (EC) than the monitoring of the pilots (ODPM). Although the monitoring
function can also be used for evaluation purposes, the evaluation function of the
platform could provide comparative analysis between similar projects, that done
in real-time as well as retrospectively, after the completion of the projects.

Aspects of Knowledge Sharing

The ODPM and the EC being based in London, and the e-voting pilots taking place in
PAs all over the UK, creates a set of geographically distributed agents who need to
collaborate in order to provide a unique process. Additionally more PAs may be un-
dertaking e-voting projects at the same time. This multiplicity of PA agents who must
be concurrently served in different locations creates an increasing need to share
knowledge and experience gained to date. Across the four identified areas of collabo-
ration there is a need to share:

o Information. The e-voting pilots have resulted in the publication of a consider-
able number of reports by the government agents involved in the process. These
reports cover the establishment and subsequent management of the whole e-
voting pilots. They typically describe activities prior to e-voting taking place,
necessary activities to undertake during the e-voting process and also activities
relating to the close down and evaluation of the process. Examples of docu-
ments include new legal acts, tendering guidelines and training material. A col-
laborative G2G could allow the appropriate flow of relevant information be-
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tween all government agents involved in the delivery of the pilots. This could be
either as a requested service or through the pro-active provision of information.

o Acquired Knowledge. E-voting has been piloted in the UK since 2002; this has
allowed a considerable body of experience to be built up over that time on how
to conduct an e-election. This experience needs to be captured, analyzed and
represented [13] so as to provide an effective online “experience archive” for
PAs and other government agents with no previous experience on the field. A
G2G collaborative platform could provide the potential to share such acquired
knowledge in an effective way and be used not only for training staff prior to
conducting new e-voting pilots but also as real-time support tool when e-voting
pilots are underway.

¢ Specialized Knowledge. Considerable specialized knowledge is required to set
up and manage an e-voting pilot. This involves both legal and technical knowl-
edge. The introduction of e-voting has meant the drawing up of new legal acts
which need careful examination and interpretation by all government agents in-
volved in e-elections especially the Returning Officers. The introduction of new
technology to enable the e-voting requires specialized technical knowledge to
set up and operate, particularly when faults arise. This technical knowledge has
typically resided with the commercial suppliers rather than with the PAs respon-
sible for the pilots. There is an opportunity for a G2G platform to provide
knowledge-based expert opinion, to support the process and conduct e-elections.

Conclusions

Sharing knowledge between different government agencies and establishing collabo-
rations between local authorities, central government and other pubic agencies is
becoming more and more important. Increasingly, knowledge of services, regulation
and policy are developed by other tiers of government or government related organi-
zations as opposed to those that need to enact them. A collaborative approach with
combined knowledge sharing could be viewed as an effective way to address such
issues. In this paper we have argued that the introduction of e-voting into the UK
should be viewed as a collaborative activity with the need for sharing of information,
acquired expertise and specialist knowledge between the involved government agen-
cies. To date little work on such a G2G collaborative platform has been reported. A
further major benefit could emerge from such work. The issue of transparency has so
far, not been referred to in this paper, despite its predominant place in the spectrum of
e-government issues. However we consider the levels of transparency between users
of similar systems to depend on the relevant policy adopted by their administrators.
Nevertheless for the case of e-voting in particular, where transparency is equivalent to
the opportunity for audit, the deployment of a G2G platform as presented in this pa-
per, would enhance the opportunity for scrutiny, or even for public scrutiny if the
platform is developed as an open system for stakeholders interested in the result of the
process.
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Abstract. The OSCI protocol supports the secure and legally binding
message exchange without media breach. International standard have
been taylored to meet the requirements of european laws. Application
specific layers for standardized message payload make use of the security
mechanims of the underlying transport layer. The modernization of the
people registration process in germany in the sense of electronic message
exchange will be based completely on both layers of OSCI.

A sound standardization of message contents at the application level
is a crucial factor for an successful e-Government infrastructure. In the
OSCI-XMeld project, the XML schemata and the written documenta-
tion are derived in an automated way from the formal UML model.

A Common Communications Standard for e-Government

The Free Hanseatic City of Bremen was one of the prize winners of the german
MEDIA@KOMM project. The main goal was to achieve secure, legally binding
and trustworthy on-line transactions without media breach. The concept of an
online platform, acting as an intermediary between citizens, local government
and other service providers, has been developed (see [3]). This led to the OSCI
standard, a two layered protocol well suited for the secure message exchange
especially in the e-Government context. This protocol acts as a core component
for data transfer between all involved parties.

OSCI is well suited for offering common government services over the In-
ternet in a secure way. The application layer of the OSCI protocol is used for
the standardized representation of content data. Together with the underly-
ing transport layer, called OSCI-Transport, this allows highly automated and
legally-binding transactions based on secure message exchange. In the meantime
it became a mandatory standard for the federal government IT architecture of
Germany [2], regulated by law by the German Ministry of the Interior.

For realization purposes within the MEDIA@KOMM project, nine life-events
had been selected. Within the last years one of these, the people registration
process, became the leading e-Government project in Germany. It is completely
based on OSCI with respect to data exchange. The layer of the OSCI protocol
which is specific for the people registration process is called OSCI-XMeld.

R. Traunmiiller (Ed.): EGOV 2004, LNCS 3183, pp. 246-249, 2004.
© Springer-Verlag Berlin Heidelberg 2004
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Secure Message Exchange in the e-Government Context

OSCI-Transport is the application independent part of the OSCI protocol. It
is responsible for the secure, reliable and traceable transport of content data of
any kind. It is based on XML and especially the cryptographic XML components
([6]). These international standards had to be taylored to fulfill the requirements
of the european laws. Signature and encryption algorithms, key-lengths and cer-
tificate formats were adapted to be compliant with the german digital signature
act. OSCI-Transport has been checked by the “German Federal Office for secure
information technologies” against ITSEC.

OSCI-Transport supports the asynchronous message exchange as well as the
synchronous request-response scenario. For that purpose an OSCI intermediary
holds secure “mailboxes”. While this intermediary acts like an centralized mes-
sage exchange point, it is unable to decrypt the message payload. End-to-end
encryption can be guaranteed. The intermediary is the single access point to the
public key infrastructure. OSCI-Transport is described in detail in [4].

From UML to XML: How to Standardize Message Content

Ambitious e-Government efforts depend in great extent on the seamless integra-
tion of heterogeneous legacy systems without media breach. In order to design
fast, efficient and economical processes, application data interchange has to be
standardized. Therefore a sound standardization of message payload is a crucial
factor for an successful e-Government infrastructure.

Modern e-Government systems will be web-service oriented, implying an
XML-based data interchange. Syntax and structure of XML messages have to
be described using XML Schema. The requirements for the development of these
schemas are the same as for the development of usual software applications: The
development process has to be fast, efficient and flexible.

OSCI-XMeld is the name of the OSCI application layer for the people reg-
istration process. It is being developed by a group of experts from both govern-
mental and industrial parties, all of them specialists for the people registration
processes. Based on their knowledge an UML model has been designed to de-
scribe the processes, actors, structures, messages and message contents for the
relevant scenarios. Additionally a database has been created, including legal
requirements and data interchange conditions, e.g., a complete mapping from
DSMeld (the former standard for data exchange) to OSCI-XMeld.

The OSCI-XMeld standard itself, composed of a number of XML Schema
files and an accompanying documentation, is nearly completely built in an au-
tomated way from the UML model and the database using the development
framework XGENERATOR. We decided to do the modeling in UML instead of
direct development of XML schema.

Standardization of message exchange for the people registration has much
more aspects than only the data objects common for communicating parties. The
focus of our work is to find an agreement about the public processes which leads



248 Ullrich Bartels and Frank Steimke

to message exchange. Therefore we use the appropriate UML modeling tech-
niques, especially those for dynamic system behaviour (use cases, sequence and
activity diagramms). The OSCI-XMeld schemata, however, are derived from
the static part of the model only. Both, the dynamic and static model aspects
have become a major part of the comprehensive OSCI-XMeld documentation.

The XGENERATOR analyzes the structural information (the UML classes
mapped to complex types and elements in the OSCI-XMeld schema files) and
produces a corresponding graphical representation as SVG content. The docu-
mentation of the complete OSCI-XMeld standard is done in the UML model by
means of DocBook fragments. This information is taken by the XGENERATOR
to produce a huge amount of DocBook content. Both DocBook and SVG files
are brought together to form the essential part of the written OSCI-XMeld
specification.

The OSCI-XMeld team has to deal with only one modeling technique: UML.
— Experiences have shown that using several uncorrelated modeling techniques
(typically available as a so-called “tool-zoo”) makes it hard if not impossible to
come to consistent results of high quality, especially in heterogeneous teams not
only composed of computer scientists.

Last but not least, arbitrary schema guidelines or even schema languages
(e.g. Relax-NG) can be supported by simply parameterizing the XGENERATOR
without a need to change anything in the UML model.

Using the technique of deriving schemata and documentation from the formal
model, we can guarantee the consistency of model, database, schema files and
documentation at any time, thus improving efficiency and flexibility whereas
time and costs are reduced significantly.

The XGENERATOR framework has been developd within the OSCI-XMeld
project, but in principle it should be useful for other application layers of OSCI
as well. Analyzing the requirements from other projects in Germany, we start
to plan for a new version of the XGENERATOR software [1]. This will be closely
related to the new Version 2.0 of the XMI standard [5].

From Standards to Solutions: Putting the Pieces Together

The efforts needed to get the people registration system up-to-date to become a
comprehensive e-Government application make clear, how many different prob-
lems have to be solved before the concrete realization can start. A real benefit
can only be expected based upon a complete and thorough realization of the
complete picture, having in mind that a standardized data exchange is only one
of many aspects to be taken into account.

This implies that from the 6.000 registration offices in Germany each one has
to move from a mostly manual, paper-based communication to an automated,
internet-based data exchange. As long as this condition is not met, a parallel
infrastructure for the conventional exchange of letters between involved offices
has to be provided and operated.
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Commercial customers of the people registration system will only invest in
this new technology if the reliability of each registration office can be guaran-
teed, regardless of regional conditions. Therefore the demand for a complete
and obligatory installation of a new standard is first and foremost economical
founded, implying considerable infrastructural requirements.

The Internet has been broadly accepted in several areas. Due to the high se-
curity requirements the use of the Internet for data exchange in an e-Government
context is only possible based upon additional security mechanisms. The proto-
col OSCI-Transport offers all the required security mechanisms. Therefore the
German Ministry of the Interior has layed down by law the mandatory use of
OSCI-Transport for an interstate data exchange.

Since internal communication networks within states have been established,
the same security objectives must be realized using different techniques. Solu-
tions have to be found and realized both saving former investments and integrat-
ing the different networks to build a secure infrastructure usable transparently
from any place in Germany.

To support the networking of the registration offices so-called ‘“clearing of-
fices” will be established, mapping between different security infrastructures. Of
course this leds to interesting new questions in both organizational and legal
areas.

The ongoing discussion concerning the necessary security infrastructure as
a fundamental base for the realization of e-Government in Germany has shown
the different interests of the involved social groups. Especially the relation be-
tween open standards and implementing products has been stressed. The public
discussion resulted finally in the solution to not only provide with a standard
but also with implementing software components. The OSCI Co-ordination of-
fice has developed an open source “OSCI-Transport library”, which is available
for free. This is especially useful for the manufacturers and providers of legacy
systems for the people registration.
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Abstract. In the delivery of e-government services to citizens it should
be clear that the viewpoint cannot simply be the standard one of client-
supplier commonly used to provide services on the Internet. In a modern
society it has rather to be the peer-to-peer approach which is typical of
democracies, where institutions are equal to citizens in front of the law.
But this is not yet a widely accepted standpoint in digital government
efforts going on in many advanced countries in the world.

Italian government, in its ever increasing effort to provide citizens with
easier access to online government services, has instead adopted and is
pursuing this symmetric approach, which is going to represent a funda-
mental tool in the ongoing march towards e-democracy.

In this paper we describe the organizations involved in the process and
the Information Technology (IT) infrastructure enabling the effective
management of the whole process while ensuring the mandatory security
functions in a democratic manner.

Organizational complexity lies in the distribution of responsibilities for
the management of people’s personal data among the more than 8000
Italian Municipalities and the need of keeping a centralized control on
all processes dealing with identity of people.

Technical complexity stems from the need of efficiently supporting
this distribution of responsibilities while ensuring, at the same time,
interoperability of IT-based systems independent of technical choices of
the organizations involved, and fulfillment of privacy constraints. The IT
architecture defined for this purpose features a clear separation between
security services, provided at an infrastructure level, and application
services, exposed on the Internet as Web Services.

Keywords: Trust and security, e-service interoperability.

1 Introduction

The ubiquitous presence of the Internet has offered to Public Administrations
the great opportunity of being able to bring their offer of public services directly

* This work has been partially supported by the Grant MIUR L.449/97, CNR Project
“P1 - INTERNET networks: efficiency, integration and security”, Research Ac-
tion “Security Services” and by the Grant MIUR PNR 2001-2003, FIRB Project
RBNEOIKNFP “GRID.IT: Enabling Platforms for High-Performance Computa-
tional Grids Oriented to Scalable Virtual Organizations”.
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in the home of citizens, improving the level of provided services while keeping
under control the associated costs [8, 10].

But this opportunity opens also the way to possible abuses, identity theft is
the most prominent example of. So the point is how to set-up mechanisms and
systems to enable citizens and public administrations to reliably identify each
other on the Internet, without compromising people’s rights and organizations’
responsibilities.

The whole area of authentication of individuals and transaction parties is
the really critical issue to transform such an opportunity into a working reality
delivering its promises. It is often said “On the Internet nobody knows you
are a citizen” and it is plainly true that while anonymity may be desirable for
certain kind of Internet services, certainty of parties identification is a necessary
condition for giving full validity to many kinds of transaction on the Internet.

Our solution supports the use of two access mechanisms to services on the
Internet: the Electronic Identity Card (CIE - Carta d’Identita’ Elettronica) and
the National Service Card (CNS - Carta Nazionale dei Servizi). While the former
is an identity document with full legal validity allowing the citizen also to access
to digital government services, the latter is not an identification document and
was introduced with the purpose of enabling a quicker and easier deployment of
local services from Regional Public Administrations, during the initial phase of
rolling out CIE to citizen.

The infrastructure supporting this solution has been developed during
a multi- year cooperation between the Italian Ministry of Interior and the
NESTOR Laboratory of the University of Rome “Tor Vergata”. Many organiza-
tions are currently involved in this project. The Head of Department of Internal
and Territorial Affairs of the Italian Ministry of Interior is responsible for the
project and the whole project is being developed as an institutional duty of the
Central Directorate for Demographic Services of the Ministry of Interior, on its
responsibility and with its support [15]. The NESTOR Laboratory of the Uni-
versity of Rome “Tor Vergata” is the technical coordinator of the project. Prof.
Talamo of the University of Rome “Tor Vergata” is the supervisor of the project.
The Italian Mint (Istituto Poligrafico e Zecca dello Stato - IPZS), manufactures
and initializes CIEs. The security system of the CIEs architecture (Sistema di
Sicurezza della CIE - SSCE), generates keys used for activating CIEs and is
responsible for guaranteeing security during the formation of data and issue of
CIEs. Municipalities contributed to the definition of end-user requirements and
ANCI, the Association of Italian Municipalities, by means of ANCITEL, its IT
subsidiary, is cooperating to the deployment of the system all over the Italian
territory.

2 People Identification and Access to e-Services in Italy

The Electronic Identity Card (CIE, for short) is a polycarbonate smart card
equipped with a microchip, a laser band and a hologram which contains personal
(e.g. name, surname, date of birth,...) and biometric (e.g. photo, fingerprint,...)
data of a citizen.
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The CIE is an identity document which, according to Italian Laws, is fully
equivalent to the paper based ID card and it has two purposes: (i) in-presence
identification of a person, like a traditional paper based ID-card, and (ii) remote
authentication of a citizen, allowing access to digital government services. For
example, citizens could use their CIE for accessing a Municipality’s web site
allowing them to perform operations like generation of self-certified documents,
online tax payment, access to administrative databases, online applications and
many other. Any public administration or agency which wants to give access to
online services to citizens using the CIE, must register at the Ministry of the
Interior. In this ways, it is possible to guard citizens’ rights as well as those of the
service provider, as needed in a digital government system. For a more detailed
presentation of its characteristics and of the overall process involved see [1,5].

The National Service Card (CNS, for short) is a polycarbonate smart card
equipped with a microchip and containing personal data of a citizen.

CNS allows identification of a citizen in the Internet access to services pro-
vided by a Public Administration. CNS can be issued by any Public Adminis-
tration but cannot have data for in-presence identification of people (e.g., pho-
tography) nor be used for this purpose. Also CNS can be issued or renovated
to a citizen only if he or she has not already received his/her CIE [17]. CNS it
is therefore a tool introduced to allow to Public Administrations to make them
possible to provide e-services to citizens in their territory of interest during the
initial transient phase of deployment of CIE. During this phase, CNS and CIE
are fully interchangeable (i.e., plug-to-plug compatible) to access e-services of
a public administration. Also a citizen holding a CNS has to be able to access
(if he/she has the right to) also e-services provided by a Public Administration
different from the one which has issued the CNS used for the access itself.

3 The Reference Scenario and CIE Deployment

We only remember here the most important characteristic of the reference sce-
nario for the management of personal data in Italy. For a more detailed view
see [4].

In Italy, Municipalities are responsible for maintaining an archive of personal
data of people having established residence within the Municipality’s territory
(APR = Anagrafe della Popolazione Residente).

The Ministry of Interior has the overall responsibility for the correct main-
tenance of Personal Data Registries in all Italian Municipalities. In order to
understand the dimensions of the problem, it is important to note the variety
in size and complexity of these archives, since about 6000 of the 8192 Italian
Municipalities have less then 5000 citizens, but 8 of the 20 Region chief towns
have more than one million inhabitants.

In Italy we have defined an organizational and architectural solution featur-
ing fully independence of involved organizations and a clear separation between
security services, provided at an infrastructural level, and application services,
exposed on the Internet as Web Services. Our solution is therefore able to fully
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support the delivery of promises of better services to citizens by government
through the use of IT.

The organizational component of our solution defined a single access index
to the Municipality which is responsible for a citizen’s personal data (INA =
Indice Nazionale delle Anagrafi). This index, whose institution was established
by a supplement [14] to the ordinary law regulating the Personal Data Registries
kept in Municipalities [13], provides - for a given person - the reference to the
Municipality responsible for his/her personal data. Uniqueness of reference to a
person is ensured by using fiscal code as INA’s access key.

Organizational competence for management of INA and of its services to-
wards Municipalities and PAs was given to the National Center for Demographic
Services (CNSD = Centro Nazionale Servizi Demografici), a newly established
organizational unit of the Ministry of Interior [16]. CNSD is responsible for both
the IT infrastructure supporting access to and management of INA and its ser-
vices and for the end-user support in the utilization of its services. CNSD is also
responsible for the management of telematics infrastructure ensuring secure and
certified access to its services to all organizations. Technical solutions able to
implement efficient and effective IT systems to support CNSD activities were
devised and tuned by NESTOR Laboratory.

In the first phase of deployment of the CIE, which was carried out in Italy
during 2001, 100.000 ID cards manufactured and initialized by the Italian Mint
(IPZS), were assigned to 83 Municipalities, in proportion to their respective
population. Municipalities also received hardware and software tools needed for
issuing ID cards to citizens, and have been given the opportunity of obtaining
support by different means, including on site assistance, through a call center,
and by accessing a dedicated Internet site.

The feedback received from the organizations involved i